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1. SCOPE.
1.1 Scope.

The purpose of this document is to establish technical performance and interface parameters in
the form of firm requirements and optional design objectives (DO) that are considered necessary
to ensure interoperability and interface standardization of new long-haul and tactical radio
systems in the medium frequency (MF) band and in the high frequency (HF) band. It is also the
purpose of this document to establish a level of performance for new radio equipment that is
considered necessary to satisfy the requirements of the majority of users. These technical
parameters, therefore, represent a minimum set of interoperability, interface, and performance
standards. The technical parameters of this document may be exceeded in order to satisfy certain
specific requirements, provided that interoperability is maintained. That is, the capability to
incorporate features such as additional standard and nonstandard interfaces is not precluded.

1.2 Applicability.
This standard is approved for use within the Department of Defense (DoD) in the design and

development of new MF and HF radio systems. It is not intended that existing equipment and
systems be immediately converted to comply with the provisions of this standard. New
equipment and systems, and those undergoing major modification or rehabilitation, shall conform
to this standard. If deviation from this standard is required, the user should contact the lead
standardization activity for waiver procedures.

1.3 Application guidance.

The terms “system standard” and “design objective” are defined in FED-STD-1037. In this
document, the word “shall” identifies firm requirements. The word “should” identifies design
objectives that are desirable but not mandatory.

2. APPLICABLE DOCUMENTS.

2.1 General.

The documents listed in this section are specified in sections 3, 4, and 5 of this standard. This
section does not include documents cited in other sections of this standard, those recommended
for additional information, or those used as examples. While every effort has been made to
ensure the completeness of this list, document users are cautioned that they must meet all
specified requirements documents cited in sections 3, 4, and 5 of this standard, whether or not
they are listed.

2.2 Government documents.

2.2.1 Specifications, standards, and handbooks.

The following specifications, standards, and handbooks form a part of this document to the
extent specified herein. Unless otherwise specified, the issues of these documents are those
listed in the issue of the Department of Defense Index of Specifications and Standards (DODISS)
and supplement thereto cited in the solicitation (see paragraph 6.3).
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4.4.3 High-performance HF data modems.

If interoperation with NATO member nations is required, land, air, and maritime, single-channel
HF radio equipment shall comply with the “Associated communications equipment”
requirements of STANAG 45309.

4.4.4 QSTAGS.
If interoperation among American, British, Canadian, Australian (ABCA), and New Zealand

Armies is required, HF combat net radio equipment shall comply with the applicable
requirements of the current edition of QSTAG 733.

4.5 Adaptive communications.

Adaptive HF describes any HF communications system that has the ability to sense its
communications environment, and, if required, to automatically adjust operations to improve
communications performance. Should the user elect to incorporate adaptive features, they shall
be in accordance with the requirements for those features stated in this document.

The essential adaptive features are:
a. Channel (frequency) scanning capability.

b. ALE using an embedded selective calling capability. A disabling capability and a
capability to inhibit responses shall be included.

c. Automatic sounding (station-identifiable transmissions). A capability to disable sounding
and a capability to inhibit responses shall be included.

d. Limited link quality analysis (LQA) for assisting the ALE function:
(1) Relative data error assessment.
(2) Relative signal-plus-noise-plus-distortion to noise-plus-distortion ratio (SINAD).
(3) Multipath/distortion assessment (DO) (optional).

e. Automatic link maintenance

f. Channel occupancy detection

4.6 Linking protection.

LP refers to the protection of the linking function required to establish, control, maintain, and
terminate the radio link. Because this protection is applied to the link establishment function, LP
is a data link layer function in terms of the Seven Layer Reference Model. Figure B-1, Appendix
B shows a conceptual model of the MIL-STD-188-141 data link layer functions, showing the
placement within the data link layer at which linking protection shall be implemented. Voice
transmissions or data transmissions from external modems are not affected by the LP. The LP
application levels and their corresponding protection interval (P1) are defined in Appendix B,
paragraphs B 4.1.1 through B 4.1.1.5.

SUPERSEDES PAGE 10 OF MIL-STD-188-141B. 10
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4.7 HE data link protocol.
See Appendix G, Second-Generation Data Link Protocol.

4.8 Networking functions.

a. MIL-STD-188-141 establishes the technology baseline needed for establishing and
maintaining links among HF radio stations. Networking technology augments this direct
connection capability with the ability to find and use indirect routes.

b. The functions performed at the network layer may be grouped into two broad categories:
routing functions and data management functions. Routing functions select paths through
the network for voice and data traffic, using stored information (provided by operators, local
data link controllers, and remote networking controllers) about the quality of available links
to other stations. Data management functions acquire and communicate that (and other)
information.

c. Link-level error statistics directly characterize the quality of single-link paths and are used
to compute end-to-end path quality for multiple-link paths through relays. These results are
stored in a path quality matrix (PQM), which is organized to provide the path quality to any
reachable destination via each directly-reachable relay station. From this path quality data, a
routing table (RT) is formed. This table lists the best path to each reachable station for
various types of communication (e.g., voice and data).

4.8.1 Indirect calling and relaying.

When a station cannot directly link with a desired destination, other stations may be employed to
assist in getting the message through. The simplest option is to have the local link controller or
the HF Network Controller (HFNC) establish a link with a station other than the desired
destination so that the station operators can manually communicate (using either voice or data
orderwire) after the fashion of a torn-tape relay. When the equipment at the intermediate station
is able to automatically establish an indirect path to the destination, this is termed relaying. A
variety of relaying techniques are possible, some of which are shown in Figure 3. These
techniques are differentiated where the cross-connection occurs in the protocol stack. Each
alternative is briefly discussed in Table I.

4.8.2 Network management.
See Appendix D, HF Radio Networking, and Appendix H, Management Information Base

4.9 HF e-mail and other application protocols for HF radio networks.
See Appendix E, Application Protocols for HF Radio Networks.

SUPERSEDES PAGE 11 OF MIL-STD-188-141B. 11
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5.2 Common equipment characteristics.
These characteristics shall apply to each transmitter and to each receiver unless otherwise
specified.

5.2.1 Displayed frequency.
The displayed frequency shall be that of the carrier, whether suppressed or not.

5.2.2 Frequency coverage.

The radio equipment shall be capable of operating over the frequency range of 2.0 MHz to
29.9999 MHz in a maximum of 100-Hz frequency increments (DO: 10-Hz) for single-channel
equipment, and 10-Hz frequency increments (DO: 1-Hz) for multichannel equipment.

5.2.3 Frequency accuracy.

The accuracy of the radio carrier frequency, including tolerance and long-term stability, but not
any variation due to doppler shift, shall be within +30 Hz for tactical application and within
+10 Hz for all others, during a period of not less than 30 days. Tactical systems that must
interoperate with long haul systems shall meet the +10 Hz radio carrier frequency specification.

5.2.4 Phase stability.
The phase stability shall be such that the probability that the phase difference will exceed 5

degrees over any two successive 10 millisecond (ms) periods (13.33-ms periods may also be
used) shall be less than 1 percent. Measurements shall be performed over a sufficient number of
adjacent periods to establish the specified probability with a confidence of at least 95 percent.

5.2.5 Phase noise.

The synthesizer and mixer phase-noise spectrum at the transmitter output shall not exceed those
limits as depicted in figures 4 and 5 under continuous carrier single-tone output conditions.
Figure 4 depicts the limits of phase noise for cosited and non-cosited fixed-site and transportable
long-haul radio transmitters. Figure 5 depicts the limits for tactical radio transmitters. Tactical
systems that must interoperate with long haul systems shall meet the long haul phase noise
specification in Figure 4.

SUPERSEDES PAGE 14 OF MIL-STD-188-141B. 14
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FIGURE 8. Out-of-band power spectral density for HF transmitters.

5.3.2.2 Discrete frequency spurious emissions.
For HF transmitters, when driven with a single tone to produce an rf output of 25 percent rated
PEP, all discrete frequency spurious emissions shall be suppressed as follows:

SUPERSEDES PAGE 22 OF MIL-STD-188-141B. 22
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a. For fixed application (see Figure 9a)
Between the carrier frequency fc and fc + 4B (where B = bandwidth), at least 40 dBc.

Between fc + 4B and + 5 percent of fc removed from the carrier frequency, at least 60
dBc.

Beyond +5 percent removed from the carrier frequency, at least 80 dBc.
Harmonic performance levels shall not exceed -63 dBc.

b. For tactical application (see Figure 9b)
Between the carrier frequency f; and f. + 4B (where B = bandwidth), at least 40 dBc.

Beyond f. + 4B at least 50 dBc.
Harmonic performance levels shall not exceed -40 dBc.

5.3.3 Carrier suppression.

The suppressed carrier for tactical applications shall be at least 40 dBc (DO: 60 dBc) below the
output level of a single tone modulating the transmitter to rated PEP. The suppressed carrier for
fixed site applications shall be at least 50 dBc (DO: 60 dBc) below the output level of a single
tone modulating the transmitter to rated PEP.

5.3.4 Automatic level control (ALC).
Starting at ALC threshold, an increase of 20 dB in audio input shall result in less than a 1 dB
increase in average rf power output.

SUPERSEDES PAGE 23 OF MIL-STD-188-141B. 23
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5.3.5 Attack and release time delays.

5.3.5.1 Attack-time delay.

The time interval from keying-on a transmitter until the transmitted rf signal amplitude has
increased to 90 percent of its steady-state value shall not exceed 25 ms (DO: 10 ms). This delay
excludes any necessary time for automatic antenna tuning.

5.3.5.2 Release-time delay.
The time interval from keying-off a transmitter until the transmitted rf signal amplitude has
decreased to 10 percent of its key-on steady-state value shall be 10 ms or less.

5.3.6 Signal input interface characteristics.

5.3.6.1 Input signal power.

Input signal power for microphone or handset input is not standardized. When a line-level input
is provided (see paragraph 5.3.6.2), rated transmitter PEP shall be obtainable for single tone
amplitudes from -17 dBm to +6 dBm (manual adjustment permitted).

5.3.6.2 Input audio signal interface.

5.3.6.2.1 Unbalanced interface.

When an unbalanced interface is provided, it shall have an audio input impedance of a nominal
150 ohms, unbalanced with respect to ground, with a minimum return loss of 20 dB against a
150-ohm resistance over the nominal 3 kHz passband.

5.3.6.2.2 Balanced interface.

When a balanced interface is provided, the audio input impedance shall be a nominal 600 ohms,
balanced with respect to ground, with a minimum return loss of 26 dB against a 600-ohm
resistance over the frequency range of 300 Hz to 3050 Hz. The electrical symmetry shall be
sufficient to suppress longitudinal currents at least 40 dB below the reference signal level.

5.3.7 Transmitter output load impedance.

The nominal rf output load impedance at interface point B in Figure 2 shall be 50 ohms,
unbalanced with respect to ground. Transmitters shall survive any voltage standing wave radio
(VSWR) at point B, while derating the output power as a function of increasing VSWR.
However, the transmitter shall deliver full rated forward power into a 1.3:1 VSWR load. Figure
10 is a design objective for the derating curve. The VSWR between an exciter and an amplifier
shall be less than 1.5:1. The VSWR between an amplifier and an antenna coupler shall be less
than 1.5:1 for fixed applications and less than 2.0:1 for tactical application.

SUPERSEDES PAGE 25 OF MIL-STD-188-141B. 25
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5.4.1.7 Receiver sensitivity.

The sensitivity of the receiver over the operating frequency range, in the sideband mode of
operation (3-kHz bandwidth), shall be such that a -111 dBm (DO: -121 dBm) unmodulated signal
at the antenna terminal, adjusted for a 1000 Hz audio output, produces an audio output with a
SINAD of at least 10 dB over the operating frequency range.

5.4.1.8 Receiver out-of-band IMD.

Second-order and higher-order responses shall require a two-tone signal amplitude with each tone
at -30 dBm or greater (-36 dBm or greater for tactical applications), to produce an output SINAD
equivalent to a single -110 dBm tone. This requirement is applicable for equal-amplitude input
signals with the closest signal spaced 30 kHz or more from the operating frequency.

5.4.1.9 Third-order intercept point.
Using test signals within the first IF passband, the worst-case third-order intercept point shall
not be less than +10 dBm (+1 dBm for tactical applications).

5.4.2 Receiver distortion and internally generated spurious outputs.

5.4.2.1 Overall IMD (in-channel).

The total of IMD products, with two equal-amplitude, in-channel tones spaced 110 Hz apart,
present at the receiver rf input, shall meet the following requirements. However, for frequency
division multiplex (FDM) service, the receiver shall meet the requirements for any tone spacing
equal to or greater than the minimum between adjacent tones in any FDM library. The
requirements shall be met for any rf input amplitude up to 0 dBm PEP (-6 dBm/tone) at rated
audio output. All IMD products shall be at least 35 dB (DO: 45 dB) below the output level of
either of the two tones.

5.4.2.2 Adjacent-channel IMD.

For multiple-channel equipment, the overall adjacent-channel IMD in each 3 kHz channel being
measured shall not be greater than -35 dBm at the 3 kHz channel output with all other channels
equally loaded with 0 dBm unweighted white noise.

5.4.2.3 Audio frequency total harmonic distortion.

The total harmonic distortion produced by any single-frequency rf test signal, which produces a
frequency within the frequency bandwidth of 300 Hz to 3050 Hz shall be at least 25 dB (DO: 35
dB) below the reference tone level with the receiver at rated output level. The rf test signal shall
be at least 35 dB above the receiver noise threshold.

5.4.2.4 Internally generated spurious outputs.

For 99 percent of the available 3 kHz channels, internally generated spurious signals shall not
exceed -112 dBm. For 0.8 percent of the available 3 kHz channels, spurious signals may exceed
—-112 dBm but shall not exceed -100 dBm for tactical applications and -106 dBm for fixed
applications. For 0.2 percent of the available 3 kHz channels, spurious signals may exceed these
levels.

SUPERSEDES PAGE 28 OF MIL-STD-188-141B. 28
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55 ALE.

5.5.1 Basic ALE (2G).

If ALE is to be implemented, it shall be in accordance with appendix A. The ALE requirements
include selective calling and handshake, link quality analysis and channel selection, scanning, and
sounding. These requirements are organized in Appendix A as follows:

a. Requirements for ALE implementation are given in sections A-1 through A-4.

b. Detailed requirements on ALE waveform, signal structure, protocols, and ALE control
function (orderwire messages) are contained in section A-5.

552 3GALE.
This improved, more capable ALE may be implemented in addition to, but not in lieu of, Basic
ALE. The technical requirements for 3G ALE are contained in Appendix C.

56 LP.
If linking protection is required to be implemented, it shall be in accordance with appendix B.
These requirements are organized in Appendix B as follows:

a. General requirements for LP implementation are given in sections B-1 through B-4.
b. Detailed requirements on how to implement LP are given in section B-5.

c. The unclassified application level (AL-1) is the lowest level of LP and is mandatory for all
protected radios implementing LP.

d. The unclassified enhanced application level (AL-2) is the highest level of LP covered in
Appendix B. The algorithms for the higher levels of LP, application levels AL-3 and AL-4,
are defined in National Security Agency (NSA) classified documents.

e. The 24-bit Lattice algorithm for linking protection applies to 2nd generation systems
(Appendix B, section B.5.6) and the SODARK algorithm applies to 3rd generation systems
(Appendix B, section B.5.7).

5.7 ALE control functions (orderwire functions).
See Appendix A, paragraphs A 5.6 and A5.7.

5.8 Networking functions.
See Appendix D.

5.9 Network management.
See Appendix D.

5.10 HF application interface.
See Appendix E.
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ALE

Automatic sounding
Baseline mode

Deep interleaving
Forward error correction
Golay coding

Leading redundant word
Linking protection

LQA

Network functions
Network management
Protection interval
Radio frequency scanning
Selective calling

Slotted responses

Star net and group
Triple redundant words
Word phase

6.5 International standardization agreements.

Certain provisions of this standard in paragraphs 4.2, 4.4, 5.2, 5.3, and 5.4 are the subject of
international standardization agreements, STANAGs 4203, 4539, and 5035, and QSTG 733.
When change notice, revision, or cancellation of this standard is proposed that will modify the
international agreement concerned, the preparing activity will take appropriate action through
international standardization channels, including departmental standardization offices, to change
the agreement or make other appropriate accommodations.

6.6 Electromagnetic compatibility (EMC) requirements.
All services and agencies are responsible for their own EMC programs, which are driven by their
user requirements and doctrine.

HF radio has significant inherent EMC implications that require serious consideration by
designers, users, and acquisition personnel. It is strongly recommended that all users of this
standard refer to the following documents prior to design or acquisition of HF radio systems or
equipment:

a. MIL-STD-461, Requirements for the Control of Electromagnetic Interface Emissions and
Susceptibility.

b. MIL-STD-462, Measurement of Electromagnetic Interference Characteristics.

c. MIL-HDBK-237, Electromagnetic Compatibility Management Guide for Platform,
Systems and Equipment.

The applicable portions of these documents should be included in any acquisition actions for HF
radio systems or equipment.
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APPENDIX A
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FIGURE A-1. Data link with ALE and FEC sublayers.
A.4.1.3 Calling.

Upon request by the operator or an external automated controller, the radio system shall execute
the appropriate calling protocol specified in A.5.5.

A.4.1.4 Channel evaluation.

The radio system shall be capable of automatically transmitting ALE sounding transmissions in
accordance with A.5.3, and shall automatically measure the signal quality of ALE receptions in
accordance with A.5.4.1.

A.4.1.5 Channel quality display.

If an operator display is provided, the display shall indicate the signal-plus-noise-plus-distortion
to noise-plus-distortion (SINAD) ratio in 1-dB steps in the range 0 through 30 dB, with off-scale
SINAD shown as the nearest value (0 or 30). Unknown SINAD shall be indicated as 31.
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A.4.2 System performance requirements.
Stations designed to this appendix shall demonstrate an overall system performance equal to or
exceeding the following requirements.

A.4.2.1 Scanning rate.
Stations designed to this appendix shall incorporate selectable scan rates of two and five channels

per second, and may also incorporate other scan rates (design objective (DO): 10 channels per
second).

A.4.2.1.1 Alternative Quick Call (AQC) . |
In the optional AQC-ALE protocol, the system shall be capable of variable dwell rates while
scanning such that traffic can be detected in accordance with table A-11 Probability of Linking.

A.4.2.1.2 Recommendation.

Radios equipped with the optional AQC-ALE shall provide scanning at scan rates of two
channels per second or five channels per second for backward compatibility to non-AQC-ALE
networks.

A.4.2.2 Occupancy detection. |
Stations designed to this appendix shall achieve at least the following probability of detecting the
specified waveforms (See A.5.4.7) under the indicated conditions, with false alarm rates of no

more than 1 percent. The channel simulator shall provide additive white gaussian noise (AWGN)
without fading or multipath (MP). See table A-I.

TABLE A-l._Occupancy detection probability (2G and 3G).

Waveform SNR (dB in 3 kHz) Dwell Time (s) Detection Prob
ALE 0 2.0 0.80
2.0 0.99
SSB Voice 6 2.0 0.80
9 2.0 0.99
MIL-STD-188-110 0 2.0 0.80
(Serial Tone PSK) 6 2.0 0.99
STANAG 4529 0 2.0 0.80
6 2.0 0.99
STANAG 4285 0 2.0 0.80
2.0 0.99
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Baseband Signal Source Baseband HF Channel RxAudio ALE Controller UUT
Simulator

NOTES:

1. The single side-band (SSB) voice test signal shall be taken from the Wireless Network Samples CD
NMSU-EE-CD-021.
2. The PSK test signal shall be taken from the Wireless Network Samples CD NMSU-EE-CD-021.

FIGURE A-2. Occupancy detection test setup.

TX AUDIO
-
CONTROL RF
> OUTAN
T RX AUDIO
UUT #1 KEYED
UUT #1 KEYED \
@ OuT IN
® (SEE NOTE)
UUT #2 KEYED A
UUT #2 KEYED
l RX AUDIO
TX AUDIO RF
> OUTAN
CONTROL _ <

THE SIMULATOR INCLUDES EITHER INTERNAL OR EXTERNAL CAPABILITY TO
ADJUST™ONITOR SIGNAUGISEPOPPLER-OFFSET SETTINGS AND SHALL INCORPORATE
APPROPRIATE FILTERING TO LIMIT THE AUDIO PASSBAND TO 300 - 3050 Hz.

FIGURE A-3._System performance measurements test setup.

A.4.2.3 Linking probability.

Linking attempts made with a test setup configured as shown in figure A-3, using the specified
ALE signal created in accordance with this appendix, shall produce a probability of linking as
shown in table A-Il.
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A.4.4 ALE operational rules.

The

ALE system shall incorporate the basic operational rules listed in table A-V. Some of these

rules may not be applicable in certain applications. For example, “always listening” is not
possible while transmitting with a transceiver or when using a common antenna with a separate
transmitter and receiver.

TABLE A-V._ALE operational rules.

1)

Independent ALE receive capability (in parallel with other modems and simular audio receivers) (critical).

2)

Always listening (for ALE signals) (critical).

3)

Always will respond (unless deliberately inhibited).

4)

Always scanning (if not otherwise in use).

5)

Will not interfere with active channel carrying detectable traffic in accordance with table A-I (unless this listen
call function is overriden by the operator or other controller).

6)

Always will exchange LQA with other stations when requested (unless inhibited), and always measures the
signal quality of others.

7)

Will respond in the appropriate time slot to calls requiring slotted responses.

8)

Always seek (unless inhibited) and maintain track of their connectivities with others.

9

Linking ALE stations employ highest mutual level of capability.

10)

Minimize transmit and receive time on channel.

11)

Automatically minimize power used (if capable).

NOTE : Listed in order of precedence.

A4,

A4

5 Alternate Quick Call ALE (AQC-ALE).

5.1 Introduction.

This feature may be implemented in addition to the basic ALE functionality described in this
appendix. The AQC-ALE provides a link establishment technique that requires significantly less
time to link than the baseline ALE system. This is accomplished by some additional technology

and

trading-off some of the lesser used functions of the baseline system, for a faster linking

process. The AQC-ALE shall always be listening for the baseline ALE call and shall
automatically respond and operate in that mode when called.

A4,

The

5.2 General signaling strategies.
AQC-ALE format employs the following characteristics:

a. Packs three address characters (21 bits) into a 16-bit value
b. Addresses are reduced from a maximum of 15 characters to 6 characters

c. Six (6) address characters are sent in every transaction
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d. Replaces two seldom used preambles as follows:
FROM preamble becomes PART?2 indicating the 2nd address word

THRU preamble becomes INLINK indicating a linked transaction

e. Isolates station addresses from message portion of the signaling structure:
TO, TIS, TWAS, INLINK, PART2 preambles used for addressing

CMD, DATA, and REP are used for messaging

f. Easy separation of second generation basic ALE and AQC-ALE protocols:
Fixes 1 bit of any address word

Prevents legitimate addresses in AQC-ALE from being legitimate addresses in second
generation basic ALE.

g. Provides at least eight information bits per transmission

A.4.5.3 Features supported by AQC-ALE.
The following basic ALE features are fully implemented using the AQC-ALE protocol.

NOTE: A station operating in AQC-ALE can respond to any call type, but a station
equipped with only second generation basic ALE will not respond to AQC-ALE protocol
forms.

a. Linking protection levels 0, 1, 2, 3

b. Unit calls

c. Star Net calls

d. Allcalls

e. AnyCalls

f. LQA Exchange as part of the call handshake

g. Supports Orderwire and Relay features while in a link:
automatic message display (AMD), data text message (DTM) or DBM
User Unique Functions (UUF) when in a link
Call Relay features

Time of day and Network Management

h. Sounds are shortened to include scan time + 50percent
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* ORIGINAL MESSAGE:
THE QUICK BROWN FOX!
EACH ALE DATA TEXT TRANSMISSION:
10 CMD DATA REP DATA REP DATA REP DATA | cup [ TS
B o™ T H E[f @ ul 1 ¢ k| B RO W N[} F of X1 v RE 1A
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 IL 1 1 1 1
FIRST TRY - BROKEN MESSAGE (SEND NAK);
CMD CcMD
oTH S S S S S S S S N cRC
U U U U u u uu | (CRC 9602
7 A7 THES § Y B R OWNGP F OX t 2cs58 REJECT)
SECOND TRY - BROKEN MESSAGE (SEND NAK):
CMD
o s ﬁ ﬁ 5 s ﬁ 5 U U U U U U U ﬁ u (ERe o1E4
7 A7 T HE K B R w
P Q5 5 B P B B B B B B B REECT
THIRD TRY - BROKEN MESSAGE (SEND ACK, SEE COMBINED OVERLAYS)
CMD CMD
LU R I I N B I AV SR o
7 A7 § 8B P QU C K B 8 Xt 2C5B REJECT)
. COMBINED OVERLAYS ON WORD BASIS, THREE TRIES
CMD
an S s s N p (CRC 2C5B
7 A7 THETPOQUTI CKPBUROWNTPFOZXI! I 2c58B GOOD)
* FINALLY RECEIVED MESSAGE
THE QUICK BROWN FOX! NOTES:

1. CMD DTM IN THIS EXAMPLE INDICATES SEVEN WORDS WITH
ASCII CHARACTERS AND SEVEN STUFF BITS IN THE LAST WORD.

S
2. g INDICATES SUBSTITUTE CHARACTERS WHEN BAD AND REJECTED.

3. g INDICATES SPACE FUNCTION.

4. CMD CRC CONTAINS FOUR HEXADECIMAL CHARACTERS CONSTITUTING
THE 16-BIT FRAME CHECK SEQUENCE.

FIGURE A-48. Data text message reconstruction (overlay).

During reception of ALE frames and DTM data blocks, it is expected that fades, interferences,
and collisions will occur. The receiving station shall have the capability to maintain
synchronization with the frame and the DTM data block transmission, once initiated. It shall also
have the capability to read and process any colliding and significantly stronger (that is, readable)
ALE signals without confusing them with the DTM signal (basic ALE reception in parallel, and
always listening). Therefore, useful information that may be derived from readable collisions of
ALE signals should not be arbitrarily rejected or wasted. The DTM structures, especially the
DTM EXTENDED, can tolerate weak signals, short fades, and short noise bursts. For these
cases and for collisions, the DTM protocol can detect DTM words that have been damaged and
“tag” them for error correction or repeats. The DTM constructions are described herein. Within
the DTM data block structure, the CMD DTM word shall be placed ahead of the DTM data block
itself. The DTM word shall alert the receiving station that a DTM data block is arriving, how
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format or pattern; and when KB3 is set to “1” the message data is 7-bit ASCII characters. For
DBM ARQ, flow control bit KB3 is set to “0” to indicate that the DBM transfer flow should
continue or resume; and when KB3 is set to “1” it indicates that the sending station should pause
(until another and identical DBM ARQ is returned, except that KB3 shall be “07).

For DBM BASIC, EXTENDED, and NULL, when the “message” control bit KB2 (W13) is set
to the same value as the KB2 in any sequentially adjacent DBM data block, the message data
contained within those adjacent blocks (after individual error control) shall be recombined with
the message data within the present DBM data block to reconstitute (segment-by-segment) the
original whole message; and when KB2 is set opposite to any sequentially adjacent DBM data
blocks, those data blocks contain separate message data and shall not be combined. For DBM
ARQ, “message” control bit KB2 shall be set to match the referenced DBM data block KB2
value to provide message confirmation.

For DBM BASIC, EXTENDED, and NULL, the sequence control bit KB1 (W14) shall be set
opposite to the KB1 value in the sequentially adjacent DBM BASIC, EXTENDED, or NULLSs
be sent (the KB1 values therefore alternate, regardless of their message dependencies). When
KBL1 is set the same as any sequentially adjacent DBM sent, it indicates a duplicate. For DBM
ARQ, sequence control bit KB1 shall be set to match the referenced DBM data block or NULL
KB value to provide sequence confirmation.

When used for the DBM protocols, the ten DBM data code (BC) bits BC10 through BC1 (W15
through W24) shall indicate the DBM mode (BASIC, EXTENDED, ARQ, or NULL). They
shall also indicate the size of the message data and the length of the data block. The DBM NULL
BC value shall be “0” (0000000000), and it shall designate the single CMD DBM NULL word.
The DBM EXTENDED BC values shall range from “1” (0000000001) to “445” (0110111101),
and they shall designate the CMD DBM EXTENDED word and the data block multiple (of 49
INTERLEAVER DEPTH) which defines the variable data block sizes, in increments of 588
binary bits or 84 ASCII characters. The DBM BASIC BC values shall range from *“448”
(0111000000) to “1020” (1111111100), and they shall designate the CMD DBM BASIC word
and the exact size of the message data in a fixed size (INTERLEAVER DEPTH = 49) data block,
with up to 572 binary bits or 81 ASCII characters. The DBM ARQ BC value shall be “1021”
(1111111101), and it shall designate the single. CMD DBM ARQ word.

NOTES:

1. The values “446” (0110111110) and “447” (0110111111) are reserved.

2. The values “1022” (1111111110) and “1023” (1111111111) are reserved until standardized
(see table A-XXXIV).

A.5.8 AQC (optional) .
AQC-ALE is designed to use shorter linking transmissions than those of baseline second
generation ALE (2G ALE) described previously in this appendix. AQC-ALE uses an extended
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version of the 2G ALE signaling structure to assure backward compatibility to already fielded
radios. Special features of AQC-ALE include the following:

The signaling structure separates the call attempt from the inlink-state transactions.
This allows radios that are scanning to detect and exit a channel that is carrying traffic
that is of no interest.

The address format is a fixed form to allow end of address detection without requiring
the last word wait timeout.

Control features distinguish call setup channels from traffic carrying channels.

Local Noise Reports are inherent in the sound and call setup frames to minimize the
need to sound as frequently.

Resources that are needed during the linked state can be identified and bid for during
the link setup. This provides a mechanism to bid for needed resources during linking.

A.5.8.1 Signaling structure .
The AQC-ALE signaling structure is identical to that described previously in this appendix,
except as provided below and in the remaining subsections of this section:

The AQC-ALE word is encoded differently (see A.5.8.1.1).

A.5.8.1.1 AQC-ALE word structure.

The AQC-ALE word shall consist of a three-bit preamble, an address differentiation flag, a 16-bit
packed address field, and a 4-bit Data Exchange field. These fields shall be formatted and used as
described in the following paragraphs. Every AQC-ALE word shall have the form shown in
figure A-52, AQC-ALE Word. The data values associated with a particular AQC-ALE word are
defined by the context of the frame transmission (see A.5.8.2).

A.5.8.1.1.1 Packed address.

AQC-ALE packs the 21 bits representing three address characters in the 38-character ASCI|I
subset into 16 bits. This is performed by assigning an ordinal value between 0 and 39 to each
member of the 38-character subset. Base 40 arithmetic is used to pack the mapped data into a 16-
bit number. The ASCII characters used for addressing shall be mapped to the values defined in
table A-XXXVI, Address Character Ordinal Values, with character 1's value multiplied by 1600,
Character 2’s value multiplied by 40, and Character 3’s value multiplied by 1. The sum of the
three values shall be used as the 16-bit packed address (see example below).
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15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0 3 2 1 0
PackedAddress 1600*C1 + 40*C2 + C3 I |DataExchangeBitS|

PackedAddressBits

DataExchange I
T A T L 0V L A - T K 1]

FIGURE A-52. AQC-ALE data exchange word.

reamble PAB
15

1 2 3 4

TABLE A-XXXVI. AQC address character ordinal value.

Character Value
* 0
Oto9 1to 10
? 11
@ 12
AtoZ 13t0 38
_ 39
(Underscore)

Note: The “*” and “_” characters are not part of the standard ALE ASCII-38 character set.
These characters shall not be used in station addresses in any network that is required to
interoperate with stations that support only baseline 2G ALE.

Example:
Using table A-XXXVI, the address 'ABC' would be computed as:

(Value('A’) * 1600) + (Value('B")* 40) + Value('C")
which is

( 13 * 1600 )+( 14 *40 ) + 15 = 21,375
The smallest valued legal address is "000" for a packed value of & 1,641
A legal address such as "ABC" would have a packed value of =» 21,375

The largest valued legal address is "ZZZ" for a packed value of = 62,358

A.5.8.1.1.2 Address differentiation flag.
Bit 4 of the AQC-ALE word shall be a copy of the most significant bit of the 16-bit packed
address. This combination results in no legal address in AQC-ALE being legal in baseline 2G
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ALE and vice versa. The packed address shall occupy the next 16 bits of the 21-bit data portion
of the address.

A.5.8.1.2 Preambles . |
The preambles shall be as shown in table A-XXXVII AQC-ALE word types (and preambles)

TABLE A-XXXVII._ AOQOC-ALE word types (and preambles).

Word Type Code Bits Functions Significance

INLINK 001 direct routing Transaction for linked members

T0 010 -- See table A-VIII

CMD 110 - See table A-VIII

PART2 100 direct routing indicates this is the second part of the

full AQC-ALE address

TIS 101 -- See table A-VIII

TWAS 011 - See table A-VIII

DATA 000 extension of Used only in message section to
information extend information being sent

REP 111 duplication and Used only in message section to
extension of extend information being sent
information

A5.8.1.2.1 TO. |

This preamble shall have a binary value of 010 and is functionally identical to the TO preamble
in A.5.2.3.2.1. The AQC-ALE TO preamble shall represent the first of two words identifying
the address of the station or net.

A5.8.1.2.2 THIS IS (TIS). I

This preamble shall have a binary value of 101. The preamble is functionally identical to the
TIS preamble in A.5.2.3.2.2. The AQC-ALE TIS preamble identifies the AQC-ALE word as
containing the first three characters of the of the calling or sounding station address.

A5.8.1.2.3 THIS WAS (TWAS). |
This preamble shall have a binary value of 011. This preamble is functionally identical to the
TWAS preamble in A.5.2.3.2.3. The AQC-ALE TWAS preamble identifies the AQC-ALE word
as containing the first three characters of the of the calling or sounding station address.

A5.8.1.2.4 PART2. |
This preamble shall have a binary value of 100. This preamble is shared with the baseline 2G

ALE preamble of FEROM. This preamble identifies the second set of three characters in an AQC-
ALE address. This preamble shall be used for the second word of every AQC-ALE packed
address transmission.

A5.8.1.2.5 INLINK. |
This preamble shall have a binary value of 001. This preamble is shared with the baseline 2G

ALE preamble of THRU. This preamble shall be used by AQC-ALE whenever a transmission to
stations already in an established link is required. This preamble identifies the AQC-ALE word
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as containing the first three characters of the transmitting station address. This preamble may
also be used in the acknowledgement frame of a three-way handshake as described in A.5.8.2.3.

A.5.8.1.2.6 COMMAND.
No Change to A.5.2.3.3.1

A5.8.1.2.7 DATA.
See A.5-2.3.4.1. Inthe AQC-ALE word, this preamble never applies to a station address.

A.5.8.1.2.8 REPEAT.
See A.5-2.3.4.2. In the AQC-ALE word, this preamble never applies to a station address.

A.5.8.1.3 AQC-ALE address characteristics .

A.5.8.1.3.1 Address size.
Addresses shall be from 1 to 6 characters.

A.5.8.1.3.2 Address character set.
The address character set shall be the same ASCI1-38 character set as for baseline 2G ALE.

A.5.8.1.3.3 Support of ISDN (option) (NT).

To support an ISDN address requirement, the station shall be capable of mapping any 15
character address to and from a 6 character address for displaying or calling. This optional
mapping shall be available for at least one Self Address and all programmed Other Addresses in
the radio.

A.5.8.1.3.4 Qver-the-air address format.

A two AQC-ALE word sequence shall be broadcast for any AQC-ALE address. The “@” shall
be used as the stuff character to complete an address that contains fewer than six characters. The
sequence shall be an AQC-ALE word with the preamble TO, TIS, TWAS, or INLINK for the
first three characters of the address followed by an AQC-ALE word with the preamble PART2
for the last three address characters.

A.5.8.1.4 Address formats by call type.

A.5.8.1.4.1 Unit addresses.
A unit or other address shall be from one to six characters.

A.5.8.1.4.2 StarNet addresses.
A StarNet address shall be from one to six characters.

A.5.8.1.4.3 Group addresses.
This feature is not applicable to AQC-ALE.

SUPERSEDES PAGE 194 OF MIL-STD-188-141B. 194



A.5.8.1.4.4 AllCall address.

MIL-STD-188-141B Notice 1
APPENDIX A

AQC-ALE AllCall address shall be six characters. The second three characters of the AllCall

address shall be the same as the first three characters. Thus, a global AllCall sequence would look

like:

A.5.8.1.4.5 AnyCall address.

AQC-ALE AnyCall address shall be six characters. The second three characters of the AnyCall

TO-@?@|PART2-@7@.

address shall be the same as the first three characters. Thus, a global AnyCall sequence would

look like:

A.5.8.1.5 Data exchange field.

TO-@@?PART2-@@".

The 4-bit data exchange field shall be encoded as described in Table A-XXXVIII and the

following paragraphs. The use of the various encodings DE(1) through (9) shall be as shown in

the figures for the Sound, Unit call, Starnet call, All call, and Any call in the respective

subsections of A.5.8.2.

NOTE: A station may use the contents of the data exchange field to further validate the

correctness of a given frame.

TABLE A-XXXVIII_ Data exchange definitions.

Bit 3 Bit 2 Bit 1 Bit 0 Description

DE(1) 1 1 1 1 No Data Available

DE(2) X X X X Number of TOs Left in Calling
Cycle Section

DE(3) X X X X Inlink Resource List Expected

DE(4) X X X X Local Noise Index

DE(5) 0 < BER Range> BER estimate

DE(6) X X X X LQA Measurement Index

DE(7) X X X X Number of Tis/Twas left in Sound

DE(8) Ack This <# of Command Preambles> Most Significant Bits of the Inlink
Transaction Code

DE(9) I'm Inlink < Transaction Code > Least significant 4 bits of Inlink

A.5.8.1.5.1 DE(1) no data available.

DE(1) shall be sent in the T1S word in the conclusion of a Call frame. All data bits shall be set to

1s.

A.5.8.1.5.2 DE(2) number of TO words left in calling cycle.

DE(2) shall be sent in every AQC-ALE word that contains a TO preamble. In a Call frame, the
DE(2) field shall indicate the remaining number of TO preambles that remain in the frame. This
is an inclusive number and when set to a value of 1 the next address shall be the caller’s address
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using a TIS or TWAS preamble. When the remaining call duration would require a count greater
than 15, a count of 15 shall be used.

A value of 0 shall be used in in the Response frame and Acknowledgement frame when a single
address in required. DE(2) shall count down to 1 whenever multiple addresses are transmitted in
an address section.

A.5.8.1.5.3 DE(3) Inlink resource list.

DE(3) shall be sent in the PART 2 word that follows each TO word. The DE(3) field shall
indicate the type of traffic to be conveyed during the Inlink state, using the encodings in table
AXXXIX. Values not specified in the table are reserved, and shall not be used until
standardized.

Upon receipt of the INLINK Resource List in the Call, the called station shall determine whether
the station can operate with the desired resource. When responding to the call, the called station
shall honor the requested resource whenever possible. If the resource requested is unavailable,
the called unit shall respond with an alternate resource that is the best possible alternative
resource available to the receiver. This information is provided in the Response frame of a
handshake.

By definition, when the calling station enters an Inlink state with the called station, the calling
station accepted the Inlink resource that the called station can provide.

TABLE A-XXXIX_ Inlink resource list.

Value | Meaning Alternate Resource
0 Clear Voice 15
1 Digital Voice 0
2 High Fidelity Digital (HFD) Voice lorQ
3 Reserved NA
4 Secure Digital Voice 2,10
5 Secure HFD Voice 4,2,1,0
6 Reserved NA
7 Reserved NA
8 ALE Messaging 15
9 PSK Messaging 0or 15
10 39 Tone Messaging 0or 15
11 HF Email 9,80
12 KY-100 Data Security Active 9
13 Reserved NA
14 Reserved NA
15 Undeclared Traffic. Usually a mixture. Always Acceptable

A.5.8.1.5.4 DE(4) local noise report.
DE(4) shall be sent in the PART 2 word that concludes a Call frame and in every PART 2 word
in a Sounding frame. The Local Noise Report contains information which describes the type of
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A.5.8.1.5.5 DE(5) BER Range.

DE(5) shall be sent in the TIS or TWAS word in the conclusion of AQC-ALE Response and
Acknowledgement frames. It shall report the signal quality variation measured on the
immediately preceding transmission of the handshake.

Whenever an AQC-ALE or ALE word is received, a bit error ratio (BER) estimate shall be
computed by counting non-unanimous votes in accordance with paragraph A.5.4.1.1. This
measurement can be used to determine the capacity of the channel to handle traffic. The DE(5)
LQA Data Exchange word shall report the average number of non-unanimous votes in the
preceding transmission; i.e., the DE(5) in the AQC-ALE Response shall report the average
number of non-unanimous votes in the AQC-ALE Call, and the DE(5) in the Acknowledgement
shall report the average number of non-unanimous votes in the Response.

Bit 3 Bit 2 Bit 1 Bit 0 Description
DE(5) 0 <BER Range> one hit spare, 3 bits of
BER variation data

The average number of non-unanimous votes shall be encoded in accordance with Table A-XLlI
for transmission in DE(5).

TABLE A-XLI._DE(5) Encoding of BER Range.

Average Non- Bit index
Unanimous Votes

0 000

1 001

2-3 010

4-8 011

9-13 100

14 - 19 101

20 - 25 110

>25 111

A.5.8.1.5.6 DE(6) LQA measurement.
DE(6) shall be sent in the PART 2 word in the conclusion of AQC-ALE Response and
Acknowledgement frames. The Link Quality Measurement contains the predicted quality of the

channel to handle traffic. This value may be used as a first approximation to setting data rates for

data transmission, determining that propagation conditions could carry voice traffic, or directing
the station to continue to search for a better channel. (See A.5.8.1.5.5 for a description of the
LQA.) This can also be used to determine which channels are more likely to provide sufficient
propagation characteristics for the intended Inlink state traffic. Table A-XLII shall be used to
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encode the measured mean SNR value. An additional column is provided suggesting possible
channel usage for the given SNR value.

TABLE A-XLII. LQA scores.

Value Measured SNR Potential Channel Usage

0 SNR <= -6 Choose another channel

1 -6 <SNR <= -3 use 50 to 75 bps data

2 -3<SNR <=0 use 50 to 75 bps data

3 0 <SNR <=3 use 150 bps data

4 3<SNR <=6 use 300 bps data

5 6 <SNR <=9 use 300 bps data

6 9<SNR<=12 use 1200 bps data, could carry voice, digital voice,
KY-100 data, secure digital voice

7 12 <SNR <= 15 use 1200 bps data, could carry voice

8 15 <SNR <= 18 use 2400 bps data, could carry voice

9 18 <SNR <= 21 use 2400 bps data, could carry good quality voice,
HFD Voice, Secure HFD Voice

10 21 <SNR <=24 use 4800 bps data, could carry high quality voice

11 24 < SNR <= 27 use 4800 bps data, could carry poor quality voice

12 27 <SNR <= 30 Very high data rates can be supported (9600 baud)

13 30 < SNR <= 33

14 SNR > 33

15 No Measurement Taken Value in DE(5) shall be ignored

A.5.8.1.5.7 DE(7) number of Tis/Twas left in sounding cycle.

While transmitting the sounding frame, DE(7) shall be sent in each TIS/TWAS word to identify
the remaining number of TIS/TWAS words that will be transmitted in the frame. This is an
inclusive number and when set to a value of 1, only one PART2 word remains in the frame.

When the sound duration would require an initial count greater than 15, a count of 15 shall be

used until the count can correctly decrement to 14. From this point, DE(7) shall count down to 1.

A.5.8.1.5.8 DE(8) inlink data definition from INLINK.

Inlink Event transaction definitions are defined by 2 data exchange words. DE(8) shall be used

when the INLINK preamble is used, while DE(9) shall be used for the second half of the address

begun with the INLINK preamble.

Bit 3

Bit 2

Bit 1 Bit 0

Description

DE(8)

AckThis

<# of Command Preambles> Most Significant Bits of the

Inlink Transaction Code

A.5.8.1.5.8.1 Acknowledge this frame.

Data Bit3, ACK-THIS, when set to 1, shall indicate that the stations which are linked to the
transmitting station are to generate an ACK Inlink message in response to this frame. If the

address section of an Inlink transaction is present, then only the addressed stations in the link are

to respond. The responding station Inlink event shall return a NAK if any CRC in the received
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message fails, otherwise the Inlink event shall be an ACK. When Data Bit3 is set to 0, the
transmitting station is broadcasting the information and no response by the receiving stations is

required.

A.5.8.1.5.8.2 Identify command section count.

Data Bits 0-2 represent the number of command sections that are present in the frame. A value
of 0 indicates no command sections are present, i.e., the frame is complete when the immediately
following PART2 address word is received. A value of 1 indicates that 1 command section is
present. Up to seven command sections can be transmitted in one Inlink event transaction.

A.5.8.1.5.9 DE(9) Inlink data definition from PART2.

Inlink Event transaction definitions are defined by 2 data exchange words. DE(9) is used for the
second half of the address begun with the INLINK preamble.

Bit 3

Bit 2

Bit 1 Bit 0

Description

DE(9) I'm Inlink

<

Transaction Code >

Least significant 4 bits of Inlink

A.5.8.1.5.9.1 | AM remaining in a link state.

Data Bit3, I'mInlink, when set to 1, shall indicate that the transmitting station will continue to be
available for Inlink transactions. When set to 0, the station is departing the linked state with all
associated stations. It shall be the receiver 's decision to return to scan or perform other overhead
functions when a station departs from a link state. All Inlink event transactions should set this
to '1' when the members of the link are to remain in the linked state.

Valid combinations of data bit ACK-THIS and I'mInlink are defined in table A-XLIII.

TABLE A-XLIII. Valid combinations of ACK-This and I'm Inlink.

Ack This Value | I'm Inlink Value | Description
0 0 Station departing linked state
0 1 Station remaining in linked state
1 0 Not valid. A station cannot leave a link and expect a response
1 1 Acknowledge this transmission.

A.5.8.1.5.9.2 Inlink event transaction code.

Data Bits 0-2 represent the type of Inlink event that is being transmitted. Table A-XLIV shall be
used to encode the types of Inlink events. The Operator ACK/NAK and AQC-ALE Control
Message sections are described in A.5.8.3.
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TABLE A-XLIV._ DE(9) inlink transaction identifier.

Value Notes Meaning Message Section Count
0 Reserved 0
1 MS_141A Section Definition. Each section 1to7
shall be terminated with a CRC
2 ACK'ng Last Transaction 0
3 NAK'ng Last Transaction 0
4 (D) Directed Link Terminate 0
5 @ @ Operator ACK/NAK 1
6 @@ AQC-ALE Control Message 1to7
7 Reserved 0

1. Requires that an address section (To,Part2) was received in the frame.
2. Optional Transaction Code.

A.5.8.2 AQC-ALE frame structure and protocols.

A.5.8.2.1 Calling cycle.
The calling cycle frame is used when the caller is attempting to reach a station that is scanning.

Sufficient address words are repeated continuously until the scanning radio has had ample
opportunity to stop on the channel. Other receivers, upon hearing an address, may recognize the
presence of an ongoing call and skip processing the channel until the handshake is completed.

The calling cycle shall be composed of the target address broadcast for at least the period defined
as the call duration for the radio, followed by the target address followed by the caller's (source)
address. Data exchange values shall be per the specific type of call being attempted. When the
call duration is not evenly divisible by 2 Trw, then an additional full address may be transmitted.
When an entire address is not used to complete a fractional portion of the call duration, the caller
shall begin the transmission with the second half of the target address using the PART2
preamble. In this case, the LP word number shall be 1.

When the radio is programmed to automatically derive the call duration, the equation shall be:
Number of Channels * 0.196

Table A-XLYV specifies minimum and maximum number of words used for the scanning cycle
section of a call. The total number of words used for calling is four additional words. The unit
call time column presents the maximum time to complete a unit call as measured from the first
tone transmitted by the caller to the last tone transmitted by the caller in the Acknowledgement
frame. Users will see times greater than these due to call setup time, caller tune time, listen
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before call, and link notification delay; these may add several seconds to the response time seen
by a user.

TABLE A-XLV._Scanning part duration using automated calculation.

Channels AQC-ALE Minimum AQC-ALE Maximum Call Time in
Scan Trw Scan Trw Seconds
1 0 0 4.8
2 1 2 5.6
3 2 2 5.6
4 2 2 5.6
5 3 4 6.4
6 3 4 6.4
7 4 4 6.4
8 4 4 6.4
9 5 6 7.2
10 5 6 7.2
11 6 6 7.2
12 6 6 7.2
13 7 8 8.0
14 7 8 8.0
15 8 8 8.0
16 8 8 8.0
17 9 10 8.8
18 9 10 8.8
19 10 10 8.8
20 10 10 8.8

A.5.8.2.2 Unit call structure.

A unit call in AQC-ALE follows the same principles as a standard ALE unit call with the
following changes. In the Leading Call section of the Call and Response, the address shall
appears once instead of twice. In the Acknowledgement frame, only the conclusion section shall
be sent. See figure A-53 for an example of a unit call sequence from SOURCE to TARGET.

See A.5.8.2.1, Calling Cycle to determine the maximum number of words to send
during the scanning call portion of the Call.

An Inlink Event Transaction shall be used in lieu of the Acknowledgement frame
when ALE data traffic is available for the Inlink State in AQC-ALE.
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Channe* 1. 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
Call Probe
Preamble|To Part2 To Part2 To Part2 To Part2 Tis Part2
Addressy TAR | GET | TAR | GET TAR GET | TAR GET | SOU | RCE
Data Type hl:(’))—/l n:('z) hl:(’))—’) hl:(’)) hl:(’))—’) hl:(’) hl:(’))—1 nl:(’l) r\l:<1 nl:(/l)
Lp Wrd# ** 0 1 0 1 0 1 0 1 2 3
Response
Preamble|To Part2 Tis/Twas _|Part2

address)] SOU | RCE | TAR | GET
DataType| DE(2)=0] DE(3)  DE(5) DE(6)
Lp Wrd# ** 0 1 2 3

Acknowledge

Preamble|Tis/Twas |Part2 * Scanning Rate approximately 200 ms
Addressy SOU | RCE Grayed Area Indicates Optional Transmissions
Data Type DE(5) DE(6) ** Follows LP Word Number rules for a frame
Lp Wrd# ** 0 1

Alternate Leg 3 (Inlink Event)

Preamble]Inlink Part?2 command data reneat command
Address| SOU RCE L. CRC
Data Type

Lp Wrd# ** 0 1

FIGURE A-53. Example of unit call format.

A.5.8.2.3 Star net call structure. |
The call probe shall be identical to a Unit call where the star net address replaces the unit address.
The Slotted Response portion shall always use a two word address for the TO and TIS

addresses. Just as in Baseline 2G ALE, the slotted response shall be 5 Tw wider than the 6 Tw
needed to transmit the TIS/TWAS address. Slot 0 shall be 17 Tw to accommodate a non-net
member participating in the call. Slot 1 and all remaining slots shall be 11 Tw wide. No LQA
information shall be emitted in the Acknowledgement portion of the Start Net Call except as
provided through the data exchange bits.

The Data Exchange values shall be per figure A-54.
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Channe* 1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
Call Probe
Preamble|To Part2 To Part2 To Part2 To Part2 Tis Part2
Address|] STR NET | STR NET STR NET | STR NET | SOU | RCE
Data Type r\l:(’))—/l n:('z) I'\l:(’))—’.! hl:(’)) I‘\I:(’))—’) I‘\I:(Q n:(o)—1 r\l:(’.!) r\l:<1 l'\l:(/l)
Lp Wrd# * 0 1 0 1 0 1 0 1 2 3
Response Slot(0) = Tune Time Slot(1 through n)
Preamb|e To Dart2 Tic. Dart?2 Tic/Twac. Dart2
Address SOU | RCE TAR GET MEM BER
Data Type DE(2)=0 DE(3) DE(5) DE(6)|5 TWs DE(5) DE(6)|5 TWs
Lp Wrd# * 0 1 2 3 4 5

Acknowledge

Preamble|To Part2 Tis/Twas |Part2 * Scanning Rate approximately 200 ms
Address| STR NET | SOU | RCE Grayed Area Indicates Optional Transmissions
Data Type DE(2)=0 DE(3) DE(1) DE(4) ** Follows LP Word Number rules for a frame
Lp Wrd# ** 0 1 2 3
Alternate Leg 3 (Inlink Event)
Preamble|Inlink Part2 command data repeat L. command
Address| SOU RCE CRC
Data Type DE(8) DE(9)
Lp Wrd# = 0 1

FIGURE A-54. Example of StarNet format.

An Inlink Event frame may be used for the Acknowledgement frame. Slots 1 and beyond may be
expanded by fixed number of Trw for certain types of AQC-ALE Inlink Messages.

A.5.8.2.4 AllCall frame formats. |
A station placing an AllCall shall issue the call using the calling cycle definition in A.5.8.2.1. The
actions taken shall be as described for baseline 2G ALE AllCalls. The Data Exchange values shall
be per figure A.-55, AllCall Frame Format. Selective AllCall shall be supported.

Channe* 1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10

Call Probe
Preamble| To Part2 To Part2 To Part2 To Part2 Tis Part2
Address @A@ | @A@ | @AQ | @A@ | @QAQ@  @A@ | @A@| @A@ | SOU | RCE
DataType | DE()=4 DE(3)| DE(2)=3 DE(R)| DE(2)=2 DER)| DE(2)=1 DE(3) DE(1) DE(4)
Lp Wrd# ** 0 1 0 1 0 1 0 1 2 3

FIGURE A-55. Example AllCall frame format.

A.5.8.2.5 AnyCall frame formats. |
A station placing an AnyCall shall issue the call using the calling cycle definition in A.5.8.2.1.

The actions taken shall be a described for baseline 2G ALE AnyCalls except that the Slot width
shall be fixed at 17 Tw. The leading address section and conclusion shall be used for each slotted
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response. The Data Exchange values shall be per figure A-56. Selective AnyCall and Double
Selective AnyCall shall be supported.

Channe* 1. 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
Call Probe
Preamble|To Part2 To Part2 To Part2 To Part2 Tis Part2

Addressl @A | @Q@A| @@A| O@A | @O@A | @OA| @@A| @@A | SOU | RCE

DataType | DE(2=4| DE(3) DE(2)=3 DE@)| DE(2=2] DE@)| DE(@)=1 DE(3) DE(L DE(d)

Lp Wrd# * 0 1 0 1 0 1 0 1 2 3
Response Slot(0 through 16)
Preamble To Part2 Tis Part2
Address SOU | RCE | END INA
Data Type DE(2)=0 DE(3) DE(5) DE(6)|5 TWs
Lp Wrd# ** 0 1 2 3 4

Acknowledge

Preamble|To Part2 To Part2 To Part2 Tis/Twas |Part2
Address|  ANY 01A E E ANY 05A | SOU RCE
Data Type DE(2)=3 DE(3)] DE(2)=2 DE(3)| DE(2)=1 DE(3 DE(1) DE(4)
Lp Wrd# ** 0 1 2 3 4 5 6,0 7,1

* Scanning Rate approximately 200 ms

Grayed Area Indicates Optional Transmissions

** Follows LP Word Number rules for a frame

FIGURE A-56. Example AnyCall frame formats.

An Inlink Event frame shall not be used for the Acknowledgement frame.
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A.5.8.2.6 Sounding.

The sounding cycle shall be composed of the station's address broadcast for at least the period
defined as the sound duration for the radio. Data exchange values shall be as denoted in figure A-
57. When the call duration is not evenly divisible by 2 triple-redundant word times, then the an
additional full address may be transmitted. When an entire address is not used to complete a
fractional portion of the sound duration, the caller shall begin the transmission with the second
half of the target address using the PART2 preamble. In this case, the LP word number shall be
1. As shown in figure A-57, the LP word number shall toggle between 0 and 1.

When the radio is programmed to automatically derive the sound duration, the equation shall be:
Number of Channels * 0.196 + 0.784

See table A-58 for the minimum and maximum number of Trw to broadcast automatically.

Sound Probe
Channel* 1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
Preamble|Twas Part2 Twas Part2 Twas Part2 Twas Part2

Addresss SOU | RCE | SOU | RCE | SOU | RCE | SOU | RCE
DataType| DE(7)=4| DE@4) DE(7)=3 DE(4)| DE()=2| DE(4)| DE(7)=1 DE(4)
LP Wrd# 0 1 0 1 0 1 0 1

* Scanning Rate approximately 200 ms
Grayed Area Indicates Optional Transmissions
** Follows LP Word Number rules for a frame

FIGURE A-57. Example sounding frame format.

A.5.8.2.7 Inlink transactions.

AQC-ALE stations shall have the capability to transfer information within the Inlink state of the
radio. A special purpose frame is defined for the purpose of separating link establishment
transactions from transactions that occur during the Inlink state. Two types of Inlink
transactions are defined, Inlink Event and Inlink Event Sequence. Either transaction can have an
optional address section appended to the beginning of the frame. This optional address section
indicates that the transaction is targeted at the addresses defined in this section of the frame.

The Inlink frame uses Data Exchange DE(8) and DE(9). DE(8) informs the recipient of the type
of transaction and whether this frame needs to be acknowledged. See A.5.8.3.8. DE(9) data
content indicates to the caller the exact form of the data and identifies if the sender intends to
remain in the linked state with all those represented in the address section of the frame. When the
address section is omitted, the frame shall be targeted to all stations currently linked with the
transmitting station. See A.5.8.3.9.
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The data Exchange values shall be per figure A-58. This figure outlines the general format of both
types of Inlink transaction events.

InLink Event
Preamble|to part2 InLink Part2
Address|Address__| Section SOuU RCE * Scanning Rate approximately 200 ms
Data Type|DE(2) DE(3)=15 DE(8) DE(9) Grayed Area Indicates Optional Transmissions
Lp Wrd# ** 0 1 ** Follows LP Word Number rules for a frame

InLink Event Sequence

Preamble|to part2 InLink Part2 Command | Data Repeat Data Repeat | . . . Command
Address|Address_|Secton | SOU | RCE | CTRL| V(2) | V(3) | V(4) | V() |. . . CRC
Data Type|DE(2) DE(3)=15 DE(8) DE(9) (16 bit)
Lp Wrd# ** 0 1 2 3 4 5 6,0 7.1 8,2

Address Section

Preamble|To Part2 To Part2 To Part2 To Part2
Address| MBR 001 MBR 004
Data Type| _DE(2)=4] DE(3)=15] DE(2)=3| DE(3)=15] DE(2)=2 DE(3)=15 DE(2)=1] DE(3)=15
Lp Wrd# ** 0 1 2 3 4 5 6,0 7,1

FIGURE A-58. Example inlink transaction TRW sequences.

A.5.8.2.7.1 Inlink transaction as an acknowledgement (NT).

The Inlink Event or the Inlink Event Sequence shall be used as the Acknowledgement frame of a
handshake whenever the calling radio has a message for the radios entering the Inlink state. If the
INLINK preamble is replacing a TIS preamble indicating that the radios were to remain in an
Inlink state, then the I’M LINKED bit shall be set to 1. If a TWAS preamble would normally be
used for this transmission, the I’'M LINKED bit shall be set to 0. Thus, the calling station can
minimize over the air time for any transaction by judicious use of Inlink state and associated
control bits.

A.5.8.2.7.2 CRC for Inlink event sequences.

As seen in figure A-58, a command section of an Inlink event sequence shall consist of the
COMMAND preamble, followed by the data associated with the command using the preambles
DATA and REPEAT. The Inlink event sequence frame shall be terminated with a COMMAND
preamble containing the CRC of the data contained in all words starting with the first
COMMAND preamble. This CRC shall be computed exactly as the CRC for a standard ALE
DTM (See A.5.6.1). The receiver shall maintain a history of failed CRC. The history may be
displayed to the operator or used in channel selection algorithms for follow-on traffic.

A.5.8.2.7.3 Use of address section.
The address section of a Inlink transaction, when present, shall indicate that the addressed
stations in the link are to react to the information contained in the message section.
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TABLE A-IL._Adding spaces during AMD unpacking.

Message Value is in a Message Value is in Message is Value is
Dictionary ASCII1-64 and not Alphanumeric
Alphanumeric
First Character of Message No Leading Space No Leading Space No Leading Space
Last Expanded Character Add Leading Space No Leading Space Add Leading Space
from Lookup
Last Expanded Character is | Add Leading Space No Leading Space No Leading Space
ASCII-64

A.5.8.3.2.2 Channel definition (NT).

The channel definition provides a system to reprogram the radio with a different frequency or to
cause stations in a link to move to a traffic channel. This allows the radios to listen for general
propagation characteristics in a common area and then move to a nearby channel to manage the
inlink state transactions. By allowing a channel to be reprogrammed, the radio can adapt to a
wide variety of conditions that may occur on a mission. If congestion is experienced on the
assigned frequency, the stations shall return to the normal scan list and reestablish the call.

The channel index number is specified from a range of 0 to 255. A radio shall have at least 100
channels available for reprogramming. A channel index of 0 shall indicate that the receive and
transmit frequencies are to be used for the remainder of this link. Other channel index numbers
indicate that the new assignment shall be entered into the channel table.

Size in Bits 3 5 16
Content CMD Msg Id Channel Number 0 - 255 Emission Mode S Spare
Binary Value 110 X X X X__ X

Bit Numbers 123 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Size in Bits 3 21
Content Data Receive Frequency in 100 hz Steps
Binary Value 000

Bit Numbers 123 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Size in Bits 3 21
Content Repeat Transmit Frequency in 100 hz Steps
Binary Value 111

Bit Numbers 123 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

FIGURE A-61. Channel definition and meet-me function.

Frequencies shall be specified as a 21-bit values with each step being 100 Hz. See figure A-61 for
an example format of this message. A 2-bit value 0 for emission mode shall indicate upper side
band and a value of 1 shall indicate a value of lower side band. Bits 17-18 refer to the receive
frequency, bits 19-20 to the transmit frequency. A value of “1” in bit 21 or the Channel
Verification bit indicates that the called station will initiate an inlink transmission requesting an
acknowledgement from the calling station upon going to the new channel. This bit is only valid in
the event that the Channel Number was specified to be “0”.
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Word 2 of the message shall consists of:

1.
2.

3 bits of LP Level number. Values range from 0 through 4.

1 bit for Lower Level Linking. When set to 1, the radio shall honor lower level link
attempts.

3 bits for LP Key number identification. A value of 0 indicates no key assignment. When
an LP level greater than 0 exists, this would be an non-operational condition. If more than
one type of key is used between LP levels, they must use the same key index. When a
radio does not have a key present for a given LP Key, a value of NOKEY shall be used.

5 bits for the number of channels. Immediately following this word shall be

(number_of _Channels/2) words containing the channel numbers to use. Earlier commands
defining channel numbers or a preprogrammed value define the actual frequencies used.

6 bits for defining the words from a dictionary into the 64 words. The mapping of a
dictionary into a database dictionary allows a specific set of words that yield a higher
frequency hit rate to the dictionary. A value of 0 indicates using the orginal programmed
dictionary. The mapping of the dictionary is contained in the Trw that follow the channel
association.

A.5.8.3.2.8 Database content listing (NT)
This command shall have the same format as the Define Database Content.

A.5.8.4 AQC-ALE linking protection.

When operating in LP with AQC-ALE, every 24-bit AQC-ALE word shall be scrambled in
accordance with Appendix B. The same rules for LP in baseline 2G ALE shall be applied to
AQC-ALE with the following exceptions:

The word number for all TO AQC-ALE words during the scanning call shall be 0, and
the word number for all PART 2 AQC-ALE words during the scanning call shall be 1.
The T1S or TWAS word that concludes a scanning call shall use word number 2 and

the following PART 2 word shall use word number 3.

The AQC-ALE response frame shall use word numbers 0, 1, 2, and 3.

A 2-word AQC-ALE acknowledgement shall use word numbers 0 and 1. The TOD
shall be later than that used at the end of the scanning call.
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FIGURE B-4._Transmitting and receiving stations state diagram (continued).

B.5.3.2 Receiving station.

Because of the possibility of acceptable decodes under multiple TOD/word number
combinations, receivers shall attempt to decode received words under all allowed combinations
(the current and adjacent Pls (future and past), and both w = 0 and w = 1) when attempting to
achieve word synchronization with a calling station (six combinations). Stations prepared to
accept time requests (see B.5.5.2.2) shall also attempt to decode received words using coarse
TOD (fine time = all 1s, correct coarse time only) with both w = 0 and w = 1 (eight combinations
total). All valid combinations shall be checked while seeking word sync. After achieving word
sync, the number of valid combinations is greatly reduced by the linking protection
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one slot (900 ms). The PI field in the seed shall be used as a 17-bit integer rather than as an
11-bit coarse time and a 6-bit fine time field. This 17-bit P1 field shall contain the number of 900
ms slots that have elapsed since midnight (network time). The word number field in the seed
shall always be 00000000. The date fields shall reflect the current network date. The frequency
field shall indicate the frequency on which the protected PDU is sent. Synchronous-mode 3G
ALE nodes shall ignore any synchronous-mode Probe PDU (i.e., a Probe PDU that is not
preceded by Scanning Call PDUSs) which is not encrypted using the current Pl number.

B.5.4.3 Procedure for asynchronous-mode 3G ALE.
Asynchronous 3G handshakes shall be protected using the procedure in B.5.3 that has been
modified as follows.

B.5.4.3.1 Protected 3G asynchronous-mode scanning call.

The probe PDU that concludes a 3G asynchronous-mode call shall be encrypted using word
number = 2. Scanning call PDUs shall be encrypted using alternating word numbers 0 and 1. The
word number used in encrypting the first scanning call PDU shall be selected so that the scanning
call PDU sent immediately before the probe PDU is encrypted using word number = 1.

B.5.4.3.2 Protected 3G asynchronous-mode response.
The handshake PDU that follows an asynchronous-mode call shall be encrypted using the current
TOD with word number = 3.

B.5.4.4 Protected 3G Pl progression.
3G ALE nodes shall not accept PDU sequences in which the TOD used to encrypt a PDU is
earlier than the TOD used to encrypt a preceding PDU of that sequence.

B.5.5 Time protocols.

The following shall be employed to synchronize LP time bases. The time service protocols for
active time acquisition, both protected (B.5.5.2) and non-protected (B.5.5.3), are mandatory for
all implementations of LP.

B.5.5.1 Time exchange word format.
See Appendix A, A.5.6.4.3.

B.5.5.2 Active time acquisition (protected).

A station that knows the correct date and time to within 1 minute may attempt to actively
acquire time from any station with which it can communicate in protected mode by employing
the protocol in the following paragraphs. The quality of time so acquired is necessarily at least
one grade more uncertain than that of the selected time server. A station that does not know the
correct date and time to within 1 minute may nevertheless employ this protected protocol by
repeatedly guessing the time until it successfully communicates with a time server.

B.5.5.2.1 Time Request call (protected).
A station requiring fine time shall request the current value of the network time by transmitting a
Time Request call, formatted as follows. (In principle, any station may be asked for the time,
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C.1 GENERAL.

C.1.1 Scope.
This appendix

contains the requirements for the prescribed protocols and directions for the

implementation and use of third generation (3G) high frequency (HF) radio technology including
advanced automatic link establishment (ALE), automatic link maintenance, and high-performance
data link protocols. The inter-relationship of the technology specified in this appendix to other
HF automation standards is shown in figure C-1.
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FIGURE C-1. Scope of 3G technology.

C.1.2 Applicability.

3G technology provides advanced technical capabilities for automated HF radio systems. This
advanced technology improves on the performance of similar techniques described elsewhere in
this standard. Thus, 3G technology may not be required by some users of HF radio systems.
However, if the user has a requirement for the features and functions described herein, they shall
be implemented in accordance with the technical parameters specified in this appendix.

C.2 APPLICABLE DOCUMENTS.

C.2.1 General.

The documents listed in this section are specified in C.4 and C.5 of this appendix. This section
does not include documents cited in other sections of this standard or recommended for additional
information or as examples. While every effort has been made to ensure the completeness of this
list, document users are cautioned that they must meet all specified requirements documents cited
in C.4 and C.5 of this appendix, whether or not they are listed here.

C.2.2 Government documents.

C.2.2.1 Specifications, standards, and handbooks.

The following specifications, standards, and handbooks form a part of this document to the
extent specified herein. Unless otherwise specified, the issues of these documents are those
listed in the issue of the Department of Defense Index of Specifications and Standards (DODISS)
and supplement thereto, cited in the solicitation.
STANDARDS
FEDERAL
FED-STD-1037 Telecommunications: Glossary of
Telecommunication Terms
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MILITARY
MIL-STD-188-110 Interoperability and Performance Standards
for HF Data Modems

Unless otherwise indicated, copies of federal and military specifications, standards, and
handbooks are available from the Naval Publications and Forms Center, ATTN: NPODS, 5801
Tabor Avenue, Philadelphia, PA 19120-5099.

C.2.2.2 Other Government documents, drawings, and publications.

The following other Government documents, drawings, and publications form a part of this
document to the extent specified herein. Unless otherwise specified, the issues are those cited in
the solicitation.

None.

C.2.3 Non-Government publications.

The following documents form a part of this document to the extent specified herein. Unless
otherwise specified, the issues of the documents which are DoD adopted are those listed in the
issues of the DODISS cited in the solicitation. Unless otherwise specified, the issues of the
documents not listed in the DODISS are the issues of the documents cited in the solicitation (see
6.3).

INTERNATIONAL STANDARDIZATION DOCUMENTS
North Atlantic Treaty Organization (NATO) Standardization Agreements (STANAGS)

STANAG 4285 Characteristics of 1200/2400/3600 bits per second
Single Tone modulators/demodulators for HF Radio
Links

STANAG 4197 Modulation and Coding Characteristics that Must
be Common to Assure Interoperability of 2400 BPS
Linear Predictive Encoded Digital Speech
Transmitted Over HF Radio Facilities
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STANAG 4198 Parameters and Coding Characteristics That Must
be Common to Assure Interoperability of 2400 BPS
Linear Predictive Encoded Digital Speech

STANAG 4538 Technical Standards For An Automatic Radio
Control System For HF Communication Links

International Telecommunications Union (ITU)

Radio Regulations ~ Recommendtion for Fixed Service, Use of High
ITU-R F.520-2 Frequency lonospheric Chanel Simulators

C.2.4 Order of precedence.

In the event of a conflict between the text of this document and the references cited herein, the
text of this document takes precedence. Nothing in this document, however, supersedes
applicable laws and regulations unless a specific exemption has been obtained.

C.3 DEFINITIONS.

C.3.1 Standard definitions and acronyms.

C.3.2 Abbreviations and acronyms.

The abbreviations and acronyms used in this document are defined below. Those listed in the
current edition of FED-STD-1037 have been included for the convenience of the reader.

2G

2G ALE
3G

3G ALE
ACK
ACQ-ALE
AGC
ALE
ALM
ARQ
ASCII
AWGN
bps
BWO
BW1
BW?2
BW3
BW4
CLC
CM
CMD
CONF
CRC
CsuU

second generation

second generation automatic link establishment
third generation

third generation automatic link establishment
acknowledgment

alternative quick call —automatic link establishment
automatic gain control

automatic link establishment

automatic link maintenance

automatic repeat request

American Standard Code for Information Interchange
additive white gaussian noise

bits per second

Burst Waveform 0

Burst Waveform 1

Burst Waveform 2

Burst Waveform 3

Burst Waveform 4

circuit link controller

Connection Manager

ALE preamble word COMMAND

confirm

cyclic redundancy check

Call SetUp
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dB

DO
EMCON
EOM
FEC
FSK
GPS
HF
HDL
HNMP
Hz
LDL
Isb
kHz
MHZ
ms
msb
NAK
PDU
PN

PU
REQ
rx

S

SDU
SNMP
SSB
TERM
TLC
™
TOD
TRF
TSU
TWAS
tx
UNL
uTC
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decibel

design objective

Emission Control

End of Message

forward error correction
frequency shift keying

Global Positioning System

high frequency

high-rate data link protocol

HF Network Management Protocol
Hertz

low-rate data link protocol
least-significant bit

kiloHertz

megahertz

millisecond

most-significant bit

negative acknowledgment
protocol data unit

pseudo noise

participating unit (usually a radio station)
request

receive

second

service data unit

simple network management protocol
Single SideBand

Terminate

Transmit Level Control

traffic management

time of day

Traffic

Traffic SetUp

ALE preamble word THIS WAS
transmit

unlink

coordinated universal time

C.3.3 Operating parameters.

The operating parameters used in this appendix are collected here for the convenience of the

reader.

Symbol

Ts
Ttl c

Tewo pre

Parameter Name Default Value
PSK symbol time 1/2400s _ 417 ps
Slot time 900 milliseconds (ms)

Number of scanned channels

Number of repetitions of protocol data units (PDUS)
per channel in asynchronous networks 13

Time for an asynchronous mode scanning call
Time for transmit level control settling 256/2400 s _ 106.7 ms
Time for Burst Waveform O preamble 384/2400 s = 160.0 ms
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Tewo daa Time for Burst Waveform 0 data 832/2400 s _ 346.7 ms
D Current dwell channel
T Seconds since midnight (network time)
G Dwell group number

Also see table C-XXVI1II 3G-ALE Protocol Data for additional operating parameters.

C.4 GENERAL REQUIREMENTS.

The third-generation automatic link establishment (3G-ALE) protocol, the Traffic Management
(TM) protocol, the High-Rate Data Link (HDL) and Low-Rate Data Link (LDL) protocols, and
the circuit link management (CLC) protocol form a mutually-dependent protocol suite (see figure
C-2). Compliance with this appendix requires compliant implementations of all of the protocols
defined in this appendix (shown in shaded box in figure C-2).

HF Subnetwork Layer and Higher Layers

i

Session Manager
(including Automatic Link Maintenance)

A A * A
y v v v
Connection Traffic Data Link Circuit Link
Management Management Protocols Management
(3G-ALE) (TM) (HDL, LDL) (CLC)

A
y

A
y

A
y

A
y

Physical Layer (Modem Waveforms BW0-BW4 and others)
A
y
HF Radio (MIL-STD-188-141)

FIGURE C-2. 3G HF protocol suite.

C.4.1 Connection Management.

The central entity in 3G link management is a process called the Connection Manager. This
process coordinates the Automatic Channel Selection (ACS), Automatic Link Establishment
(ALE), and Automatic Link Maintenance (ALM) processes to establish and maintain links
requested by the Session Manager process or remote stations. The state diagrams for the 3G-
ALE protocols in this appendix have been simplified by moving all of the control functions not
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directly involved in link establishment handshakes into the CM process. This is intended to
more clearly elucidate the interoperability requirements in the protocols.

NOTE: Although this function is necessary in any implementation of 3G ALE, it does not exchange
PDUs over the air with other stations, and bears no direct interoperability requirements. It is
described here to assist in understanding the other 3G processes.

In response to requests for links from the local Session Manager process, the CM process
generally proceeds as follows:
CM requests that the ACS process identify a channel for placing a call to the desired
destination(s).
CM computes the time at which the ALE process will need to begin sending its Call
PDU on that channel. It then computes the time at which a link request must be sent
to the ALE process by deducting from the call time the time needed for sending a link
request to ALE, time to tune and otherwise prepare the RF equipment for placing the
call, and time for Listen Before Transmit on the selected channel.
CM sends a link request to the ALE process at the appropriate time.
Should the ALE process fail to establish a link for any reason, the CM process
repeats this entire sequence until either the link is established or a maximum number
of attempts has been reached. In the latter case, the CM process reports failure to the
Session Manager.

Note that this procedure leaves the ALE process in its scanning state (searching for incoming
calls) at all times when it is not actively linking or linked. This is a key requirement for achieving
high availability and minimizing linking delays.
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C.4.2 Frequency management.

C.4.2.1 Calling and traffic channels.

Frequencies assigned for use in 3G networks will be designated for use in calling, traffic, or both.
Network managers should observe the following principles in assigning frequencies to channels in |
these networks:

Use of a channel for both calling and traffic reduces performance in networks subject to
heavy traffic loads.

Traffic channels should be assigned near calling channels so that the propagation
characteristics of traffic channels are similar to those of the calling channels.

Calling channels should be assigned to scan lists (see Scanning below) in non-monotonic
frequency order so that the available frequency range is covered several times during a
single scan. For example, frequencies 3, 4, 5, 6, 8, 10, 11, 13, 18, and 23 MHz might be
scanned in the order 3, 6, 11, 23, 5, 10, 18, 4, 8, 13.

Channels are numbered for reference, starting with channel 0. Calling channels shall be assigned
to the lowest-numbered channels: when C calling channels are scanned, the highest-numbered
calling channel shall be C-1. Calling channels shall be scanned in ascending channel number order.

C.4.2.2 External frequency management.

Systems shall provide for management of frequency use via the network management interface
(see Section C.4.9). This capability shall include at least the following:

Assignment of frequencies to channels

Enabling and disabling of calling and traffic on each channel
Assignment of channels to scan list

Entry of channel quality data

NOTE: The network manager must assign the first three items uniformly network-wide.

C.4.3 Network synchronization.

3G systems shall include mechanisms to maintain synchronization among all station time bases in
a network. When 3G ALE is operating in synchronous mode, the difference between the earliest
time and the latest time among the stations must not exceed 50 ms. In asynchronous networks,
the permissible range of network times is determined by the current level of linking protection, if
any.

C.4.3.1 External synchronization.

A means shall be provided to set the local time from a source such as a Global Positioning
System (GPS) receiver. The internal time base shall differ by no more than 1 ms from the
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external source immediately after such a time update. Time base drift shall not exceed 1 part per
million.

C.4.3.2 QOver-the-air synchronization.

When an external source of synchronization is not available, 3G systems shall maintain
synchronization using the synchronization management protocol of C.5.2.7.

C.4.4 Scanning.

When not engaged in any of the 2G or 3G protocols, 3G systems shall continuously scan
assigned channels, listening for 2G and 3G calls. They shall leave the scanning state when called
or when placing a call, in accordance with the protocol behaviors specified in C.5.2.4 and
C.5.243.

C.4.4.1 Synchronous mode scanning.

3G-ALE synchronous-mode receivers shall scan at a synchronized rate of 5.4 seconds per
channel. Stations shall be assigned to dwell groups by the network manager. Each dwell group
shall listen on a different channel during each dwell period, in accordance with the following
formula:

D= (T/54)+G)modC

where D Dwell channel number

T = Seconds since midnight (network time)

@
I

Dwell group number

Number of channels in scan list

O
I

Note that this yields channel numbers in the range 0 to C-1 in accordance with C.4.2.1.

C.4.4.2 Asynchronous mode scanning.

3G systems using asynchronous mode 3G ALE shall scan assigned calling channels at a rate of at
least 1.5 channels per second. (design objective (DO): scan at 10 channels per second, in which
case the corresponding dwell period of 100 ms may be extended to up to 667 ms as required
when evaluating received signals. If a BWO preamble has not been detected within 667 ms, the
system shall resume scanning.)

C.4.5 3G addresses.

3G systems use 11-bit binary addresses in the over-the-air protocols.

These 3G addresses shall be translated to and from second-generation addresses (call signs of up
to 15 characters) for operator use. Only the 26 capital letters (A through Z) and ten digits (0
through 9) from the American Standard Code for Information Interchange (ASCII) may be used in
second-generation addresses. This ASCII subset is termed the ASCII-36 subset in this appendix.
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C.4.5.1 Synchronous mode address structure.

The synchronous mode 3G-ALE protocol defines further structure within the 11-bit address
space: the 5 least-significant bits (LSBs) of the address shall contain the dwell group number of
the node, and the 6 most-significant bits (MSBs) shall contain the node’s member number within
that group (see figure C-3).

6 bits 5 bits

Member # Group #

FIGURE C-3. Synchronous mode address structure.

C.4.5.2 Net entry addresses.

The member numbers from 111100 through 111111 (addresses 11110000000 through
11111111111) are reserved for temporary use by stations calling into a network, and shall not be
assigned to any network member.

C.4.5.3 Multicast addresses.

Multicast addresses form a distinct 6-bit address space, and shall be distinguished from individual
addresses by their use only in multicast calls. When computing link IDs for use in multicast
calls, the multicast address shall be placed in the most-significant six bits (member number
portion in figure C-1), and the group number bit positions shall be filled with five bits set to 1.

C.4.5.4 Node address assignments.

Each node in a network shall be assigned a single 11-bit address that is distinct from all other
node addresses in the network. This address shall be recognized by that node in individual and
unicast calls.

NOTE: When it is desired to be able to reach all network members with a single call, and
network traffic is expected to be light, up to 60 network member stations may be assigned to
one dwell group. However, this arrangement is subject to calling channel congestion. To
support heavier call volume than the single-group scheme will support, the network
members should be distributed into multiple dwell groups.

C.4.5.5 Multicast address assignments.

A 3G system shall be programmable to subscribe to (recognize) at least 10 multicast addresses in
addition to its individual node address. Multicast addresses have network-wide scope.

C.4.5.6 NATO-mode addressing.

When interoperation with NATO Automatic Radio Control System (ARCS) networks is
required, the addressing scheme described above shall be modified as specified in this section.
An ARCS address includes a 13-bit network number and a 10-bit station address.
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The six most significant bits of the 10-bit ARCS station address shall be used as the
member number portion of the 3G address.
The four least-significant bits of the 10-bit ARCS station address shall be used as the
four most-significant bits of the group number portion of the 3G address.
The least-significant bit of the group number portion of the 3G address shall be used
as a “cross net” (XN) flag, set to 1 if the 13-bit ARCS network numbers of the calling
and called addresses differ. Otherwise the XN flag shall be 0.
The 13-bit ARCS network number is not sent explicitly, but shall be used to apply linking
protection to 3G-ALE PDUs sent in NATO mode (see section C.5.2.8).

C.463GALE.

3G ALE provides functionality similar to second-generation ALE (2G ALE) as described in
Appendix A, but with improved ability to link in stressed channels, to link more quickly, and to
operate efficiently in large, data-oriented networks.

3G-ALE systems shall be capable of operation in both asynchronous and synchronous modes in
accordance with C.5.2.4.1 and C.5.2.4.2. A system operating in synchronous mode shall
recognize asynchronous-mode scanning calls addressed to it and respond to such calls in
accordance with the asynchronous-mode protocol.

After a link is established using 3G ALE, the system shall wait no more than a programmable
time, (Tyar wait TIMe or trafWaitTimeMcast as appropriate), for tra