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INTRODUCTION

The North Atlantic Treaty Organization Standardization Agreement (STANAG)
5066 defines the technical standards required to ensure conformance for networked,
error-free communication over High Frequency (HF) radio channels. The STANAG
5066 contains the minimum conformance standards for HF Electronic Mail (e-mail)
software.

This document contains the test procedures that will be used to determine the
level of compliance of HF e-mail software and supported hardware to the requirements
established in STANAG 5066, annexes A, B, C, and D. The test procedures are
generic and can be used to test any HF e-mail software that requires conformance to
STANAG 5066, annexes A, B, C, and D.

If test item performance does not meet a requirement, the failure and its potential
operational impact will be discussed in a follow-on test report and/or certification letter.
Any requirement capabilities that are not implemented will also be discussed.

The Joint Interoperability Test Command will conduct the standards and
conformance test at Fort Huachuca, Arizona.
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TEST PROCEDURES

SUBTEST 1. NON-EXPEDITED AUTOMATIC REPEAT-REQUEST RESPONSE
DATA TRANSFER

1.1  Objective. To determine the extent of compliance to the requirements of North
Atlantic Treaty Organization Standardization Agreement (STANAG) 5066 for validating
Non-Expedited Automatic Repeat-Request (ARQ) Response data transfer protocol,
reference numbers 26, 658-664, 668-671, 676-679, 690-702, 983-984, and 986-989.

1.2 Criteria

a. The Subnetwork Access Point (SAP) Identification (ID) shall be node-level
unique, i.e., not assigned to another client connected to the Subnetwork Interface
Sublayer for a given node. (appendix B, reference number 26)

b. The Data-Only Data Transfer Sublayer Protocol Data Unit (D_PDU) shall
be used to send segmented Channel Access Sublayer Protocol Data Units (C_PDUs)
when the transmitting node needs an explicit confirmation that the data was received.
(appendix B, reference number 658)

C. The Data-Only D_PDU shall be used in conjunction with a basic selective
ARQ type of protocol. (appendix B, reference number 659)

d. A Data Transfer Sublayer entity that receives a Data-Only D_PDU shall
transmit an Acknowledgment (ACK)-Only (Type 1) D_PDU or a Data-ACK (Type 2)
D_PDU as acknowledgement, where the type of D_PDU sent depends on whether or
not it has C_PDUs of its own to send to the source of the Data-Only D_PDU. (appendix
B, reference number 660)

e. The Data-Only D_PDU shall contain the following fields within its D_PDU
Type-Specific Part, mapped and encoded, in accordance with figure 1.1 and paragraphs
below: (appendix B, reference number 661)

C_PDU Start

C_PDU End

Deliver in Order

Drop C_PDU

Transmit (TX) Window (WIN) Upper Window Edge (UWE)
TX WIN Lower Window Edge (LWE)

Size of Segmented C_PDU

TX Frame Sequence Number (FSN)



MSB LSB

Legend: C_PDU—Channel Access |7 |e |5 |4 |3 | 2 |1 | 0 |
Sublayer Protocol Data Unit, CRC—Cyclic
Redundancy Check, EOW—Engineering 1 0 0 1 0 0 0 0
Orderwire, EOT—End Of Transmission, | |SYM
LSB—Least Significant Bit, LWE—L_ower 1 1 1 0 1 0 1 1
Window Edge, MSB—Most ISYN|
Significant Bit, SYN—Synchronization, 1 A
TX—Transmit, UWE—Upper Window 0 0 0 0 0 |
Edge | —
1 ENGINEERING ORDERWIRE (EOW) =
2 END OF TRANSMISSON (EOT) _0;:
| ©
SIZE OF ADDRESS SIZE OF HEADER IN BYTES £
3 FIELD IN BYTES (m) excluding size of address field) (h] ‘5
SOURCE & DESTINATION ADDRESS 8
3+m| *
C_PDU| c_PDU | DELIVER| DROP | TXWIN | TXWIN
4+m| |START| Enp |INORDER| c_PDU | UWE LWE
5+m SIZE OF SEGMENTED C_PDU IN BYTES

TRANSMISSION FRAME SEQUENCE NUMBER

msB —

CRC ON HEADER 2

LsB < v zl
MSB 1B |43
_______________________ £
]

£

(=

_______________________ 3
MSB LSB \ AR
[

N

[}

32-hit CRC ON

SEGMENTED C_PDU ONLY

Figure 1.1. Frame Format for DATA-ONLY D_PDU Type 0

f. The C_PDU Start flag shall be set to indicate the start of a newly
segmented C_PDU; the C_PDU segment contained within this D_PDU is the first
segment of the C_PDU, in accordance with the C_PDU segmentation process
described in STANAG 5066, section C.4. (appendix B, reference number 662)

g. The C_PDU End flag shall be set to indicate the end of a segmented
C_PDU. When a D_PDU is received with the C_PDU End flag set, it indicates the last
D_PDU that was segmented from the C_PDU. (appendix B, reference number 663)

h. If the Deliver in Order flag is set on the D_PDUs composing a C_PDU, the
C_PDU shall be delivered to the upper layer when both the following conditions are met:
(appendix B, reference number 664)

e The C_PDU is complete.

e All C_PDUs received previously (that also had the Deliver in Order flag
set) have been delivered.

i The TX WIN UWE flag shall be set when the TX FSN for the current
D_PDU is equal to the TX WIN UWE of the transmit flow-control window. (appendix B,
reference number 668)



j- Similarly, the TX WIN LWE flag shall be set when the TX FSN for the
current D_PDU is equal to the TX LWE of the transmit flow-control window. (appendix
B, reference number 669)

k. The Size of Segmented C_PDU field shall be encoded as specified in
section C.3.2.10 of STANAG 5066. (appendix B, reference number 670)

I The TX FSN field shall contain the sequence number of the current
D_PDU. (appendix B, reference number 671)

m. The ACK-Only D_PDU shall be used to selectively acknowledge received
Data-Only or Data-Ack D_PDUs when the receiving Data Transfer Sublayer has no
segmented C_PDUs of its own to send. (appendix B, reference number 676)

n. The ACK-Only D_PDU shall contain the following fields within its D_PDU
Type-Specific Part, mapped and encoded, in accordance with figure 1.2 and paragraphs
below: (appendix B, reference number 677)

e Receive (RX) LWE
e Selective ACK
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Legend: CRC—Cyclic Redundancy Check, EOW—Engineering Orderwire, EOT—End Of Transmission, LSB—
Least Significant Bit, LWE—Lower Window Edge, MSB—Most Significant Bit, RX-LWE—Receive Lower Window
Edae. SYN—Svnchronization

Figure 1.2. Frame Format for ACK-ONLY D_PDU Type 1



o. The value of the RX LWE field shall equal the D_PDU sequence number
(modulo 256) of the RX LWE pointer associated with the node’s receive ARQ flow-
control window. (appendix B, reference number 678)

p. The Selective ACK field can have a dynamic length of 0 to 16 bytes and
shall contain a bit-mapped representation of the status of all received D_PDUs with
sequence numbers from the LWE to and including the UWE pointers of the receive flow-
control window. (appendix B, reference number 679)

q. The Data-ACK D_PDU shall be used to send segmented C_PDUs when
the transmitting node needs an explicit confirmation that the data was received and has
received D_PDUs to selectively acknowledge. (appendix B, reference number 690)

r. A Data Transfer Sublayer entity that receives a Data-ACK D_PDU shall
transmit an ACK-Only (Type 1) D_PDU or a Data-ACK (Type 2) D_PDU as
acknowledgement, where the type of D_PDU sent depends on whether or not it has
C_PDUs of its own to send to the source of the Data-ACK D_PDU. (appendix B,
reference number 691)

S. The Data-ACK D_PDU shall contain the following fields within its D_PDU
Type-Specific Part, mapped and encoded, in accordance with figure 1.3 and referenced
paragraphs of Annex C: (appendix B, reference number 692-702)

e C_PDU Start shall be as specified in section 3.3 of STANAG 5066 for
the Data-Only D_DPU.

C_PDU End shall be as specified in section 3.3 of STANAG 5066 for
the Data-Only D_DPU.

e Deliver in Order shall be as specified in section 3.3 of STANAG 5066
for the Data-Only D_DPU.

e DROP C_PDU shall be as specified in section 3.3 of STANAG 5066 for
the Data-Only D_DPU.

e TX WIN UWE shall be as specified in section 3.3 of STANAG 5066 for
the Data-Only D_DPU.

e TX WIN LWE shall be as specified in section 3.3 of STANAG 5066 for
the Data-Only D_DPU.

e Size of Segmented C_PDU shall be as specified in section 3.3 of
STANAG 5066 for the Data-Only D_DPU.

e TX FSN shall be as specified in section 3.3 of STANAG 5066 for the
Data-Only D_DPU.



e RXLWE shall be as specified in section 3.4 of STANAG 5066 for the
ACK-Only D_DPU.

e Selective ACK shall be as specified in section 3.4 of STANAG 5066 for
the ACK-Only D_PDU.
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Legend: C_PDU—Channel Access Sublayer Protocol Data Unit, CRC—Cyclic
Redundancy Check, EOW—Engineering Orderwire, EOT—End Of Transmission,
LSB—Least Significant Bit, LWE—Lower Window Edge, MSB—M ost Significant Bit,
RX-LWE—Receive Lower Window Edge, SYN—Synchronization, TX—Transmit,
UWE—Upper Window Edge

Figure 1.3. Frame Format for DATA-ACK D_PDU Type 2

t. If the Data Transfer Sublayer connection point to the communication
equipment is not to a cryptographic device, this definition shall apply to the interface
between the Data Transfer Sublayer and the modem. (appendix B, reference number
983)

u. The interface shall be a synchronous serial digital data interface.
[Note: This requirement may be waived for an implementation if it can be shown that
the communication equipment used with the sublayer protocols, i.e., the cryptographic



equipment or modem, removes any start-bits, stop-bits, or other character-framing bits
associated with the interface.

Many current implementations of the STANAG 4285 and Military Standard (MIL-
STD)-188-110A waveforms transmit any start and end bits that are present on the
asynchronous baseband digital interface to the modem, but there is no real requirement
in these respective standards for this.

Modems may be implemented that allow independent specification of the
character-framing and synchronization for the baseband interface and over-the-air gap.
The real requirement for the STANAG 5066 sublayer interface is that no bits, other than
those specified for valid protocol data units in the protocol sublayers STANAG 5066,
shall be transmitted over-the-air gap between nodes.] With respect to functional roles
on the interface, the Data Transfer Sublayer shall be hosted in a Data Terminal
Equipment (DTE). (appendix B, reference numbers 984 and 986)

V. The clock source for the data output from the DTE (e.g., DTE data out) on
the interface shall be either configurable or from the Data Communications Equipment
(DCE) (i.e., either the cryptographic equipment or the modem). (appendix B, reference
number 987)

w. The clock source for the data input to the DTE (e.g., DTE data input) shall
be from the DCE (i.e., either the cryptographic equipment or the modem). (appendix B,
reference number 988)

X. The interface shall provide full hardware-level handshaking for flow-
control, in accordance with any standard recommendations. (appendix B, reference
number 989)

1.3 Test Procedures
a. Test Equipment Required
(1)  Computers (2 each [ea]) with STANAG 5066 Software
(2) Modems (2 ea)

(3) Protocol Analyzer

(4) RS-232 Synchronous Serial Cards

b. Test Configuration. Figure 1.4 shows the equipment setup for this
subtest.
C. Test Conduction. Table 1.1 lists procedures for this subtest, and table 1.2

lists the results for this subtest.



Computerﬂ Modem Modem RS-232 Computer

LAN
Analyzer

Figure 1.4. Equipment Configuration for Non-Expedited Automatic Repeat-
Request Response Data Transfer

Table 1.1. Non-Expedited Automatic Repeat-Request Response Data Transfer

Procedures
Step | Action | Settings/Action | Result
The following procedures are for reference numbers 26, 983-984, and 986-989.
Set up equipment. See figure 1.4. Computers are connected
to the modems by an RS-232 connection.
The connection between modems shall be
1 such that the receive and transmit pins on
the modem are connected to the transmit
and receive pins, respectively, of the other
modem.
Identify digital interface type used. What type of digital interface is being used: | Type of
asynchronous or synchronous? Interface
2 used=
Verify hardware used provides full Coordinate with vendor of hardware used Hardware-
hadware-level handshaking. for interfacing with STANAG 5066 software | level
to verify that it provides handshaking on the | handsha-
3 hardware level. king
available?
Y/N
Load STANAG 5066 software. Configure the SMTP and POP3 servers as
4 required by the STANAG 5066 software
manual.




Table 1.1. Non-Expedited Automatic Repeat-Request Response Data Transfer
Procedures (continued)

Step

Action

Settings/Action

Result

Configure STANAG addresses for
computers 1 and 2.

Set the size of the STANAG address field
size to 7 bytes. Set the STANAG address
to 1.1.0.0 and 1.2.0.0 as shown in figure
1.4. Configure the software to respond
with an e-mail message to the sender once
the e-mail has been successfully received.

Configure modems 1 and 2.

Set modems 1 and 2 to transmit a
MIL-STD-188-110B signal at a data rate of
4800 bps with half duplex.

Identify client to be used.

Configure both computers to use the same
client type. (Use HMTP if available.)

Record the client type used by computers.

Client
type =

Identify client SAP ID of computer
with STANAG address 1.2.0.0.

Record the SAP ID of the client used for
the computer with STANAG address
1.2.0.0.

1.2.0.0
SAP ID =

Identify client SAP ID of computer
with STANAG address 1.1.0.0.

Record the SAP ID of the client used for
the computer with STANAG address
1.1.0.0.

1.1.0.0
SAP ID =

10

Verify that no other clients have the
same SAP IDs as identified in steps 8
and 9.

Record SAP IDs of all other clients
included in STANAG 5066 software.

11

Identify Max Time to Wait parameter.

Is the client's Max Time to Wait for a
response to Type 1 C_PDU a configurable
parameter?

Y/N

12

Configure Deliver in Order.

Set the Deliver in Order to “Yes” for both
computers.

13

Configure delivery confirmation.

Set the delivery confirmation to “Node” for
both computers.

14

Configure rank.

Set the rank of the client to “15” for both
computers.

15

Configure priority level.

Set the priority level to “0” for both
computers.

16

Configure Maximum C_PDU Segment
Size.

If the Maximum C_PDU Segment Size
parameter is a configurable on the user
interface, configure the Maximum C_PDU
Segment Size to 1023 bytes. If this
parameter is not configurable on the user
interface, coordinate with the vendor to
obtain the value of the Maximum C_PDU
Segment Size and record the vendor’s
Maximum C_PDU Segment Size. Also
record whether or not the value obtained
from the vendor is less than or equal to
1023 bytes.

Vendor’s
Maximum
C_PDU
Segment
Size =

Maximum
C_PDU
Segment
Size £1023
bytes?

Y/N

10




Table 1.1. Non-Expedited Automatic Repeat-Request Response Data Transfer
Procedures (continued)

Step Action Settings/Action Result
Configure MTU Size. If the MTU Size parameter is a configurable | Vendor’s
on the user interface, configure the MTU MTU Size =
Size to 2048 bytes. If this parameter is not
configurable on the user interface,
coordinate with the vendor to obtain the Maximum
17 value of the MTU Size and record the C PDU
vendor's MTU Size. Also record whether Seament
or not the value obtained from the vendor is Siz% <2048
less than or equal to 2048 bytes. -
bytes?
Y/N
Determine maximum number of Add 6 to the Vendor's MTU Size and divide | Maximum
D_PDUs to encapsulate an entire the result by the Maximum C_PDU Number of
C_PDU. Segment Size (round up) to determine the | D_PDUs =
maximum number of D_PDUs needed to
encapsulate an entire C_PDU Segment
that is segmented across more than 1
D_PDU. If the above values were user
18 configurable and the values specified were
used, this value will be 3 D_PDUs. Note:
The adding of 6 bytes takes into
consideration the C_PDU and S_PDU
headers that are not included in the MTU
Size but are included in the Maximum
C_PDU Segment Size.
Record the Maximum Number of D_PDUs.
Confirm that the communications Make sure that the computers are not
19 | equipment is not connected to a connected to any cryptographic devices.
cryptographic device.
Verify that the “Maximum Transmission Y/N

20

Window” is a configurable parameter within
the STANAG 5066 software.

21

Configure protocol analyzer.

Configure the protocol analyzer to capture
the transmitted data between the two
computers and save it to a file. Configure
the protocol analyzer to have a 4800-bps
bit rate and to synchronize on “0x90EB” in
hexadecimal (hex) format. Configure the
protocol analyzer to drop sync after 20
“OxFFs” hex format. Configure the
analyzer to time stamp each captured byte.

11




Table 1.1. Non-Expedited Automatic Repeat-Request Response Data Transfer
Procedures (continued)

Step Action Settings/Action Result
Send e-mail message and capture Send the following e-mail message from
all transmitted and received bytes the computer with STANAG address
via the protocol analyzer shown in 1.2.0.0 to the computer with STANAG
figure 1.4. address 1.1.0.0 using a Soft Link and
Non-Expedited ARQ Delivery Method.
Include an attachment of approximately 5
kbytes.
22 For the Subject Line: Test 1
In the Body:
“This is a test from address
1.2.0.0t01.1.0.0
12345678910”
Save the data obtained through the
protocol analyzer to a file.
Verify that the clock source for the Identify if the modem is providing the clock | Clock
23 data input is from the DCE. for the input data from the computer DTE. | Source=
Verify that the clock source for the Identify that either the computer or the Device
data output is either from the DCE or | modem is controlling the output flow of Controlling
24 configurable on the DTE interface. data. data flow=
The following procedures apply to a Type 0 (DATA-ONLY) D_PDU and are for reference numbers 658,
659, 661-664, and 668-671.
Capture a sequence from the saved
data file from step 22, where the
computer containing STANAG
25 address 1.2.0.0 is transmitting its
data to computer 1.1.0.0. This
should be a section of several Type
0 D_PDUs strung together (this is
the Type 0 D_PDU string).
Locate the first Type 0 D_PDU D_PDUs begin with the hex sequence D_PDU
(DATA-ONLY D_PDU) in the Type 0 | Ox90EB. The first 4 bits immediately after | Type =
D_PDU string. the 0x90EB sequence will be the D_PDU
26 Type. For the Type 0 D_PDU, the value
will be 0x0 in hex or (MSB) 0000 (LSB) in
binary.
Record the D_PDU Type.
Locate C_PDU Start bit from first The C_PDU Start bit is the first bit of the First
captured Type 0 D_PDU in step 26. 12" byte of the Type 0 D_PDU (not Type O
27 including the sync bits. See figure 1.1). D_PDU
C_PDU
Start =

Record the C_PDU Start bit.

12




Table 1.1. Non-Expedited Automatic Repeat-Request Response Data Transfer
Procedures (continued)

Step Action Settings/Action Result
Locate C_PDU End bit from first The next bit, after the C_PDU Start bit, is First
captured Type 0 D_PDU in step 26. | the C_PDU End bit. Type O

28 D PDU

C_PDU
Record the C_PDU End bit. End =
Locate Deliver in Order bit from first | The next bit, after the C_PDU End bit, is First
captured Type 0 D_PDU in step 26. | the Deliver in Order bit. Type O
29 D_PDU
Deliver in
Record the Deliver in Order bit. Orde r=
Locate Drop PDU bit from first The next bit, after the Deliver in Order bit, | First
captured Type 0 D_PDU in step 26. | is the Drop PDU bit. Type O
30 D_PDU
Drop
Record the Drop PDU bit. PDU =
Locate TX WIN UWE bit from first The next bit, after the Drop PDU bit, is the | First
captured Type 0 D_PDU in step 26. | TX WIN UWE bit. Type O
31 D _PDU TX
WIN
Record the TX WIN UWE bit. UWE =
Locate TX WIN LWE bit from first The next bit, after the TX WIN UWE bit, is | First
captured Type 0 D_PDU in step 26. | the TX WIN LWE bit. Type O
32 D_PDU TX
WIN
Record the TX WIN LWE bit. LWE =
Locate Size of Segmented C_PDU The next 10 bits, after the TX WIN LWE First
bits from first captured Type 0 bit, contain the Size of Segmented Type O
D_PDU in step 26. C_PDU bits. D PDU
33 Size of
Segmented
Record the Size of Segmented C_PDU C PDU=
bits and their decimal equivalent.
Locate TX FSN bits from first The next 8 bits, after the Size of First
located Type 0 D_PDU in step 26. Segmented C_PDU bits, contain the TX Type O
34 FSN bits. D_PDU TX
FSN =
Record the TX FSN bits.
Determine Number of Actual The C_PDU Segment begins with the Number of
Transmitted C_PDU Segment bytes | C_PDU Type bits (which are the first 4- Actual
for the first Type 0 D_PDU in the bits of the 17" byte of the D_PDU, not Transmitted
Type 0 D_PDU string. including sync bits) and ends 4 bytes C_PDU

35 before either when a new D_PDU is Segment

transmitted or the transmission ends bytes =

(which ever occurs first).

Record the Number of Actual Transmitted
C_PDU Segment bytes.

13




Table 1.1. Non-Expedited Automatic Repeat-Request Response Data Transfer
Procedures (continued)

Step Action Settings/Action Result
Locate the second Type 0 D_PDU in | D_PDUs begin with the hex sequence
the Type 0 D_PDU String. Ox90EB. The first 4 bits, immediately after
the Ox90EB sequence, will be the D_PDU
36 Type. For the Type 0 D_PDU, the value
will be 0x0 in hex or (MSB) 0000 (LSB) in
binary. Locate the second Type 0 D_PDU
in the Type 0 D_PDU string.
Locate C_PDU Start bit from second | The C_PDU Start bit is the first bit of the Second
captured Type 0 D_PDU in step 36. 12™ byte of the Type 0 D_PDU (not Type 0
including the sync bits). D_PDU
37 Segmented
C_PDU
Start =
Record the C_PDU Start bit.
Locate C_PDU End bit from second | The next bit, after the C_PDU Start bit, is Second
captured Type 0 D_PDU in step 36. | the C_PDU End bit. Type O
D_PDU
38 Segmented
C_PDU
End =
Record the C_PDU End bit.
Locate TX FSN bits for the second The TX FSN is an 8-bit field located in the | Second
captured Type 0 D_PDU in step 36. 14" byte of the Type 0 D_PDU (not Type 0
39 including the sync bytes). D _PDUTX
FSN =
Record the TX FSN bits.
Locate the final Type 0 D_PDU for D_PDUs begin with the hex sequence
the C_PDU Segment. 0x90EB. The first 4 bits, immediately after
the 0x90EB sequence, will be the D_PDU
Type. For the Type 0 D_PDU, the value
40 will be 0x0 in hex or (MSB) 0000 (LSB) in
binary. The final Type 0 D_PDU for the
C_PDU Segment can be located by
counting down a number of Type 0
D_PDUs equal to the Max Number of
D_PDU value.
Locate C_PDU Start bit from final The C_PDU Start bit is the first bit of the Final Type
captured Type 0 D_PDU in step 40. 12" byte of the Type 0 D_PDU (not 0D_PDU
41 including the sync bits). Segmented
C_PDU
Start =
Record the C_PDU Start bit.
Locate C_PDU End bit from final The next bit, after the C_PDU Start bit, is Final Type
captured Type 0 D_PDU in step 40. | the C_PDU End bit. 0D _PDU
492 Segmented
C_PDU
End =

Record the C_ PDU End bit.

14




Table 1.1. Non-Expedited Automatic Repeat-Request Response Data Transfer
Procedures (continued)

Step Action | Settings/Action | Result
Locate TX FSN bits from final The TX FSN is an 8-bit field located in the | Final Type O
captured Type 0 D_PDU in step 40. 14" byte of the Type 0 D_PDU (not D_PDU

43 including the sync bytes). Segmented

C_PDU TX
FSN =
Record the TX FSN bits.
Locate the final Type 0 D_PDU in D_PDUs begin with the hex sequence
the Type 0 D_PDU String. 0x90EB. The first 4 bits immediately after
the Ox90EB sequence will be the D_PDU
44 Type. For the Type 0 D_PDU, the value
will be 0x0 in hex or (MSB) 0000 (LSB) in
binary. Locate the final Type 0 D_PDU in
the Type 0 D_PDU String.
Locate TX WIN UWE bit from first The TX WIN UWE bit is located in the 5™ Final Type O
located Type 0 D_PDU in step 44. bit of the 12" byte of the Type 0 D_PDU D_PDU TX
45 (not including sync bits). WIN UWE =
Record the TX WIN UWE bit.
Locate TX WIN LWE bit from final The next bit, after the TX WIN UWE bit, is | Final Type O

46 located Type 0 D_PDU in step 44. the TX WIN LWE bit. D_PDU TX

WIN LWE =
Record the TX WIN LWE bit.

The following procedures apply to a Type 1 (ACK-ONLY) D_PDU and are for reference numbers 677-679.
Review captured data file
immediately following the Type 0
D_PDU string transmitted by the
computer with STANAG address

47 1.2.0.0. There should be a Type 1
D_PDU sentin the
acknowledgement transmitted by the
computer with STANAG address
1.1.0.0.

Locate Type 1 D_PDU (ACK-ONLY D_PDUs begin with the hex sequence D_PDU Type =
D_PDU). 0x90EB. The first 4 bits immediately after
the 0x90EB sequence will be the D_PDU
48 Type. Forthe Type 1 D_PDU, the value
will be 1 in hex or (MSB) 0001 (LSB) in
binary.
Record the D_PDU Type.
Locate RX LWE bits for the Type 1 The RX LWE bits are the first 8 bits of the | Type 1 D_PDU
D_PDU located in step 48. 12" byte of the Type 1 D_PDU (not RX LWE =
49 including the sync bits. See figure 1.2).

Record the RX LWE bits.

15




Table 1.1. Non-Expedited Automatic Repeat-Request Response Data Transfer
Procedures (continued)

Step | Action | Settings/Action Result
Locate Selective ACK bits for the The Selective ACK field follows the RX Type 1
Type 1 D_PDU located in step 48. LWE field for the Type 1 D_PDU; to D_PDU
determine if the Type 1 D_PDU contains Selective
a Selective ACKs field use the following ACK=
equation:
Size of Header field — 7 > 0 bytes
The Selective ACKs field will be located in
50 the 10" byte of the D_PDU (not including
the sync sequence bits). The Size of
Header bits are the last 5 bits of the 4"
byte of the D_PDU header (not including
sync sequence bits). The total number of
Selective ACKs bytes to be identified in
the Type 1 D_PDU will be equal to the
Size of Header field — 7 bytes.
Record the Selective ACKs.
The following procedures are for reference numbers 692-702.
Locate Type 2 D_PDU (DATA-ACK D_PDUs begin with the hex sequence D_PDU
D_PDU). 0x90EB. The first 4-bits immediately, Type =
after the 0x90EB sequence, will be the
51 D_PDU Type. For the Type 2 D_PDU,
the value will be 0x2 in hex or (MSB)
0010 (LSB) in binary.
Record the D_PDU Type.
Locate C_PDU Start bit for the Type | The C_PDU Start bit is the first bit of the Type 2
2 D_PDU located in step 51. 12" byte of the Type 2 D_PDU (not D_PDU
52 including the sync bits. See figure 1.3). C_PDU
Start=
Record the C_PDU Start bit.
Locate C_PDU End bit for the Type The next bit, after the C_PDU Start bit, is | Type 2
53 2 D_PDU located in step 51. the C_PDU End bit. D_PDU
C_PDU End =
Record the C_PDU End bit.
Locate Deliver in Order bit for the The next bit, after the C_PDU End bit, is Type 2
54 Type 2 D_PDU located in step 51. the Deliver in Order bit. D _PDU
Deliver in
Record the Deliver in Order bit. Order =
Locate Drop PDU bit for the Type 2 The next bit, after the Deliver in Order bit, | Type 2
D_PDU located in step 51. is the Drop PDU bit. D_PDU Drop
55 PDU =
Record the Drop PDU bit.
Locate TX WIN UWE bit for the Type | The next bit, after the Drop PDU bit, is the | Type 2
56 2 D_PDU located in step 51. TX WIN UWE bit. D _PDU TX
WIN UWE =

Record the TX WIN UWE bit.

16




Table 1.1. Non-Expedited Automatic Repeat-Request Response Data Transfer
Procedures (continued)

Step Action | Settings/Action Result
Locate TX WIN LWE bit for the Type | The next bit, after the TX WIN UWE bit, is | Type 2
57 2 D_PDU located in step 51. the TX WIN LWE bit. D PDU TX
WIN LWE =
Record the TX WIN LWE bit.
Locate Size of Segmented C_PDU The next 10 bits, after the TX WIN LWE Type 2
bits for the Type 2 D_PDU located in | bit, contain the Size of Segmented D_PDU Size
58 step 51. C_PDU bits. of Segmented
C_PDU =
Record the Size of Segmented C_PDU
bits and their decimal equivalent.
Locate TX FSN bits for the Type 2 The next 8 bits, after the Size of Type 2
D_PDU located in step 51. Segmented C_PDU bits, contain the TX D PDUTX
59 FSN bits. FSN =
Record the TX FSN bits.
Locate RX LWE bits for the Type 2 The next 8 bits, after the TX FSN bits, Type 2
D_PDU located in step 51. contain the RX LWE bits. D_PDU RX
60 _
LWE =
Record the RX LWE bits.
Locate Selective ACK bytes for the The Selective ACK field follows the TX Type 2
Type 2 D_PDU located in step 51. FSN field for the Type 2 D_PDU. Use the | D_PDU
procedures as specified in step 50 for Selective
61 locating the number and type of Selective | ACK =
ACK bytes.
Record the number of Selective ACK
bytes.
Locate the final Type 2 D_PDU in D_PDUs begin with the hex sequence
the Type 2 D_PDU string. Ox90EB. The first 4 bits immediately after
62 the Ox90EB sequence will be the D_PDU
Type. For the Type 2 D_PDU, the value
will be 0x2 in hex or (MSB) 0010 (LSB) in
binary. Locate the final Type 2 D _PDU.
Locate C_PDU Start bit from first The C_PDU Start bit is the first bit of the Final Type 2
located Type 2 D_PDU in step 62. 12" byte of the Type 2 D_PDU (not D_PDU
63 including the sync bits). C_PDU Start =
Record the C_PDU Start bit.
Locate C_PDU End bit from first The next bit, after the C_PDU Start bit, is | Final Type 2
64 located Type 2 D_PDU in step 62. the C_PDU End bit. D _PDU
C_PDU End =
Record the C_PDU End bit.
Locate TX WIN UWE bit from first The 2™ bit, after the C_PDU End bit, is Final Type 2
65 located Type 2 D_PDU in step 62. the TX WIN UWE bit. D PDU TX
WIN UWE =
Record the TX WIN UWE bit.
Locate TX WIN LWE bit from first The next bit, after the TX WIN UWE bit, is | Final Type 2
66 located Type 2 D_PDU in step 62. the TX WIN LWE bit. D _PDUTX
WIN LWE =

Record the TX WIN LWE bit.

17




Table 1.1. Non-Expedited Automatic Repeat-Request Response Data Transfer
Procedures (continued)

Step Action Settings/Action | Result

Locate TX FSN bits from first located | The TX FSN is an 8-bit field located in the | Final Type 2

Type 2 D_PDU in step 62. 14" byte of the Type 2 D_PDU (not D_PDU TX

67 including the sync bytes). FSN =
Record the TX FSN bits.

Determine Number of Actual The C_PDU Segment begins 4 bytes after | Number of

Transmitted C_PDU Segment bytes | the TX FSN (18 byte overall, not Actual

for the first Type 2 D_PDU in the including sync bits). The C_PDU Transmitted

Type 2 D_PDU string. Segment ends 4 bytes either before a C_PDU
new D_PDU is transmitted or when the Segment

68 - : ~
transmission ends (whichever occurs bytes =
first).

Record the Number of Actual Transmitted
C_PDU Segment bytes.
The following procedures are for reference numbers 660, 676, 690, and 691.

Verify order of D_PDUs sent. Record the first D_PDU of each string D_PDU
transmitted from the file in step 22 in the Types =
order that they were transmitted.

69

Legend:

ACK—Acknowledgement

ARQ—Automatic Repeat-Request

bps—bits per second

C_PDU—Channel Access Sublayer Protocol Data Unit
D_PDU—Data Transfer Sublayer Protocol Data Unit
DCE—Data Communications Equipment
DTE—Data Terminal Equipment

e-mail—Electronic Mail

FSN—Frame Sequence Number

hex—hexadecimal

HMTP—High Frequency Mail Transfer Protocol
ID—Identification

kbyte—kilobyte

LSB—Least Significant Bit

LWE—Lower Window Edge
MIL-STD—Military Standard
MSB—Most Significant Bit
MTU—Maximum Transmission Unit
POP3—Post Office Protocol 3
RX—Receive

SAP—Subnetwork Access Point
SMTP—Simple Mail Transfer Protocol
STANAG—Standardization Agreement
sync—synchronization

TX—Transmit

UWE—Upper Window Edge
WIN—Window

S_PDU—Subnetwork Interface Sublayer Protocol Data Unit
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Table 1.2. Non-Expedited Automatic Repeat-Request Response Data Transfer

Results
Reference STANAG . Result Finding
Number 5066 Requirement Required | Measured | , . | Not
Paragraph Value Value Met
The SAP ID shall be node-level Values
unique, i.e., not assigned to another | from step 9
client connected to the Subnetwork | do not
26 A.2.11 Interface Sublayer for a given node. | equal
values from
steps 7 and
8.
The Data-Only D_PDU shall be C_PDUs
used to send segmented C_PDUs encapsul-
when the transmitting node needs ated within
an explicit confirmation that the data | Type 0
658 C.3.3 was received. D_PDU for
Non-
Expedited
ARQ
mode.
The Data-Only D_PDU shall be Type O
used in conjunction with a basic D_PDUs
selective Automatic Repeat- sent for
659 C.3.3 Request type of protocol. Non-
Expedited
ARQ
Mode.
A Data Transfer Sublayer entity that | Type 1 or
receives a Data-Only D_PDU shall | Type 2
transmit an ACK-Only (Type 1) D_PDU
D_PDU or a Data-ACK (Type 2) sentin
660 C.3.3 D_PDU as acknowledgement, response
where the type of D_PDU sent to Type O
depends on whether or not it has D_PDU.
C_PDUs of its own to send to the
source of the Data-Only D_PDU.
The Data-Only D_PDU shall contain | Type 0
the following fields within its D_PDU | D_PDU
Type-Specific Part, mapped and encoded as
encoded, in accordance with figure | shown in
C-9 and the paragraphs below: figure 1.1.
e C_PDU START
661 C.3.3 e« C_PDUEND
e DELIVER IN ORDER
e DROPC_PDU
e TXWIN UWE
e TXWINLWE
e SIZE OF SEGMENTED
C_PDU
e TXFSN
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Table 1.2. Non-Expedited Automatic Repeat-Request Response Data Transfer

Results (continued)

Reference STANAG . Result Finding
Number 5066 Requirement Required | Measured | , . | Not
Paragraph Value Value Met
The C_PDU Start flag shall be set | 15 Type 0
to indicate the start of a newly D _PDU
segmented C_PDU; the C_PDU C_PDU
segment contained within this START
662 C.3.3 D_PDU is the first segment of the Flag =1
C_PDU, in accordance with the Type O
C_PDU segmentation process D_PDU
described in STANAG 5066, section
C4.
The C_PDU End flag shall be setto | Final Type
indicate the end of a segmented 0D_PDU
663 c33 C_PDU; when a D_PDU is received | Segmented
" with the C_PDU End flag set it C_PDU
indicates the last D_PDU that was END
segmented from the C_ PDU. Flag =1
If the Deliver in Order flag is seton | Type O
the D_PDUs composinga C_PDU, | D_PDU
the C_PDU shall be delivered to the | Deliver in
upper layer when both the following | Order
664 C.3.3 conditions are met: bit = 1
1) The C_PDU is complete. Type 2
2) All C_PDUs received previously D_PDU
that also had the Deliver in Order Deliver in
flag set have been delivered. Order
bit =1
The TX WIN UWE flag shall be set | First Type
when the TX FSN for the current 0D_PDU
D_PDU is equal to the TX UWE of TX WIN
668 C33 the transmit flow-control window. UWE =1
Final Type
0D_PDU
TXWIN
UWE =1
Similarly, the TX WIN LWE flag First Type
shall be set when the TX FSN for 0D_PDU
the current D_PDU is equal to the TX WIN
669 c3.3 T)_( LWE of the transmit flow-control LWE =1
window. Final Type
0D_PDU
TX WIN
LWE =0
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Table 1.2. Non-Expedited Automatic Repeat-Request Response Data Transfer

Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

670

C33

The Size of Segmented C_PDU
field shall be encoded as specified
in STANAG 5066, section C.3.2.10.

Type O

D _PDU
Size of
Segmented
C _PDU =
Actual
number of
transmitted

C_PDU
Segment
bytes =
Vendor’s
Maximum
C_PDU
Segment
Size.

Type 2

D PDU
Size of
Segmented
C_PDU =
Actual
number of
transmitted
C_PDU
Segment
bytes.

671

C.3.3

The TX FSN field shall contain the
sequence number of the current

D_PDU.

TX FSN of
1% Type 0
D_PDU
Type O
D_PDU
string =0

TX FSN of
2" Type 0
D_PDU
Type O
D_PDU
string = 1

TX FSN of
final Type O
D_PDU
Segmented
C_PDU =
Max
Number of
D PDUs-1.
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Table 1.2. Non-Expedited Automatic Repeat-Request Response Data Transfer
Results (continued)

Reference STANAG . Result Finding
Number 5066 Requirement Required | Measured | , . | Not
Paragraph Value Value Met
The ACK-Only D_PDU shall be Type 1
used to selectively acknowledge D_PDU
received Data-Only or Data-ACK sent in
676 C.34 D_PDUs when the receiving Data response
Transfer Sublayer has no to Type O
segmented C_PDUs of its own to or Type 2
send. D PDU.
The ACK-Only D_PDU shall contain | Type 1
the following fields within its D_PDU | D_PDU
Type-Specific Part, mapped and encoded as
677 c34 encoded, in accordance with figure | shown in
e C-10 and the paragraphs below: figure
1.2.
e RXLWE
o SELECTIVE ACK
The value of the RX LWE field shall | RX LWE =
equal the D_PDU sequence 1+ the TX
678 C34 number (modulo 256) of the RX FSN of the
o LWE pointer associated with the Final Type
node’s receive ARQ flow-control 0 D_PDU.
window.
The Selective ACK field can have a | Type 1
dynamic length of 0 to 16 bytes and | D_PDU
shall contain a bit-mapped Selective
representation of the status of all ACK=0
679 Cc3.4 received D_PDUs with sequence bytes
e numbers from the LWE to and Type 2
including the UWE pointers of the D_PDU
receive flow-control window. Selective
ACK=0
bytes
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Table 1.2. Non-Expedited Automatic Repeat-Request Response Data Transfer

Results (continued)

Reference STANAG . Result Finding
Number 5066 Requirement Required | Measured | , . | Not
Paragraph Value Value Met
The Data-ACK D_PDU shall be Type 2
used to send segmented C_PDUs D_PDU
when the transmitting node needs sent in
690 C.3.5 an explicit confirmation that the data | response
was received and has received to Type O
D_PDUs to selectively D_PDUs.
acknowledge.
A Data Transfer Sublayer entity that | Computer
receives a Data-ACK D_PDU shall 1.1.0.0
transmit an ACK-Only (Type 1) transmits a
D_PDU or a Data-ACK (Type 2) Type 2
D_PDU as acknowledgement, D_PDUin
where the type of D_PDU sent response
depends on whether or not it has to the Type
C_PDUs of its own to send to the 0D_PDU
source of the Data-ACK D_PDU. transmitted
by
computer
691 c35 1.2.0.0 and
computer
1.2.0.0
transmits a
Type 1
D_PDU in
respnse to
the Type 2
D_PDU
transmitted
by
computer
1.1.0.0.
The Data- ACK D_PDU shall Type 2
contain the following fields within its | D_PDU
692 Cc35 D_PDU Type-Specific Part, mapped | encoded as
o and encoded, in accordance with shown in
figure C-13 and the referenced figure 1.3.
paragraphs:
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Table 1.2. Non-Expedited Automatic Repeat-Request Response Data Transfer
Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Met

Not
Met

693

C.3.5

C_PDU Start shall be as specified
in STANAG 5066, section 3.3 for
the Data-Only D_DPU;

C_PDU
Start

Flag = 1 for
first Type 2
D_PDU
sentin
string.

C_PDU
Start

Flag = 0 for
final Type 2
D_PDU
sent in
string.

694

C.3.5

C_PDU End shall be as specified in
STANAG 5066, section 3.3 for the
Data-Only D_DPU;

C_PDU
End

Flag = 0 for
first Type 2
D PDU.

Final Type
2D_PDU
C_PDU
END

Flag =1

695

C.3.5

Deliver in Order shall be as
specified in STANAG 5066, section
3.3 for the Data-Only D_DPU;

Deliver in
Order = 1

696

C.3.5

Drop C_PDU shall be as specified
in STANAG 5066, section 3.3 for
the Data-Only D_DPU;

Drop
C_PDU=0

697

C.3.5

TX WIN UWE shall be as specified
in STANAG 5066, section 3.3 for
the Data-Only D_DPU;

TX WIN
UWE =1
for first
Type 2
D PDU.

Final Type
2D _PDU
TX WIN
UWE =1

698

C.3.5

TX WIN LWE shall be as specified
in of STANAG 5066, section 3.3 for
the Data-Only D_DPU,;

TX WIN
LWE =1
for first
Type 2
D PDU.

Final Type
2D_PDU
TX WIN
LWE =0
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Table 1.2. Non-Expedited Automatic Repeat-Request Response Data Transfer

Results (continued)

Reference STANAG . Result Finding
Number 5066 Requirement Required | Measured | , . | Not
Paragraph Value Value Met
Size Of Segmented C_PDU shall Type 2
be as specified in STANAG 5066, D _PDU
section 3.3 for the Data-Only Size of
D_DPU; Segmented
C_PDU =
699 C.3.5 Actual
number of
transmitted
C_PDU
Segment
bytes.
TX FSN shall be as specified in TX FSN for
700 C35 STANAG 5066, section 3.3 for the Type 2
e Data-Only D_DPU; D_PDU in
string =0
RX LWE shall be as specified in RX LWE =
STANAG 5066, section 3.4 for the 1+ the TX
701 C.35 ACK-Only D_DPU; FSN of the
Final Type
0D PDU
SELECTIVE ACK shall be as No Type 2
specified in STANAG 5066, section | Selective
702 C.35 3.4 for the ACK-Only D_PDU. ACK
transmit-
ted.
If the Data Transfer Sublayer Communi-
connection point to the cation
communication equipmentis notto | equipment
083 D a cryptographic device, this not
definition shall apply to the interface | connected
between the Data Transfer to crypto-
Sublayer and the modem. graphic
device.
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Table 1.2. Non-Expedited Automatic Repeat-Request Response Data Transfer

Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured

Value

Not
Met Met

984

The interface shall be a
synchronous serial digital data
interface.

[Note: This requirement may be
waived for an implementation if it
can be shown that the communi-
cation equipment used with the
sublayer protocols, i.e., the crypto-
graphic equipment or modem,
removes any start-bits, stop-bits, or
other character-framing bits associ-
ated with the interface. Many
current implementations of the
STANAG 4285 and
MIL-STD-188-110A waveforms
transmit any start and end bits that
are present on the asynchronous
baseband digital interface to the
modem, but there is no real
requirement in these respective
standards for this. Modems may be
implemented that allow independent
specification of the character-
framing and sync for the baseband
interface and over-the-air gap. The
real requirement on the STANAG
5066 sublayer interface is that no
bits other than those specified for
valid protocol data units in the
protocol sublayers STANAG 5066
shall be transmitted over-the-air gap
between nodes.]

Synchron-
ous serial
digital
interface
used.

986

With respect to functional roles on
the interface, the Data Transfer
Sublayer shall be hosted in a Data
Terminal Equipment (DTE).

STANAG
Software
installed on
a DTE.

987

The clock source for the data output
from the DTE (i.e., DTE data out)
on the interface shall be either
configurable or from the DCE (i.e.,
either the cryptographic equipment
or the modem).

Clock
source
from DCE.

988

The clock source for the data input
to the DTE (i.e., DTE data input)
shall be from the DCE (i.e., either
the cryptographic equipment or the
modem).

Clock
source
from DCE.
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Table 1.2. Non-Expedited Automatic Repeat-Request Response Data Transfer
Results (continued)

Reference STANAG . Result Finding
Number 5066 Requirement Required | Measured | , . | Not
Paragraph Value Value Met
The interface shall provide full Hardware-
hardware-level handshaking for Level
989 D flow-control, in accordance with any | Handsha-
standard recommendations. king
available.
Legend:

ACK—Acknowledgement

ARQ—Automatic Repeat-Request

C_PDU—Channel Access Sublayer Protocol Data Unit
D_PDU—Data Transfer Sublayer Protocol Data Unit
DCE—Data Communications Equipment

DTE—Data Terminal Equipment

FSN—Frame Sequence Number

ID—Identification

LWE—Lower Window Edge

MIL-STD—Military Standard
RX—Receive

SAP—Subnetwork Access Point
STANAG—Standardization Agreement
sync—synchronization

TX—Transmit

UWE—Upper Window Edge
WIN—Window
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SUBTEST 2. EXPEDITED AUTOMATIC REPEAT-REQUEST RESPONSE DATA
TRANSFER

2.1 Objective. To determine the extent of compliance to the requirements of
STANAG 5066, reference numbers 724-734, 736-738, and 740-741.

2.2 Criteria

a. The Expedited Data-Only (Type 4) D_PDU shall be used to send
segmented C_PDUs that require Expedited Delivery Service when the transmitting node
needs an explicit confirmation that the data was received. (appendix B, reference
number 724)

b. A Data Transfer Sublayer entity that receives Expedited Data-Only (Type
4) D_PDU shall send an Expedited Data-Only (Type 5) D_PDU as a selective
acknowledgement of all Expedited Data-Only (Type 4) D_PDUs received from the
source node. (appendix B, reference number 725)

C. The Expedited Data-Only D_PDU is similar in structure to the Data-Only
D_PDU. The Expedited Data-Only D_PDU shall contain the following fields within its
D_PDU Type-Specific Part, mapped and encoded, in accordance with figure 2.1 and the
paragraphs noted: (appendix B, reference numbers 726-731)

e C_PDU Start shall be as specified for the Data-Only D_PDU in section
C.3.3 of STANAG 5066.

e C_PDU End shall be as specified for the Data-Only D_PDU in section
C.3.3 of STANAG 5066.

e C_PDU ID Number shall be as specified in the paragraphs below.

e Size of Segmented C_PDU shall be as specified in section C.3.2.10 of
STANAG 5066 for all D_PDUs that have a segmented C_PDU field.

e TX FSN shall be as specified for the Data-Only D_PDU in section

C.3.3 of STANAG 5066 with additional requirements as noted in
paragraphs d-g below.
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Legend: C_PDU—Channel Access I 7 I 6 I 5 I 4 I 3 I 2 I 1 I 0 I
Sublayer Protocol Data Unit, CRC—Cyclic
Redundancy Check, EOW—Engineering SYN 1 0 0 1 0 0 0 0

Orderwire, EOT—End Of Transmission,
LSB—Least Significant Bit, LWE—Lower
Window Edge, MSB—Most

Significant Bit, SYN—Synchronization,
TX—Transmit, UWE—Upper Window
Edge

[J]
=<
4

0 1
0 0 0 0 |
ENGINEERING ORDERWIRE (EOW)

END OF TRANSMISSON (EOT)

SIZE OF ADDRESS SIZE OF HEADER IN BYTES

FIELD IN BYTES (m) (excluding size of address field) (h)
SOURCE & DESTINATION ADDRESS

Size of Header (h)

@
¢
3

C_PDU
s?ARTl Cgf.gu | C_PDU ID NUMBER

=
T
3

SIZE OF SEGMENTED C_PDU IN BYTES

TRANSMISSION FRAME SEQUENCE NUMBER

< MsB <
CRC ON HEADER =

LsB < o
\ X

MSB LSB A s
_______________________ 2
Q

£

o

0

_______________________ 3
MSB LSB 2R
< MSB S
32-bit CRC ON o

SEGMENTED C_PDU ONLY

LSB <«

Figure 2.1. Frame Format for Expedited DATA-ONLY D_PDU Type 4

d. The C_PDU ID Number field shall specify the C_PDU of which this
expedited D_PDU is a part. (appendix B, reference number 732)

e. The value of the C_PDU ID Number field shall be an integer (modulo 16)
assigned in an ascending (modulo 16) order to the C_PDU and shall not be released for
reuse with another C_PDU until the entire C_PDU has been acknowledged. (appendix
B, reference numbers 733 and 734)

f. The segmented C_PDU field is a field that is attached to the header
structure defined in figure 2.1. The segmented Protocol Data Unit (PDU) shall
immediately follow the D_PDU header. (appendix B, reference number 736)

g. The processing of Expedited D_PDUs in the Expedited Data state shall
differ from the processing of Data-Only or Data-ACK D_PDUs in the Data state:
(appendix B, reference numbers 737 and 738)

e Data (e.g., C_PDUs) using the Expedited Delivery Service shall be

transferred using Expedited Data-Only and Expedited ACK-Only
D_PDUs. If duplex communication is required, Expedited Data-Only
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and Expedited ACK-Only D_PDUs may be placed together in a
transmission interval.

h. The Expedited ACK-Only (Type 5) D_PDU shall be used to selectively
acknowledge received Expedited Data-Only D_PDUs. (appendix B, reference number
740)

i The Expedited ACK-Only (Type 5) D_PDU Type shall have the same
format as the ACK-Only (Type 1) D_PDU, differing only in the value of the D_PDU Type
field in byte 0, specified in figure 2.2. (appendix B, reference number 741)

MSE LSB
L =1 s 1 =1 41 31 2 1 31 ol
. 1 0 0 1 0 B 0 0
YN REQTENCIE
SYN 1 1 1 0¥ 1 (L 1 1
A
] ] 1 0 1
1 ENGINEERING ORDERWIRE (EOY)
3 ENDOT TRANSAMIASION {(EQT]) E
SILE OF ADDRERS FIELD SIFE OF HEADER IN BYTES _E
3 IN BYTLS (m) (excluding size of address fields {h) E
=
A+m SOURCE & DESTIXATION ADDIRESS -
4-+m RECEIVLI I4AFVWLER WINDOW EDLGLE (RM-LWIES .5
P SELECTIVE ACKS
[Blze is 4t 16 Deles)
CRC - MSB
CRC N HEADER
CRC LSE
v

Figure 2.2. Frame Format for Expedited ACK-ONLY D_PDU Type 5
2.3 Test Procedures
a. Test Equipment Required
(1)  Computers (2 ea) with STANAG 5066 Software
(2) Modem (2 ea)

(3) Protocol Analyzer
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(4) RS-232 Synchronous Serial Cards

b. Test Configuration. Figure 2.3 shows the equipment setup for this
subtest.
c. Test Conduction. Table 2.1 lists procedures for this subtest, and table 2.2

lists the results for this subtest.

y 4 y 4 y 4 y 4
Computerﬂ Modem Modem RS-232 Computer
LAN
Analyzer

Figure 2.3. Equipment Configuration for Expedited ARQ Response Data Transfer

Table 2.1. Expedited ARQ Response Data Transfer Procedures

Step Action Settings/Action Result

Set up equipment. See figure 2.3. Computers are
connected to the modems by an RS-232
connection. The connection between

1 modems shall be such that the receive
and transmit pins on the modem are
connected to the transmit and receive
pins, respectively, of the other modem.

Load STANAG 5066 software. Configure the SMTP and POP3 servers
2 as required by the STANAG 5066
software manual.

Configure STANAG addresses for Set the size of the STANAG address field
both computers. to 7 bytes. Setthe STANAG address to
1.1.0.0 and 1.2.0.0 as shown in figure

3 2.3. Configure the software to respond
with an e-mail message to the sender
once the e-mail has been successfully
received.

Configure modems. Set modems to transmit a
4 MIL-STD-188-110B signal at a data rate
of 4800 bps with half duplex.
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Table 2.1. Expedited ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

Identify client to be used.

Configure both computers to use the
same client type.

Record the client type used by computers.

Client Type

Configure Deliver in Order.

Set the Deliver in Order to “yes” for both
computers.

Configure delivery confirmation.

Set the delivery confirmation to “Node” for
both computers.

Configure rank.

Set the rank of the client to “15” for both
computers.

Configure priority level.

Set the priority level to “0” for both
computers.

10

Configure Maximum C_PDU
Segment Size.

If the Maximum C_PDU Segment Size
parameter is a configurable on the user
interface, configure the Maximum C_PDU
Segment Size to 1023 bytes. If this
parameter is not configurable on the user
interface, coordinate with the vendor to
obtain the value of the Maximum C_PDU
Segment Size and record the vendor’s
Maximum C_PDU Segment Size.

Vendor’s
Maximum
C_PDU
Segment
Size =

11

Configure MTU Size.

If the MTU Size parameter is a
configurable on the user interface,
configure the MTU Size to 2048 bytes. If
this parameter is not configurable on the
user interface, coordinate with the vendor
to obtain the value of the MTU Size and
record the vendor’'s MTU Size.

Vendor’s
MTU
Size =

12

Determine maximum number of
D_PDUs to encapsulate an entire
C_PDU.

Add 6 to the Vendor's MTU Size and
divide the result by the Maximum C_PDU
Segment Size (round up) to determine the
maximum number of D_PDUs needed to
encapsulate an entire C_PDU Segment
which is segmented across more than 1
D_PDU. If the above values were user
configurable and the values specified
were used, this value will be 3 D_PDUs.
Note: The adding of 6 bytes takes into
consideration the C_PDU and S_PDU
headers which are not included in the
MTU Size but are included in the
Maximum C_PDU Segment Size.

Record the Maximum Number of
D PDUs.

Max
Number of
D PDUs =
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Table 2.1. Expedited ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

13

Configure protocol analyzer.

Configure the protocol analyzer to
capture the transmitted data between
the two computers and save it to a file.
Configure the protocol analyzer to have
a 4800 bps bit rate and to synchronize
on “Ox90EB.” Configure the protocol
analyzer to drop sync after 20 “OxFFs”.
Configure the analyzer to time stamp
each captured byte.

14

Send e-mail message and capture all
transmitted and received bytes via the
protocol analyzer shown in figure 2.3.

Send the following e-mail message from
the computer with STANAG address
1.2.0.0 to the computer with STANAG
address 1.1.0.0 using a Soft Link and
Expedited ARQ Delivery Method.

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.2.0.0 to 1.1.0.0.

12345678910

Save the data obtained through the
protocol analyzer to a file.

The following procedures apply to a Type 4 (Expedited DATA-ONLY ARQ) and are for reference numbers

724, 726-731,

734, and 736-738.

Capture a sequence from the saved
data file, where the computer
containing STANAG address 1.2.0.0
is transmitting its data to address
1.1.0.0. This should be a section of

15 several Type 4 D_PDUs strung
together (this is the Type 4 D_PDU
string), immediately following the
initial two Type 8 D_PDUs that were
sent with Type 1 and 2 C_PDUs
encapsulated within them.
Locate Type 4 (Expedited DATA- D_PDUs begin with the following sync D_PDU
ONLY) D_PDU. in hex format: Ox90EB. The first 4 bits, | Type =
immediately after the 0x90EB
sequence, will be the D_PDU Type.
16 For the Type 4 D_PDU, the value will
be 0x4 in hex or 0100 in binary. Locate
the second Type 4 D_PDU.
Record the D_PDU Type.
Locate C_PDU Start bit for the Type 4 | The C_PDU Start bit is the first bit of Type 4
D_PDU from step 16. the 12" byte of the Type 4 D_PDU (not | D_PDU
17 including the sync bits. See figure 2.1). | C_PDU
Start =

Record the C_PDU Start bit.
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Table 2.1. Expedited ARQ Response Data Transfer Procedures (continued)

Step | Action | Settings/Action |  Result
Locate C_PDU End bit for the Type | The C_PDU End bit is the next bit, after Type 4
18 4 D_PDU from step 16. the C_PDU Start bit. D_PDU
C_PDU
. Record the C_PDU End bit. End =
Locate C_PDU ID Number bits for The next 4 bits, after the C_PDU End bits, | Type 4
the Type 4 D_PDU from step 16. contain the C_PDU ID Number bits. D_PDU
19 C_PDUID
Record the C_PDU ID Number bits and Number =
their decimal equivalent.
Locate Size of Segmented C_PDU | The next 10 bits, after the C_PDU ID Type 4
bits for the Type 4 D_PDU from Number bits, contain the Size of D_PDU
20 step 16. Segmented C_PDU bits. Size of
Segmented
Record the Size of Segmented C_PDU C_PDU =
bits and its decimal equivalent.
Locate TX FSN bits for the Type 4 The next 8 bits, after the Size of Type 4
D_PDU from step 16. Segmented C_PDU bits, contain the TX D _PDUTX
21 FSN bits. FSN =
Record the TX FSN bits and its decimal
equivalent.
Locate Data C_PDU Type The C_PDU Type is the first four MSBs of | C_PDU
29 encapsulated within the Type 4 the 177 byte of the Type 4 D_PDU. Type =
D_PDU from step 16.
Record the C_PDU Type bits.
Determine number of actual The C_PDU Segment begins with the Number of
transmitted C_PDU Segment bytes | C_PDU Type bits and ends 4 bytes either | Actual
for the first Type 4 D_PDU in the before a new D_PDU is transmitted or Transmitted
23 Type 4 D_PDU string. when the transmission ends (whichever C_PDU
occurs first). Segment
bytes =
Record the number of actual transmitted
C_PDU Segment bytes.
Locate the second Type 4 D_PDU D_PDUs begin with the hex sequence
in the Type 4 D_PDU string. 0x90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
o4 D_PDU Type. For the Type 4 D_PDU,
the value will be 0x4 in hex or (MSB)
0100 (LSB) in binary. Locate the second
Type 4 D_PDU in the Type 4 D_PDU
string.
Locate C_PDU Start bit from The C_PDU Start bit is the first bit of the Second
second located Type 4 D_PDU in 12" byte of the Type 4 D_PDU (not Type 4
25 step 24. including the sync bits). D_PDU
C_PDU
Start =

Record the C_PDU Start bit.
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Table 2.1. Expedited ARQ Response Data Transfer Procedures (continued)

Step | Action Settings/Action | Result
Locate C_PDU End bit from second The next bit, after the C_PDU Start bit, | Second
located Type 4 D_PDU in step 24. is the C_PDU End bit. Type 4
26 D_PDU
C_PDU
End =
Record the C_PDU End bit.
Locate TX FSN bits for the second The TX FSN is an 8-bit field located in Second
located Type 4 D_PDU in step 24. the 14" byte of the Type 4 D_PDU (not | Type 4
27 including the sync bytes). D_PDUTX
FSN =
Record the TX FSN bits.
Locate the final Type 4 D_PDU for D_PDUs begin with the hex sequence
the C_PDU Segment. 0x90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
D_PDU Type. For the Type 4 D_PDU,
8 the value will be 0x4 in hex or (MSB)
0100 (LSB) in binary. The final Type 4
D_PDU for the C_PDU Segment can
be located by counting down a number
of Type 4 D_PDUs equal to the max
number of D_PDU value.
Locate C_PDU Start bit from final The C_PDU Start bit is the first bit of Final Type
located Type 4 D_PDU in step 28. the 127 byte of the Type 4 D_PDU (not | 4 D_PDU
29 including the sync bits). C_PDU
Start =
Record the C_PDU Start bit.
Locate C_PDU End bit from final The next bit, after the C_PDU Start bit, | Final Type
located Type 4 D_PDU in step 28. is the C_PDU End bit. 4D PDU
30 C_PDU
End =
Record the C_ PDU End bit.
Locate TX FSN bits from final located | The TX FSN is an 8-bit field located in Final Type
Type 4 D_PDU in step 28. the 14" byte of the Type 4 D_PDU (not | 4 D_PDU
31 including the sync bytes). TXFSN =

Record the TX FSN bits.
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Table 2.1. Expedited ARQ Response Data Transfer Procedures (continued)

Step Action Settings/Action Result
The following procedures apply to a Type 5 (Expedited ACK-ONLY ARQ) and are for reference number
741.

Locate Type 5 (Expedited ACK- D_PDUs begin with the following sync in D_PDU
ONLY) D_PDU. hex format: Ox90EB. The first 4 bits, Type =
immediately after the OXx90EB sequence,
32 will be the D_PDU Type. For the Type 5
D_PDU, the value will be 0x5 in hex or
0101 in binary.
Record the D_PDU Type.
Locate RX LWE bits for the Type 5 The RX LWE bits are the first 8 bits of the | Type 5
D_PDU from step 32. 12" byte of the Type 5 D_PDU (not D_PDU RX
33 including the sync bits. See figure 2.2). LWE =
Record the RX LWE bits.
Locate Selective ACK bytes for the | The next 0-16 bytes, after the RX LWE Type 5
Type 5 D_PDU from step 32. bits, are the Selective ACK bytes. The D _PDU
size of this field may be determined by Selective
the Size of Header field. If the Size of ACK
Header field is greater than 7 bytes, then | bytes =
34 there are Selective ACKs included in this
D_PDU. The number of bytes of
Selective ACKs is equal to the Size of
Header minus 7.
Record the number of Selective ACK
bytes.
Locate CRC on Header bits for the The next 16 bits, after the Selective ACK | Type 5
Type 5 D_PDU from step 32. bytes (or Receiver Lower Window Edge’ D_PDU
35 bits if there are no Selective ACK bytes), CRCon
contain the CRC on Header bits. Header =
Record the CRC on Header bits.
The following procedures are for reference numbers 725 and 740.
Verify order of D_PDUs sent. Record the first D_PDU of each string D_PDU
transmitted from the file in step 15 in the Types =
36 order that they were transmitted.
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Table 2.1. Expedited ARQ Response Data Transfer Procedures (continued)

Step | Action

Settings/Action

Result

The following procedures are for reference numbers 732 and 733.

Resend e-mail message.

37

Send the following e-mail message from
the computer with STANAG address
1.2.0.0 to the computer with STANAG
address 1.1.0.0 using a Soft Link and
Expedited ARQ Delivery Method. Include
an attachment of approximately 20 kbytes
in size.

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.2.0.0t0 1.1.0.0.

12345678910”

Save the data obtained through the
protocol analyzer to a file.

Locate all Type 4 D_PDU C_PDU
ID Numbers in the order they are
transmitted.

38

D_PDUs begin with the sync sequence
O0x90EB. The next 4 bits, after the sync
sequence, will be the D_PDU Type and
for the Type 4 D_PDU will be (MSB)0 10
0 (LSB) (0x4 hex). The C_PDU ID
Number is located in bits (MSB) 5 through
2 (LSB) of the 12" byte of the Type 4
D_PDU.

Record all Type 4 D_PDU C_PDU ID
Numbers in the order that they are
transmitted.

Type 4
D PDU
C PDUID
Numbers =

Legend:

ACK—Acknowledgement

ARQ—Automatic Repeat-Request

bps—bits per second

C_PDU—Channel Access Sublayer Protocol Data Unit
CRC—Cyclic Redundancy Check

D_PDU—Data Transfer Sublayer Protocol Data Unit
e-mail—Electronic Mail

FSN—Frame Sequence Number

hex—hexadecimal

ID—Identification

LSB—Least Significant Bit

kbyte—kilobyte

LWE—Lower Window Edge
MIL-STD—Military Standard
MSB—Most Significant Bit
MTU—Maximum Transmission Unit
POP3—Post Office Protocol 3
RX—Receive

SMTP—Simple Mail Transfer Protocol
STANAG—Standardization Agreement
sync—synchronization

TX—Transmit

S_PDU—Subnetwork Interface Sublayer Protocol Data Unit
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Table 2.2. Expedited ARQ Response Data Transfer Results

STANAG Result Finding
Reference 5066 Requirement Required | Measured Met Not
Number | Paragraph Value Value € Met
The Expedited Data-Only (Type 4) C_PDUs
D_PDU shall be used to send segmented | encapsu-
724 C3.7 C_PDUs that require Expedited Delivery lated within
- Service when the transmitting node needs | Type 4
an explicit confirmation that the data was D_PDU.
received.
A Data Transfer Sublayer entity that Type 5
receives Expedited Data-Only (Type 4) D_PDU
D_PDU shall send an Expedited Data- sent in
725 C.3.7 Only (Type 5) D_PDU as a selective response
acknowledgement of all Expedited Data- to Type 4
Only (Type 4) D_PDUs received from the | D_PDU.
source node.
The Expedited Data-Only D_PDU is Type 4
similar in structure to the Data-Only D_PDU
D_PDU. The Expedited Data-Only encoded
726 C.3.7 D_PDU shall contain the following fields as shown
within its D_PDU Type-Specific Part, in figure
mapped and encoded, in accordance with | 2.1.
figure C-15 and the paragraphs noted:
C_PDU START shall be as specified for C_PDU
the Data-Only D_PDU in STANAG 5066, | START
section C.3.3 Flag = 1
for first
Type 4
D_PDU in
Type 4
D_PDU
string.
727 C.3.7 C_PDU
START
Flag=0
for final
Type 4
D_PDU in
Type 4
Segmen-
ted
C_PDU.
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Table 2.2. Expedited ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

728

C37

C_PDU END shall be as specified for the
Data-Only D_PDU in STANAG 5066,
section C.3.3

C_PDU
END
Flag=0
first Type 4
D_PDU in
Type 4
D_PDU
string.

C_PDU
START
Flag =1
for final
Type 4
D_PDU in
Type 4
Segmen-
ted
C_PDU.

729

C3.7

C_PDU ID Number shall be as specified
in the paragraphs below.

730

C.3.7

Size of Segmented C_PDU shall be as
specified in section C.3.2.10 of STANAG
5066 for all D_PDUs that have a
segmented C_PDU field.

Type 4
D_PDU
Size of
Segmen-
ted C_PDU
= Actual
number of
transmitted
C_PDU
Segment
bytes=
Vendor’s
Max
C_PDU
Segment
Size.

731

C.3.7

TX FSN shall be as specified for the Data-
Only D_PDU in section C.3.3 of STANAG
5066, with additional requirements as
noted in reference numbers 732-738
below.

TX FSN for
1% Type 4
D_PDU in
Type 4

D _PDU
string=0

TX FSN for
2" Type 4
D PDUin
Type 4
D_PDU
string = 1
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Table 2.2. Expedited ARQ Response Data Transfer Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required | Measured | . | Not
Paragraph Value Value Met
TX FSN for
3" Type 4
D_PDU in
731 C.3.7 Type 4
D_PDU
string = 2
The C_PDU ID Number field shall specify | Type 4
the C_PDU of which this Expedited C_PDUID
732 C3.7 D_PDU is a part. Numbe_r is
ascending
in modulo
16 order.
The value of the C_PDU ID Number field | Type 4
shall be an integer (modulo 16) assigned | C_PDU ID
in an ascending (modulo 16) order to the Number is
733 c3.7 C_PDU. ascending
in modulo
16 order.
And shall not be released for reuse with No two
another C_PDU until the entire C_PDU Type 4
has been acknowledged. D_PDUs
734 C.3.7 contain the
same
C_PDUID
Number.
The Segmented C_PDU field is a field C_PDU
that is attached to the header structure immediate-
defined in figure C-15. The segmented ly followed
PDU shall immediately follow the D_PDU | Type 4
736 C37 header. D_PDU
Header.
(see step
19)
The processing of Expedited D_PDUs in
the Expedited Data state shall differ from
737 C.3.7 the processing of Data-Only or Data-ACK
D_PDUs in the Data state in the following
way:
Data (i.e., C_PDUs) using the Expedited Type 4
Delivery Service shall be transferred D_PDUs
using Expedited Data-Only and Expedited | transmit-
738 C37 ACK-Only D_PDUs. If duplex ted when
- communication is required, Expedited expedited
Data-Only and Expedited ACK-Only data
D_PDUs may be placed together in a transfer
transmission interval. requested.
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Table 2.2. Expedited ARQ Response Data Transfer Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required | Measured | . | Not
Paragraph Value Value Met
The Expedited ACK-Only (Type 5) Type 5
D_PDU shall be used to selectively D_PDU
acknowledge received Expedited Data- sentin
740 C3s8 Only D_PDUs. response
to Type 4
D_PDU.
The Expedited ACK-Only (Type 5) Type 5
D_PDU Type shall have the same format | D_PDU in
741 c38 as the ACK-Only (Type 1) D_PDU, format of
" differing only in the value of the D_PDU figure 2.2.
Type field in byte 0, as specified in figure
C-16.
Legend:

ACK—Acknowledgement

ID—Identification

C_PDU—Channel Access Sublayer Protocol Data Unit
D_PDU—Data Transfer Sublayer Protocol Data Unit
FSN—Frame Sequence Number

STANAG—Standardization Agreement

TX—Transmit
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SUBTEST 3. RESET/RE-SYNCHRONIZATION PROTOCOLS

3.1 Objective. To determine the extent of compliance to the requirements of
STANAG 5066, for validating Warning D_PDUs, reference numbers 703, 706-723, and
963-981.

3.2 Criteria

a. The Reset/WIN Re-synchronization (Re-sync) D_PDU shall be used to
control the re-sync or re-initialization of the selective-repeat ARQ protocol, operating on

the link between the source and destination nodes. (appendix B, reference number
703)

b. The reception of this D_PDU shall result in the transmission of an
acknowledgement D_PDU by the receiving node. For the Idle Repeat-Request (IRQ)
protocol used with the Reset/WIN Re-sync D_PDU, the Reset/WIN Re-sync D_PDU is
used for both data and acknowledgement, as specified below. (appendix B, reference
number 706)

C. Transmission of D_PDUs supporting the regular-data service [i.e., of Data
(Type 0), ACK (Type 1), and Data-ACK (Type 2) D_PDUs] shall be suspended pending
completion of any stop-and-wait protocol using the Reset/WIN Re-sync D_PDUs.
(appendix B, reference number 707)

d. The Reset/WIN Re-sync D_PDU shall contain the following fields within its
D_PDU Type-Specific Part, mapped and encoded, in accordance with figure 3.1 and the
paragraphs below: (appendix B, reference number 708)

Full Reset Command (CMND)
Reset TX WIN Request (RQST)
Reset TX WIN CMND

Reset ACK

New RX LWE

Reset Frame ID Number
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MAE LSR
L 21 61 s 0 41 31 21 30 o1
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EYNMC SEQUENCE
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-
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Legend: ACK—Acknowledgement, CMND—Comand, CRC—Cyclic Redundancy Check, EOW—Engineering
Orderwire, EOT—End Of Transmission, LSB—Least Significant Bit, LWE—Lower Window Edge, MSB—Most
Significant Bit, RX—Receive, RX-LWE—Receive Lower Window Edge, SYN—Synchronization, TX—Transmit, WIN—
Window

Figure 3.1. Frame Format for Reset/WIN Re-sync D_PDU Type 3

e. The Full Reset CMND flag shall be set equal to (1), to force a full reset of
the ARQ machines at the transmitter and receiver to their initial values as specified in
sections C.6.2 and C.6.3 of STANAG 5066. (appendix B, reference number 709)

f. A Type 3 D_PDU with the Reset TX WIN RQST flag set equal to (1) shall
be used to request a re-sync of the TX-LWE and RX-LWE pointers used for Data in the
transmit and receive nodes. (appendix B, reference number 710)

g. A node that receives a Type 3 D_PDU with the Reset TX WIN RQST flag
set equal to (1) shall respond by forcing re-sync of the windows using a Reset/WIN Re-
sync D_DPU and the Reset TX WIN CMND flag, specified below. (appendix B,
reference number 711)

h. A Reset/WIN Re-sync Type 3 D_PDU with the Reset TX WIN CMND flag

set equal to (1) shall be used to force a re-sync of the TX-LWE and RX-LWE pointers.
(appendix B, reference number 712)
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i A node that sends a Type 3 D_PDU with the Reset TX WIN CMND flag
set equal to (1) shall proceed as follows: (appendix B, reference numbers 713-715)

e The New Receive LWE field shall be set equal to the value of the
sending node’s RX LWE.

e The sending node shall wait for a Reset/WIN Re-sync Type 3 D_PDU
with the Reset ACK flag set equal to (1) as an acknowledgement that
the re-sync has been performed.

j- A node that receives a Type 3 D_PDU with the Reset TX WIN CMND flag
set equal to (1) shall proceed as follows: (appendix B, reference numbers 716-718)

e The value of the node’s TX LWE shall be set equal to the value of the
New RX LWE field in the Reset/WIN Re-sync D_PDU that was
received.

e The node shall send a Reset/WIN Re-sync Type 3 D_PDU with the
Reset ACK flag set equal to (1) as an acknowledgement that the re-
sync has been performed.

k. Reset ACK flag shall be set equal to (1) to indicate an acknowledgement
of the most recently received Reset/WIN Re-sync Type 3 D_PDU. (appendix B,
reference number 719)

. The New Receive LWE field specifies the value of the new receiver ARQ
RX-LWE, as noted above and shall be valid only when the value of the Reset WIN
CMND flag equals (1). (appendix B, reference number 720)

m. The value of the New Receive LWE field shall be ignored in any other
situation. (appendix B, reference number 721)

n. The Data Transfer Sublayer shall use the Reset Frame ID Number field to
determine if a given Reset/WIN Re-sync D_PDU received is a copy of one already
received. (appendix B, reference number 722)

o. The value of the Reset Frame ID Number field shall be a unique integer
(modulo 256) assigned in ascending order to Reset/WIN Re-sync D_PDUs and will not
be released for reuse with another D_PDU until the D_PDU to which it was assigned
has been acknowledged. (appendix B, reference number 723)

p- A Full Reset procedure shall by a node sending a Type 3 Reset/WIN Re-
sync D_PDU with field values as follows: (appendix B, reference numbers 963-968)

e The Full Reset Command (CMD) flag shall be set to 1.
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e The Reset Frame ID Number shall be selected from Reset Frame ID
Number sequence.

e The New Receive LWE field shall be reset to zero.

e The Reset TX WIN RQST flag shall be reset to zero.

e The Reset RX WIN CMD flag shall be reset to zero.

q. The Type 3 D_PDU described immediately above is defined to be a Full
Reset CMD D_PDU. A node receiving a Full Reset CMD D_PDU shall proceed as
follows: (appendix B, reference numbers 969-976)

¢ The node shall set the transmit and receive window pointers to initial
values (as defined in STANAG 5066, section C.6.2).

e The node shall discard from its transmit queue any partially completed
C_PDUs.

e The node shall flush its receive buffers.

e The node shall respond to the originator of the Full-Reset-CMD
D_PDU by sending it a Reset/WIN Re-sync (Type 3) D_PDU with field
values set as follows:

o The Reset ACK flag shall be set to 1.

o The New Receive LWE and Reset Frame ID Number fields
shall be reset to zero.

o The Reset TX WIN RQST, Full Reset CMD, and Reset RX
WIN CMD flags shall be reset to zero.

r. The D_PDU described immediately above is defined to be a Full Reset-
ACK D_PDU. The Full Reset ACK D_PDU shall be sent only in response to the Full
Reset CMD D_PDU: (appendix B, reference number 977)

S. On receiving the Full Reset-ACK D_PDU, the node initiating the Full
Reset procedure shall proceed as follows: (appendix B, reference numbers 978)

t. The node shall set the transmit and receive window pointers to initial values
(as defined in STANAG 5066, section C.6.2). (appendix B, reference number 979-981)

e The node shall discard from its transmit queue any partially completed

C _PDUs.
e The node shall flush its receive buffers.
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3.3 Test Procedures

a. Test Equipment Required

(1)
(2)
)
(4)

Computer with STANAG 5066 Software
Modem (2 ea)
Protocol Analyzer (2ea)

RS-232 Synchronous Serial Cards

b. Test Configuration. Figure 3.2 shows the equipment setup for this
subtest.
C. Test Conduction. Table 3.1 lists the results for this subtest.
o 4 y 4 y 4 y 4
Computerﬂ Modem Modem RS-232 Computer
LAN
Analyzer

Figure 3.2. Equipment Configuration for Reset/Re-synchronization
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Table 3.1. Reset/Re-synchronization Procedures

Step Action

Settings/Action

Result

Set up equipment.

See figure 3.2. Computers are connected
to the modems by an RS-232 connection.

The connection between modems shall be
such that the receive and transmit pins on
the modem are connected to the transmit

and receive pins, respectively, of the other
modem.

Load STANAG 5066 software.

Configure the SMTP and POP3 servers
as required by the STANAG 5066
software manual.

Configure rank.

Set the rank of the client to “15” for the
computer.

Configure priority level.

Set the priority level to “0” for the
computer.

Configure STANAG addresses for
both computers.

Set the size of the STANAG address field
to 7 bytes. Set the STANAG address to
0.0.1.1 as shown in figure 3.2. Configure
protocol analyzer A, which is connected
only to the modem, to simulate a
computer with STANAG Node Address
0.0.1.2.

Configure modems.

Set modems to transmit a
MIL-STD-188-110B signal at a data rate
of 4800 bps with half duplex.

Identify client to be used.

Configure the computer to use HMTP
Client.

Configure protocol analyzer.

Configure protocol analyzer B to capture
the transmitted data between the two
computers and save it to a file. Configure
the protocol analyzer to have a 4800-bps
bit rate and to synchronize on “Ox90EB.”
Configure the protocol analyzer to drop
sync after 20 “OxFFs”. Configure the
analyzer to time stamp each captured
byte.

The following procedures are for reference numbers 703, 706-708, 710-711, 718-719, and 722-723.
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Table 3.1. Reset/Re-synchronization Procedures (continued)

Step

Action

Settings/Action

Result

Initiate handshaking protocol.

Using the data packet injector, transmit
the following hex data packet to the
computer:

(MSB) 90 EB 84 20 01 EF 00 00 10 10 00
010200 01 0A 00 01 00 00 01 18 45 29
10 AA 9C 74 1E (LSB)

*Note: This data packet assumes the
STANAG 5066 supports MIL-STD-188-
110A waveform. The EOW and CRC for
the above data packet will need to be
changed if the STANAG 5066 software
does no support the

MIL-STD-188-110A waveform.

10

Allow the computer to respond to the
data packet transmitted in step 9.

Wait until the computer 0.0.1.1 has
transmitted its handshaking response.
(The handshaking response will be
transmitted by the computer back to the
data packet injector and will begin with the
following sequence “Ox90EBS80.”)
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Table 3.1. Reset/Re-synchronization Procedures (continued)

Step

Action

Settings/Action

Result

11

Inject Type 0 D_PDUs above UWE.

Transmit the following Type 0 D_PDUs
in the order listed (left-to-right and top-
to-bottom):

(MSB) 90 EB 04 20 OE E9 00 00 10 10
000102 EC 21 D2 E3 11 00 00 33 44
7A 07 45 48 4C 4F 20 6B 69 6C 62 6F
7572 6E 65 2E 6C 65 67 65 6E 64 73
2E 6E 69 74 2E 42 2A 66 7F

90 EB 04 20 OE E9 00 00 10 10 00 01

02 E8 21 D3 66 86 00 00 33 44 7A 07

64 69 73 61 2E 6D 69 6C 0D 0A 4D 41
49 4C 20 46 52 4F 4D 3A 3C 68 66 65
6D 61 69 4E 58 8A 8B

90 EB 04 20 OE E9 00 00 10 10 00 01
02 E8 21 D4 58 AE 00 00 33 44 7A 07
6C 40 6B 69 6C 62 6F 75 72 6E 65 2E
6C 65 67 65 6E 64 73 2E 6E 69 74 2E
64 69 73 1E 6A D8 60

90 EB 04 20 OE E9 00 00 10 10 00 01
02 E8 21 D5 8A A0 00 00 33 44 7A 07
61 2E 6D 69 6C 3E 0D OA 52 43 50 54
20 54 4F 3A 3C 61 64 6D 69 6E 69 73
74726125 C9 08 6C (LSB)

*Note: The above data packets were
supported using HMTP in hex format.
The 4 above Type 0 D_PDU data
packets represent actual data packets
transmitted between the two
computers, captured in a previous test
under the same conditions as those in
this subtest.

12

Transmit TX WIN CMND Type 3

D_PDU.

After computer 0.0.1.1 has transmitted
its Type 3 D_PDU in response to the
injected Type 0 D_PDU data packets,
transmit the following Type 3 D_PDU
data packet from the data packet
injector to the STANAG computer
0.0.1.1:

(MSB) 90 EB 34 20 02 E9 00 00 10 10
00 01 02 02 00 02 22 06 (LSB)

Save the data captured with the

protocol analyzer to a file.
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Table 3.1. Reset/Re-synchronization Procedures (continued)

Step Action Settings/Action Result
Identify D_DPUs. D_PDUs begin with the following sync D_PDU
in hex format: Ox90EB. The first 4 bits, | Types =
immediately after the 0x90EB
13 sequence, will be the D_PDU Type.
Record all D_PDUs transmitted by
computer 0.0.1.1 in the order they are
transmitted.
Locate Reset Frame ID bits. The Reset Frame ID bits field is 8 bits Type 3
long and located in the 14" byte of the Reset
Type 3 D_PDU. The Type 3 D_PDU’s Frame
Type field will be (MSB) 010 1 1 (LSB) | IDs =
14 (0x3 hex).
For all Type 3 D_PDUs captured in step
13, record the Reset Frame ID bits in
the order they are transmitted.
Locate Type 3 (Reset/Re-sync) D_PDUs begin with the following sync D_PDU
D_PDU. in hex format: Ox90EB. The first 4 bits, | Type =
immediately after the 0x90EB
sequence, will be the D_PDU Type.
15 For the Type 3 D_PDU, the value will
be 0x3 in hex or 0011 in binary. Locate
the first Type 3 D_PDU transmitted by
the STANAG computer 0.0.1.1.
Record the D_PDU Type.
Locate Reserved bits for the Type 3 The Reserved bits are the first 4 bits of | Type 3
D_PDU from step 15. the 12" byte of the Type 3 D_PDU (not | Reserved
16 including the sync bits. See figure 3.1). | bits =
Record the Reserved bits.
Locate Full Reset CMND bit for the The next bit, after the Reserved bits, is | Type 3 Full
17 Type 3 D_PDU from step 15. the Full Reset CMND bit. Reset
CMND =
Record the Full Reset CMND bit.
Locate Reset TX WIN RQST bit for The next bit, after the Full Reset CMND | Type 3
18 the Type 3 D_PDU from step 15. bit, is the Reset TX WIN RQST bit. Reset TX
WIN
Record the Reset TX WIN RQST bit. RQST =
Locate Reset TX WIN CMND bit for The next bit, after the Reset TX WIN Type 3
the Type 3 D_PDU from step 15. RQST bit, is the Reset TX WIN CMND Reset TX
19 bit. WIN
CMND =
Record the Reset TX WIN CMND bit.
Locate Reset ACK bit for the Type 3 The next bit, after the Reset TX WIN Type 3
D_PDU from step 15. CMND bit, is the Reset ACK bit. Reset
20 ACK =

Record the Reset ACK bit.
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Table 3.1. Reset/Re-synchronization Procedures (continued)

Step Action Settings/Action Result
Locate New RX LWE bits for the Type | The next 8 bits, after the Reset ACK bit, | Type 3
3 D_PDU from step 15. are the New RX LWE bits. New RX
21 _
LWE =
Record the New RX LWE bits.
Locate Reset Frame ID Number bits The next 8 bits, after the New RXLWE | Type 3
for the Type 3 D_PDU from step 15. bits, are the Reset Frame ID Number Reset
29 bits. Frame ID
Number =
Record the Reset Frame ID Number
bits.
Verify that computer 0.0.1.1 D_PDUs begin with the following sync D_PDU
responded to the data packet in hex format: Ox90EB. The first 4 bits, | Type =
injector’'s Type 3 D_PDU with another | immediately after the 0xX90EB
Type 3 D_PDU. sequence, will be the D_PDU Type.
For the Type 3 D_PDU, the value will
23 be 0x3 in hex or 0011 in binary. Locate
the first Type 3 D_PDU transmitted
after data packet injector’'s Type 3
D_PDU is transmitted.
Record the D_PDU Type.
Locate Reset ACK bit for the Type 3 The Reset ACK bit is located in the 8" Type 3
D_PDU from step 23. bit of the 12" byte of the Type 3 D_PDU | Reset
24 (not including sync sequence bits). ACK =
Record the Reset ACK bit.
Confirm no other D_PDUs transmitted | Examine the Data Types from step 13, D_PDUs
until the Type 3 D_PDU in step 23 is and verify that no other D_PDUs were transmitted
transmitted. transmitted after the Type 3 D_PDU before
from step 14 until the Type 3 D_PDU Type 3
25 from step 23 was transmitted from D _PDU =
computer 0.0.1.1.
Rerord the D_PDUs transmitted before
a Type 3D_PDU was transmitted.
The following procedures are for reference numbers 712 and 715.
Send e-mail message. Send the following e-mail message
from the STANAG computer 0.0.1.1 to
the data packet injector using a Soft
Link and Non-Expedited ARQ Delivery
Method. Use the address 0.0.1.2 for
the STANAG Destination Address of
26 the data packet injector:

For the Subject Line: Test 1

In the Body:
“This is a test from address
0.0.1.1t00.0.1.2

12345678910
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Table 3.1. Reset/Re-synchronization Procedures (continued)

Step

Action

Settings/Action

Result

27

Transmit Link Accept Type 8 D_PDU
data packet.

The first data packet to be transmitted
by the computer will be to initiate a
handshaking protocol. This will be a
Type 8 D_PDU. After the computer has
transmitted its Type 8 D_PDU, respond
with the data packet injector by
transmitting the following data packet:

(MSB) 90 EB 84 A0 02 EF 00 00 10 10
00 01 02 00 01 01 00 01 00 00 01 18
257C 2054 39 E9 3C (LSB)

28

Transmit RESET TX WIN RQST Re-
sync Type 3 D_PDU.

The computer will then transmit a series
of Type 0 D_PDUs after the
handshaking has been completed.
After the computer has paused in
transmitting its Type 0 D_DPUs,
transmit the following data packet from
the data packet injector to the
computer:

(MSB) 90 EB 34 20 02 E9 00 00 10 10
00 0102 04 00 02 47 41 (LSB)

29

Transmit Re-sync Type 3 D_PDU
Acknowledgement.

The computer will then transmit a Type
3 D_PDU in response to the Type 3
D_PDU transmitted by the data packet
injector. Upon completion of this Type
3 D_PDU, transmit the following data
packet from the data packet injector to
the computer:

(MSB) 90 EB 34 20 02 E9 00 00 10 10
00 01 02 01 00 03 DB B9 (LSB)

Save the data obtained through the
protocol analyzer to a file.

30

Verify Re-sync Protocol completed,
and the computer resumed,
transmitting as normal.

After the final Type 3 D_PDU is
transmitted from the data packet
injector, the computer should resume
transmitting Type 0 and/or Type 2
D_PDUs. D_PDUs begin with the sync
sequence 0x90EB. The next 4 bits,
after the sync sequence, are the
D_PDU Type bits.

Confirm that the computer resumed
transmitting Type 0 and/or Type 2
D_PDUs after the final Type 3 D_PDU
was transmitted by the data packet
injector.

Re-sync
Protocol
Procedures
completed?

YN
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Table 3.1. Reset/Re-synchronization Procedures (continued)

Step Action Settings/Action Result
Identify D_DPUs. D_PDUs begin with the following sync D_PDU
in hex format: Ox90EB. The first 4 bits, | Types =
immediately after the 0x90EB
31 sequence, will be the D_PDU Type.
Record all D_PDUs transmitted by
computer 0.0.1.1 in the order they are
transmitted.
Locate Type 3 (Reset/Re-sync) D_PDUs begin with the following sync D_PDU
D_PDU. in hex format: Ox90EB. The first 4 bits, | Type =
immediately after the 0x90EB
sequence, will be the D_PDU Type.
32 For the Type 3 D_PDU, the value will
be 0x3 in hex or 0011 in binary. Locate
the first Type 3 D_PDU transmitted by
the STANAG computer 0.0.1.1.
Record the D_PDU Type.
Locate Reserved bits for the Type 3 The Reserved bits are the first 4 bits of | Type 3
D_PDU from step 32. the 12" byte of the Type 3 D_PDU (not | Reserved
33 including the sync bits. See figure 3.1). | bits =
Record the Reserved bits.
Locate Full Reset CMND bit for the The next bit, after the Reserved bits, is | Type 3 Full
34 Type 3 D_PDU from step 32. the Full Reset CMND bit. Reset
CMND =
Record the Full Reset CMND bit.
Locate Reset TX WIN RQST bit for The next bit, after the Full Reset CMND | Type 3
35 the Type 3 D_PDU from step 32. bit, is the Reset TX WIN RQST bit. Reset TX
WIN
Record the Reset TX WIN RQST bit. RQST =
Locate Reset TX WIN CMND bit for The next bit, after the TX WIN RQST Type 3
36 the Type 3 D_PDU from step 32. bit, is the Reset TX WIN CMND bit. Reset TX
WIN
Record the Reset TX WIN CMND bit. CMND =
Locate Reset ACK bit for the Type 3 The next bit, after the Reset TX WIN Type 3
37 D_PDU from step 32. CMND bit, is the Reset ACK bit. Reset
ACK =
Record the Reset ACK bit.
Locate New RX LWE bits for the Type | The next 8 bits, after the Reset ACK bit, | Type 3
3 D_PDU from step 32. are the New RX LWE bits. New RX
38 LWE =
Record the New RX LWE bits.
Locate Reset Frame ID Number bits The next 8 bits, after the New RXLWE | Type 3
for the Type 3 D_PDU from step 32. bits, are the Reset Frame ID Number Reset
39 bits. Frame ID
Number =

Record the Reset Frame ID Number
bits.
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Table 3.1. Reset/Re-synchronization Procedures (continued)

Step

| Action

| Settings/Action

Result

The following procedures are for reference numbers 709 and 963-981.

40

Initiate handshaking protocol.

Using the data packet injector, transmit
the following hex data packet to the
computer:

(MSB) 90 EB 84 20 01 EF 00 00 10 10
00 01 02 00 01 OA 00 01 00 00 01 18
4529 10 AA9C 74 1E (LSB)

*Note: This data packet assumes the
STANAG 5066 supports waveform
MIL-STD-188-110A. The EOW and
CRC for the above data packet will
need to be changed if the STANAG
5066 software does not support the
MIL-STD-188-110A waveform.

41

Allow the computer to respond to the
data packet transmitted in step 9.

Wait until the computer 0.0.1.1 has
transmitted its handshaking response.
(The handshaking response will be
transmitted by the computer back to the
data packet injector and will begin with
the following sequence 0x90EB80.)

42

Inject data packets.

Transmit the following Type 0 D_PDU
in the order listed (left-to-right and top-
to-bottom):

(MSB) 90 EB 30 00 05 E9 00 00 10 10
00 01 02 08 00 01 B7 07 90 EB 30 00
03 E9 00 00 10 10 00 01 02 08 00 01
D4 EA 90 EB 30 00 01 E9 00 00 10 10
00 0102 08 00 01 F5 B1 (LSB)

Save the data obtained through the
protocol analyzer to a file.

43

Locate Type 3 (Reset/Re-sync)
D_PDU.

D_PDUs begin with the following sync
in hex format: Ox90EB. The first 4 bits,
immediately after the 0x90EB
sequence, will be the D_PDU Type.
For the Type 3 D_PDU, the value will
be 0x3 in hex or 0011 in binary.

Record the D_PDU Type transmitted by
computer 0.0.1.1 in response to the
data packet injector’s Type 3 D_PDU
data packet.

D_PDU
Type =

44

Locate Reserved bits for the Type 3
D_PDU from step 43.

The Reserved bits are the first 4 bits of
the 12" byte of the Type 3 D_PDU (not
including the sync bits. See figure 3.1).

Record the Reserved bits.

Type 3
Reserved
bits =
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Table 3.1. Reset/Re-synchronization Procedures (continued)

Step Action Settings/Action Result
Locate Full Reset CMND bit for the The next bit, after the Reserved bits, is | Type 3 Full
45 Type 3 D_PDU from step 43. the Full Reset CMND bit. Reset
CMND =
Record the Full Reset CMND bit.
Locate Reset TX WIN RQST bit for The next bit, after the Full Reset CMND | Type 3
46 the Type 3 D_PDU from step 43. bit, is the Reset TX WIN RQST bit. Reset TX
WIN
Record the Reset TX WIN RQST bit. RQST =
Locate Reset TX WIN CMND bit for The next bit, after the TX WIN RQST Type 3
47 the Type 3 D_PDU from step 43. bit, is the Reset TX WIN CMND bit. Reset TX
WIN
Record the Reset TX WIN CMND bit. CMND =
Locate Reset ACK bit for the Type 3 The next bit, after the TX WIN CMND Type 3
D_PDU from step 43. bit, is the Reset ACK bit. Reset
48 _
ACK =
Record the Reset ACK bit.
Locate New RX LWE bits for the Type | The next 8 bits, after the Reset ACK bit, | Type 3
3 D_PDU from step 43. are the New RX LWE bits. New RX
49 _
LWE =
Record the New RX LWE bits.
Locate Reset Frame ID Number bits The next 8 bits, after the New RXLWE | Type 3
for the Type 3 D_PDU from step 43. bits, are the Reset Frame ID Number Reset
50 bits. Frame ID
Number =
Record the Reset Frame ID Number
bits.
Locate Type 0 D_PDU. D_PDUs begin with the following sync
in hex format: 0x90EB. The first 4 bits
immediately after the 0xX90EB sequence
will be the D_PDU Type. For the Type
51 0 D_PDU, the value will be 0x0 in hex
or 0000 in binary. Locate the first Type
0 D_PDU transmitted by computer
0.0.1.1 after the Full Reset protocol had
completed.
Locate TX FSN of the first Type 0 The TX FSN is an 8-bit field located in Type O
52 D_PDU captured in step 51. the 14" byte of the Type 0 D_PDU. D _PDUTX
FSN =

Record the TX FSN.
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Table 3.1. Reset/Re-synchronization Procedures (continued)

Step | Action

Settings/Action |  Result

Procedures for reference numbers 713-714, 720, and 721 are currently underdevelopment, and their
results are to be developed.

Legend:

ACK—Acknowledgement

ARQ—Automatic Repeat-Request

bps—bits per second

CMND—Command

CRC—Cyclic Redundancy Check
D_PDU—Data Transfer Sublayer Protocol Data Unit
e-mail—Electronic Mail

EOW—Engineering Orderwire

FSN—Frame Sequence Number
hex—hexadecimal

HMTP—High Frequency Mail Transfer Protocol
ID—Identification

LSB—Least Significant Bit

LWE—Lower Window Edge
MIL-STD—Military Standard
MSB—Most Significant Bit
POP3—Post Office Protocol 3
Re-sync—Re-synchronization
RQST—Request

RX—Receive

SMTP—Simple Mail Transfer Protocol
STANAG—Standardization Agreement
sync—synchronization

TX—Transmit

UWE—Upper Window Edge
WIN—Window
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Table 3.2. Reset/Re-synchronization Results

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
The Reset/WIN Re-synchronization Type 3
(SYNC) D_PDU shall be used to control | D_PDU
the re-sync or re-initialization of the transmitted in
703 C.3.6 selective-repeat ARQ protocol, response to
operating on the link between the D_PDUs
source and destination nodes. being out of
sync.
The reception of this D_PDU shall result | Type 3
in the transmission of an D_PDU with
acknowledgement D_PDU by the Reset ACK =
receiving node. For the IRQ protocol 1 sentin
706 C36 used with the Reset/WIN Re-sync response to
" D_PDU, the Reset/WIN Re-sync Type 3
D_PDU is used for both data and D_PDU
acknowledgement, as specified below. transmitted by
Data Packet
Injector.
Transmission of D_PDUs supporting No Types 0, 1,
the regular-data service, i.e., of Data or2 D _PDUs
(Type 0), ACK (Type 1) and Data-ACK | transmitted
707 C36 (Type 2) D_PDUs, shall be suspended during
e pending completion of any stop-and- exchange
wait protocol using the Reset/WIN Re- sequence of
sync D_PDUs. Type 3
D PDUs.
The Reset/WIN Re-sync D_PDU shall Type 3
contain the following fields within its D_PDU
D_PDU Type-Specific Part, mapped structured as
and encoded, in accordance with figure | figure 3.1.
C-14 and the paragraphs below:
708 C.36 e FULL RESET CMND
e RESET TX WIN RQST
¢ RESET TX WIN CMND
e RESETACK
¢ NEW RXLWE
o RESET FRAME ID NUMBER
The Full Reset CMND flag shall be set Type O
equal to one (1) to force a full reset of D _PDUTX
709 C36 the ARQ machines at the transmitter FSN = 0 after
o and receiver to their initial values as Full Reset
specified in STANAG 5066, sections Protocol
C.6.2 and C.6.3. completed.
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Table 3.2. Reset/Re-synchronization Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
A Type 3 D_PDU with the Reset TX RESET TX
WIN RQST flag set equal to one (1) WIN RQST =
710 C36 shall be used to request a re-sync of the | 1 when Type
- TX-LWE and RX-LWE pointers used for | 0 D_PDUs
DATA in the transmit and receive transmitted
nodes. above UWE.
A node that receives a Type 3 D_PDU Computer
with the Reset TX WIN RQST flag set responded
equal to one shall respond by forcing with a Type 3
re-sync of the windows using a D_PDU with
Reset/WIN Re-sync D_DPU and the Reset TX WIN
711 C.3.6 Reset TX WIN CMND flag, as specified | CMND =1
e below. after receiving
a Type 3
D_DPU with
RESET TX
WIN RQST =
1.
A RESET/WIN Re-sync TYPE 3 Type 3
D_PDU with the RESET TX WIN CMND | D_PDU with
flag set equal to one (1) shall be used to | Reset TX WIN
force a re-sync of the TX-LWE and RX- | CMND =1
712 C36 LWE pointers. after receiving
aType 3
D_DPU with
RESET TX
WIN RQST =
1.
A node that sends a Type 3 D_PDU
713 C.3.6 with the Reset TX WIN CMND flag set
equal to one shall proceed as follows:
The New Receive LWE field shall be set | TBD N/A
714 C.3.6 equal to the value of the sending node’s
RX LWE.
The sending node shall wait for a No further
Reset/WIN Re-sync Type 3 D_PDU D_PDUs
with the Reset ACK flag set equal to transmitted by
one as an acknowledgement that the computer
715 C36 re-sync has been performed. 0.0.1.1 until
after Type 3
D PDU s
transmitted
with Reset
ACK =1.
A node that receives a Type 3 D_PDU
716 C.3.6 with the Reset TX WIN CMND flag set
equal to one shall proceed as follows:
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Table 3.2. Reset/Re-synchronization Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
The value of the node’s TX LWE shall TBD N/A
717 C36 be se_t equal to_the _value of the NEW
e Receive LWE field in the Reset/WIN
Re-sync D_PDU that was received;
The node shall send a Reset/WIN Re- Type 3
sync Type 3 D_PDU with the Reset D_PDU with
ACK flag set equal to one as an Reset ACK =
718 C36 acknowledgement that the re-sync has 1 sent upon
" been performed. completion of
RESET/WIN
Re-sync
procedures.
The Reset-ACK flag shall be set equal Type 3
to one (1) to indicate an D_PDU with
acknowledgement of the most recently Reset ACK =
719 C36 received Reset/WIN Re-sync TYPE 3 1 sent upon
- D_PDU. completion of
RESET/WIN
Re-sync
procedures.
The New Receive LWE field specifies TBD N/A
the value of the new receiver ARQ RX-
720 C.3.6 LWE, as noted above, and shall be
valid only when the value of the Reset
WIN CMND flag equals one (1).
The value of the New Receive LWE TBD N/A
721 C.3.6 field shall be ignored in any other
situation.
The Data Transfer Sublayer shall use Type 3
the Reset Frame ID NUMBER field to D_PDUs with
determine if a given Reset/WIN Re-sync | same RESET
D_PDU received is a copy of one FRAME ID
already received. NUMBERs
722 C.3.6 transmitted in
the same
transmission
interval are
copies of each
other.
The value of the Reset Frame ID RESET
Number field shall be a unique integer FRAME ID
(modulo 256) assigned in ascending NUMBER
723 C36 order to Reset/WIN Re-sync D_PDUs ascending in
- and will not be released for reuse with modulo 256
another D_PDU until the D_PDU to order.
which it was assigned has been
acknowledged.
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Table 3.2. Reset/Re-synchronization Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
A Full Reset procedure shall by a node
963 C.6.5 sending a Type 3 Reset/WIN Re-sync
D PDU with field values as follows:
The Full Reset CMD flag shall be setto | Type 3
1. D_PDU FULL
RESET CMD
964 Flag = 1 for
initiating Full
Reset.
The Reset Frame ID Number shall be Reset Frame
965 selected from Reset Frame ID Number | ID Number is
sequence. ascending
modulo 256.
The New Receive LWE field shall be NEW RX LWE
966 reset to zero. = 0 for
initiating Full
Reset.
The Reset TX WIN RQST flag shall be RESET TX
reset to zero. WIN RQST
967 Flag = 0 for
initiating Full
Reset.
C65 The Reset RX WIN CMD flag shall be RESET TX
o reset to zero. WIN CMD
968 Flag = 0 for
initiating Full
Reset.
The Type 3 D_PDU described
immediately above is defined to be a
969 Full Reset CMD D_PDU. A node
receiving a Full Reset CMD D_PDU
shall proceed as follows:
The node shall set the transmit and D_PDU’s TX
receive window pointers to initial values | FSN = 0O for
(as defined in STANAG 5066, section Type O
970 C.6.2). p_PDL_J
immediately
following a
Full Reset
protocol.
971 The node shall discard from its transmit | TBD N/A
queue any partially completed C PDUs.
972 The node shall flush its receive buffers. | TBD N/A
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Table 3.2. Reset/Re-synchronization Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

973

974

975

976

C.6.5

The node shall respond to the originator
of the Full-Reset-CMD D_PDU by
sending it a Reset/WIN Re-sync (Type
3) D_PDU with field values set as
follows:

Type 3
D_PDU
transmitted
from computer
receiving a
Type 3
D_PDU with a
Full Reset.

The Reset ACK flag shall be set to 1.

Type 3
D_PDU
RESET ACK =
1 for computer
responding to
a Full Reset.

The New Receive LWE and Reset
Frame ID Number fields shall be reset
to zero.

Type 3
D_PDU NEW
RXLWE =0
for computer
responding to
a Full Reset.

The Reset TX WIN RQST, Full Reset
CMD and Reset RX WIN CMD flags
shall be reset to zero.

Type 3
D_PDU TX
WIN RQST =
0 for computer
responding to
a Full Reset.

Type 3
D_PDU FULL
RESET CMD
=0 for
computer
responding to
a Full Reset.

Type 3
D_PDU
RESET TX
WINCMD =0
for computer
responding to
a Full Reset.
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Table 3.2. Reset/Re-synchronization Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
The D_PDU described immediately Type 3
above is defined to be a Full-Reset- D_PDU with
ACK D_PDU. The Full Reset ACK ACK =1 and
D_PDU shall be sent only in response all other fields
to the Full Reset CMD D_PDU. =0
977 trans_mitted
only in
response to
Type 3
D_PDU with
FULL RESET
C.6.5 CMD =1.
On receiving the Full-Reset-ACK
D_PDU, the node initiating the Full
978
Reset procedure shall proceed as
follows:
The node shall set the transmit and TBD N/A
979 receive window pointers to initial values
(as defined in STANAG 5066, section
C.6.2).
980 The node shall discard from its transmit | TBD N/A
gueue any partially completed C_PDUs.
981 The node shall flush its receive buffers. | TBD N/A

Note: Locating specific values of RX and TX UWE and LWEs are internal to the software and may be vendor specific,
and are therefore untestable at this time.

Legend:
ACK—Acknowledgement
ARQ—Automatic Repeat-Request
CMD—Command
CMND—Command

C_PDU—Channel Access Sublayer Protocol Data Unit
D_PDU—Data Transfer Sublayer Protocol Data Unit

FSN—Frame Sequence Number
IRQ—Idle Repeat-Request
ID—Identification

LWE—Lower Window Edge

N/A—Not Available
RQST—Request
RX—Receive
STANAG—Standardization Agreement
sync—synchronization
TBD—To Be Determined
TX—Transmit
UWE—Upper Window Edge
WIN—Window
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SUBTEST 4. MANAGEMENT CONTROL PROTOCOLS

4.1 Objective. To determine the extent of compliance to the requirements of
STANAG 5066, reference numbers 742-753, 759-761, 767-769, 844-861, 925, 927-931,
933-936, 938-943, and 947-962.

4.2 Criteria

a. The Management (Type 6) D_PDU shall be used to send Engineering
Orderwire (EOW) Messages or Management Protocol Data Units when the transmitting
node needs an explicit acknowledgement that they were received. (appendix B,
reference number 742)

b. A Data Transfer Sublayer entity shall acknowledge receipt of a
Management (Type 6) D_PDU by sending a Management (Type 6) D_PDU with the
ACK flag set to the value (1). (appendix B, reference number 743)

C. The processing and transmission of Management (Type 6) D_PDUs shall
take precedence over and bypass all other pending D_PDU Types in the Data Transfer
Sublayer. (appendix B, reference number 744)

d. The exchange of Management D_PDUs is regulated by a stop-and-wait
protocol, i.e., there shall be only one unacknowledged Management D_PDU at any
time. (appendix B, reference number 745)

e. The Management D_PDU shall contain the following fields within its
D_PDU Type-Specific Part, mapped and encoded, in accordance with figure 4.1 and the
paragraphs below: (appendix B, reference number 746)

Extended Message Flag

Valid Message

ACK

Management Frame ID Number
Extended Management Message
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Legend: ACK—Acknoweldgement, CRC—Cyclic Redundancy Check, EOW—Engineering Orderwire, EOT—End
Of Transmission, LSB—Least Significant Bit, , MSB—Most Significant Bit, SYN—Synchronization

Figure 4.1. Frame Format for Management D_PDU Type 6

f. The Valid Message field shall be set to the value (1) if the EOW field of the
D_PDU contains a valid management message or the initial segment of a valid
management message that is continued in the Extended Management Message field.
(appendix B, reference number 747)

g. The Valid Message field shall be set to the value (0) if the EOW field
contains an EOW message for which an acknowledgement message is not required.
(appendix B, reference number 748)

h. If the Valid Message field is set to (0), the Management D_PDU shall be
used only to acknowledge receipt of another Management D_PDU. (appendix B,
reference number 749)

i The Extended Message Flag shall be set to the value (1) if the D_PDU

contains a non-zero, non-null Extended Management Message field. (appendix B,
reference number 750)
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j- If the Extended Message Flag is set to the value (0), the Extended
Management Message field shall not be present in the Management D_PDU.
(appendix B, reference number 751)

k. The Management Frame ID Number field shall contain an integer in the
range [0,255] with which Management D_PDUs shall be identified. (appendix B,
reference numbers 752 and 753)

I The current value of the TX Management Frame ID Number shall be
placed in the appropriate field of each unique Management D_PDU transmitted.
(appendix B, reference number 759)

m. The current value of the TX Management Frame ID Number shall be
incremented by one, modulo 256, after each use, unless transmission of repeated
copies of the Management D_PDU are specified for its use, e.g., as in section C.6.4.2 of
STANAG 5066. (appendix B, reference number 760)

n. Management D_PDUs that have been repeated (e.g., in accordance
section C.6.4.2 of STANAG 5066) shall have the same Management Frame ID Number.
(appendix B, reference number 761)

o. There shall be a one-to-one correspondence between management
messages and Management D_PDUs; that is, each message is placed into a separate
D_PDU (which may be repeated a number of times as specified in STANAG 5066,
section C.6.4). (appendix B, reference number 767)

p- The 12-bit EOW section of the D_PDU shall carry the EOW (non-
extended) management message, as specified in STANAG 5066, section C.5.
(appendix B, reference number 768)

q. The Extended Management Message field may be used to transmit other
implementation-specific messages that are beyond the scope of STANAG 5066. When
the Extended Message field is present and in use, the Extended Message Flag shall be
set to the value (1). (appendix B, reference number 769)

r. Implementation-Specific Extended Management messages shall be
identified and encoded through the use of the Extended Message Flag as specified in
section C.3.9 of STANAG 5066 for the Management D_DPU. (appendix B, reference
number 844)

S. The types of EOW messages shall be as defined in table 4.1. (appendix
B, reference number 845)
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Table 4.1. EOW Message Types

Message Type Function Contents
0 RESERVED All Bits Reset To “0”
1 Data Rate Change Request | New HF modem transmit data rate and
(DRC_Req) interleaving setting for DRC master.
2 Data Rate Change Positive or negative response
Response (DRC_Resp) (including reason if negative).
3 Unrecognized Type Error: Message Type field which is not
User Defined Message recognized.
Type
4 Capability Advertisement Bit map describing capabilities of node.
5 Frequency Change/ As defined in annex | — Messages and
ALM Request Procedures for Frequency Change.
6 Frequency Change/ As defined in annex | - Messages and
ALM Response Procedures for Frequency Change.
7-15 Unspecified/user-defined
Legend: ALM—Automatic Link Maintenance, DRC—Data Rate Change, DRC_Request—Data Rate
Change Request, DRC_Response—Data Rate Change Response, HF—High Frequency

t. The format of the EOW message types shall be as shown in figure 4.2.
(appendix B, reference number 846)

AWER LB MSE LB

La
[
=
]

11 143 g & 7 G 5] 4

TYPE contenis

Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 4.2. Generic Format of EOW Messages

u. The Type field of the EOW message shall be filled with the hex value of
the appropriate message type (units only), with the Least Significant Bit (LSB) of the
Type value placed in the LSB of the Type field. (appendix B, reference number 847)

V. The Contents field shall be EOW type-specific, in accordance with the
subsections below. (appendix B, reference number 848)

w. The Data Rate Change (DRC) Request (Type 1) EOW message shall be
used in conjunction with the DRC protocol, as specified in section C.6.4 of STANAG
5066. (appendix B, reference number 849)

X. The DRC Request (Type 1) EOW message shall be formatted and
encoded as specified in figure 4.3 and the paragraphs that follow, and includes the
following type-specific subfields: (appendix B, reference number 850)
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e Data Rate
e Interleaving
e Other Parameters
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Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 4.3. Format of Management Message Type 1

y. The Data Rate Parameter shall be the rate at which the node originating

the message (i.e., either the DRC Master or Advisee, as noted in section C.6.4 of

STANAG 5066 specifying DRC procedures) wishes to transmit data, in accordance with
the encoding defined in table 4.2. (appendix B, reference number 851)

Table 4.2. Data Rate Parameter Message Type 1

MSB-LSB Interpretation
0000 75 bps
0001 150 bps
0010 300 bps
0011 600 bps
0100 1200 bps
0101 2400 bps
0110 3200 bps
0111 3600 bps
1000 4800 bps
1001 6400 bps
1010 7200 bps
1011 9600 bps
Others Reserved
Legend: bps—bits per second, LSB—Least Significant Bit, MSB—Most
Significant Bit

z. The Interleaver Parameter field shall specify the interleaver requested for

use by the node producing the message (for that link, if multiple links/modems are in
use) with respect to transmit and receive operation, in accordance with table 4.3.

(appendix B, reference number 852)
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Table 4.3. Interleaver Parameter Message Type 1

MSB-LSB Interpretation
00 No Interleaving
01 Short Interleaving
10 Long Interleaving
11 Reserved
Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

aa. The Other Parameters field shall specify the capabilities of the modem in
use by the node producing the message (for that link, if multiple links/modems are in
use) with respect to transmit and receive data rates and whether the message is an
advisory message or request message, in accordance with table 4.4. (appendix B,
reference number 853)

Table 4.4. Contents for Type 1 Message (Other Parameters)

MSB-LSB Interpretation
00 DRC Request: Master has independent data
rate (change applies to TX data rate only)
01 DRC Request: TX and RX data rate at master

must be equal (change will apply to both TX and
RX data rates)

10 DRC Advisory: Advising node has independent
data rate for TX and RX (change applies to RX
data rate only)

11 DRC Advisory: TX and RX data rate at advising
node must be equal (change will apply to both
TX and RX data rates)

Legend: DRC—Data Rate Change, LSB—Least Significant Bit, MSB—Most
Significant Bit, RX—Receive, TX—Transmit

ab. The DRC Response (Type 2) EOW message shall be used in conjunction
with the DRC protocol, as specified in section C.6.4 of STANAG 5066. (appendix B,
reference number 854)

ac. The DRC Response (Type 2) EOW message shall be encoded as shown
in figure 4.4 and include the following fields: (appendix B, reference number 855)

e Response
e Reason
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Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 4.4. Format of Type 2 Message
ad. The Response field shall indicate the originator’s response to the last
DRC-related message it received, with possible responses and their encoding as
defined in table 4.5. (appendix B, reference number 856)

Table 4.5. Contents for Type 2 Message (Response)

MSB-LSB Interpretation
000 Accept
001 Refuse
010 Cancel
011 Confirm
| Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

ae. The Reason field shall indicate the originator’s reason for its response,
with possible reasons and their encoding as defined in table 4.6. (appendix B,
reference number 857)

Table 4.6. Contents for Type 2 Message (Reason)

MSB-LSB Interpretation
00000 No reason (used to indicate unconditional
acceptance of DRC_Request)
00001 TX and RX parameters must be the same
(conditionally accept)
00010 Not possible to change modem data rate
00011 Not possible to change modem interleaving
00100 Not possible to change modem data rate or
interleaving
00101 Not consistent with local conditions
Legend: DRC_Request—Data Rate Change Request, LSB—Least Significant Bit,
MSB—Most Significant Bit, RX—Receive, TX—Transmit

af. The Unrecognized-Type Error (Type 3) EOW message shall be used to
declare an error related to receipt of EOW message. (appendix B, reference number
858)
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ag. The Unrecognized-Type Error (Type 3) EOW message shall be encoded
as shown in figure 4.5 and include the following fields: (appendix B, reference number
859)

e Response
e Reason

MAR 1.513 MET L5B MER L5
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TYPE Response Reason

Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 4.5. Format of Type 3 Message

ah. The type of the unrecognized EOW message or the message that
triggered the error shall be mapped into the four LSBs of the Reason field. (appendix B,
reference number 860)

ai. The unused Most Significant Bit (MSB) of the Reason field and all bits in
the Response field shall be reset to the value (0). (appendix B, reference number 861)

aj. If DRC is implemented, it shall be implemented as specified in the
subsections below. (appendix B, reference numbers 925)

ak. All connections on which the data rate or other modem parameters can be
controlled shall be initiated at 300 bits per second (bps), using short interleaving.
(appendix B, reference number 927)

al. The waveform shall be selected by the operator during node initialization.
(appendix B, reference number 928)

am. Algorithms, to determine when or if the data rate change capability would
be exercised, are beyond the scope of STANAG 5066. At a minimum, systems
implementing STANAG 5066 shall implement and support data rate changes in
accordance with the procedures defined here. (appendix B, reference number 929)

an. On receiving an EOW Type 1 DRC message with the Other Parameters
field indicating that this is a request for a DRC, a node shall comply with the parameters
specified in the message unless some specific reason prevents it doing so. Generally,
this means that the node will initiate a DRC procedure. (appendix B, reference number
930)
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ao. Following a decision to change the data rate, a node shall use Type 6
D_PDUs (i.e., Management D_PDUs) containing Type 1 and Type 2 EOW messages to
implement and coordinate the change. (appendix B, reference number 931)

ap. DRCs shall be effective only for a single connection. (appendix B,
reference number 933)

aq. If a node has a number of connections active with different nodes, the
DRC decisions and procedures shall be executed independently for each connection.
(appendix B, reference number 934)

ar. The message numbered [1] in the figure indicates an EOW advisory
message. The DRC master shall send a DRC Request Message, i.e., a Management
(Type 6) D_PDU containing a DRC Request (Type 1) EOW Message [2], with the
parameters equal to the intended new transmit data rate for the DRC master. (appendix
B, reference number 935)

as. The Other Parameters field of the Type 1 Management message shall be
set to indicate the data rate capabilities of the modem in use at the DRC master for this
connection, to indicate that this is a request for a change and not an advisory message.
In the scenario of figure 4.6, the modem at the DRC master has independent transmit
and receive data rate. (appendix B, reference number 936)

at. Time-outs shall be set to allow a number of retransmissions before failure
is declared and the D_CONNECTION_LOST Primitive issued. The number of
retransmissions before a time-out shall be configurable in the implementation with a
default value of 3. (appendix B, reference numbers 938 and 939)

au. If this procedure was initiated in response to a DRC Request (Type 1)
Advisory message, the modem data rate and interleaving parameters shall be identical
to the parameters in the EOW Type 1 DRC Advisory message, unless they specify a
speed for which the DRC master is not equipped. (appendix B, reference number 940)
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Legend: D_PDU—Data Transfer Sublayer Protocol Data Unit, DRC—Data Rate Change, DT_ACK—Data Acknowledgement,
P—Parameter, tx—Transmit, rx—Receive

Figure 4.6. Data Rate Change Procedure (Scenario 1)

av. D_PDUs containing a DRC Request (Type 1) EOW message shall be
repeated depending on the data rate at which it is transmitted, in accordance with the
specification in table 4.7. (appendix B, reference number 941)

Table 4.7. Minimum Number of DRC Messages to Be Transmitted at Various Data
Rates Using STANAG 4285 Modem

Data Rate Repetitions w/ Short Repetitions w/ Long
Interleave Interleave
75 1 9
150 1 18
300 1 37
600 3 75
1200 7 150
2400 15 300
Legend: DRC—Data Rate Change, STANAG—Standarization Agreement

aw. Implementation Note: The number of transmissions in table 4.7 has been
specified to (nearly) fill the interleave buffer for the waveform specified by STANAG
4285. For waveforms and interleaver settings not shown, the number of transmissions
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shall be adjusted as required to minimize the use of “stuff bits” to fill the modem
interleave buffer. (appendix B, reference number 942)

ax. Repeated Management D_PDUs containing a DRC Request (Type 1)
management message shall have the same Frame ID Number in each of the copies.
(appendix B, reference number 943)

ay. The DRC slave shall respond to the DRC_Request D_PDU with a
DRC_Response message, i.e., a Type 6 Management D_PDU containing a Type 2
DRC Response EOW message, as follows: (appendix B, reference numbers 947-951)

The DRC Response message shall indicate either “accept” or “refuse,”
in accordance with the management message specifications of section
C.3.5 of STANAG 5066, indicating the DRC slave’s capability to
change the modem parameters or not.

If the DRC slave accepts the DRC_Request, the Reason field shall
indicate either “unconditional acceptance” or “TX and RX parameters
must be the same.”

If the DRC slave refuses the request, the Reason field shall indicate
the reason for the refusal.

The “Not consistent with local conditions” parameter shall only be used
to refuse a DRC_Request which indicates a less robust mode (i.e.,
higher data rate or shorter interleaver) that cannot be supported with
the node’s current local conditions for noise or error rate.

az.  After receiving the DRC_Response message, the DRC master shall
review its contents and determine the appropriate response, e.g., the Data
Acknowledgement (DT_ACK) (only) [4], in accordance with table 4.8. (appendix B,
reference numbers 952-955)
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Table 4.8. DRC_Responses and Allowed DRC Master Actions

DRC_Response DRC_Response Reason Action allowed by DRC master
accept Unconditional a) Send DT_ACK
[DT_ACK=TYPE 6 D_PDU w/ ACK field
set]
accept Transmit and receive a) Send DT_ACK, or
parameters must be the same. b) Send DRC_Response [cancel], or
c) Send new DRC Request (note 1)
refuse Not possible to change modem | a) send DRC_Response [cancel]
data rate. (note 2), or
b) send DRC_Request (note 3) [with
DT ACK]
refuse Not possible to change modem | a) Send DRC_Response [cancel]
interleave. (note 2), or
b) Send DRC_Request (note 4)
[with DT_ACK]
refuse Not possible to change modem | a) Send DRC_Response [cancel]
data rate or interleave. (note 2) [with DT_ACK]
refuse Not consistent with local a) Send DRC_Response [cancel]
conditions (note 5). (note 2), or
b) Send DRC_Request (note 6)
[with DT_ACK]
Legend: ACK—Acknowledgement, DRC—Data Rate Change, D_PDU—Data Transfer Sublayer Protocol Data Unit,
DT_ACK—Data Acknowledgment, DRC_Request—Data Rate Change Request, DRC_Response—Data Rate Change
Response

Notes to table 4.8 and further DRC requirements are as follows:

Note 1: If the procedure is initiated in response to EOW Type 1 message, the DRC
master should already know that the DRC slave’s TX and RX parameters must be the
same. Therefore, the DRC master shall reply with a DT_ACK, i.e., a Management

(Type 6) D_PDU with the ACK field set equal to (1), accepting that the new parameters

will apply to both transmit and receive.

Note 2: A DRC slave that refused a change request shall acknowledge the DRC
Response (cancel) message with a DT_ACK only and then terminate the DRC

procedure.

Note 3: If the DRC slave refused the change request because it is not possible to
change its modem data rate, a new DRC_Request may be sent by the DRC master to
request a different interleave setting at the same data rate.

Note 4: If the DRC slave refused the change request because it is not possible to
change its interleave setting, a new DRC_Request may be sent by the DRC master to
request a different data rate setting at the same interleave setting.

Note 5: As required by previous paragraphs, the DRC slave may refuse the request

with “Reason = not consistent with local conditions” if and only if it is in response to a
request for a less robust set of parameters. For example, a request for a higher data
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rate and/or shorter interleaver, than currently in use, would be rejected by the DRC
slave if it has determined that these cannot be supported by the current link conditions
at the receiver.

Note 6: If the nodes make use of the EOW Type 1 (Advisory) message to initiate the
DRC procedure, the master shall send the DRC_Response (cancel) and await an
updated EOW recommendation before initiating another DRC procedure. If EOW Type
1 messages are not used, DRC_Request may be sent by master to request different
modem parameters that may be consistent with the local conditions. In the table and
notes in the preceding paragraphs, a DT_ACK refers to a Data Transfer.

ba. IfaDT_ACK (with no further management message) is sent in reply to a
DRC_Response “accept” (as shown in figure 4.7), the nodes shall change their
respective modem parameters and proceed to the “confirmation” phase. (appendix B,
reference number 956)

bb. The DRC slave shall NOT change its modem parameters until it has
received a DT_ACK (with no further management message) from the DRC master.
(appendix B, reference number 957)

bc. IfaDT_ACK (with no further management message) is sent by the DRC
slave in reply to a DRC_Response “cancel,” both nodes shall abandon the procedure
and return to the prior state without changing modem parameters. (appendix B,
reference number 958)

bd. After abandoning a DRC procedure because of failure, if node A (formerly
the DRC slave) has no queued data or acknowledgements to send to node B, it shall
send a Data D_PDU, Expedited Data D_PDU, or Non-ARQ D_PDU, with zero data
attached. (appendix B, reference number 959)

be. On receiving the DRC Confirm message, the DRC master shall respond
with a DT_ACK and then return to the processing state it was in before executing the
DRC procedure. (appendix B, reference number 960)

bf.  After sending the DRC Confirm message [5] to the master and receiving
the DT_ACK from the master, the slave shall return to the processing state it was in
before executing the DRC procedure and send any queued D_PDUs to node B.
(appendix B, reference number 961)

bg. If node A (formerly the DRC slave) has no queued data to send to node B,

it shall send a Data D_PDU or Expedited Data D_PDU with zero data attached and the
C_PDU Segment Size field set equal to (0). (appendix B, reference number 962)
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4.3 Test Procedures
a. Test Equipment Required

(1)  Computers (3 ea) with STANAG 5066 Software
(2) Modems (3 ea)
(3) Protocol Analyzer
(4) High Frequency (HF) Simulator (2 ea)
(5) Two Position Switch
(6) HF Radios (3 ea)
(7) Data Packet Injector
(8) RS-232 Synchronous Serial Cards (3 ea)
(9) Asynchronous Control Line
(10)  Attenuated Network

b. Test Configuration. Figures 4.7, 4.8, and 4.9 shows the equipment setup
for this subtest.

C. Test Conduction. Table 4.9 lists procedures for this subtest and table
4.10 lists the results for this subtest.

a4



RS-232

Figure 4.7. Equipment Configuration for Single Computer Management Control

Figure 4.8. Equipment Configuration for Type 3 EOW Messages
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LAN
Analyzer

Figure 4.9. Equipment Configuration for DRC with Multiple Nodes

Table 4.9. Management Control Protocols Procedures

Step | Action | Settings/Action | Result

The following procedures are for reference numbers 925 and 927-928.

Set up equipment.

See figure 4.7. Computers are
connected to the modems by an RS-232
connection. The connection between
modems shall be such that the receive
and transmit pins on the modem are
connected to the transmit and receive
pins, respectively, of the other modem.

Load STANAG 5066 software.

Configure the SMTP and POP3 servers
as required by the STANAG 5066
software manual.

Configure STANAG addresses for
both computers.

Set the size of the STANAG address
field size to 7 bytes. Set the STANAG
address to 1.1.0.0 and 1.2.0.0 as shown
in figure 4.7. Configure the software to
respond with an e-mail message to the
sender once the e-mail has been
successfully received.

Identify client to be used.

Configure both computers to use the
same client type. (Use HMTP or CFTP if
available.)

Record the client type used by
computers.

Client
Type =
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Table 4.9. Management Control Protocols Procedures (continued)

Step

Action

Settings/Action

Result

Verify that the STANAG 5066
software allows for DRC with a
STANAG 4285 waveform.

Configure both computers to use the
STANAG 4285 waveform.

Record if this waveform is available to be
controlled by the STANAG 5066
software.

4285
waveform
controllable?

Y/N

Configure Deliver in Order.

Set the Deliver in Order to “yes” for both
computers.

Configure delivery confirmation.

Set the delivery confirmation to “Node”
for both computers.

Configure rank.

Set the rank of the client to “15” for both
computers.

Configure priority level.

Set the priority level to “0” for both
computers.

10

Configure DRC.

Enable the data rate change for the
STANAG 5066 software. Enable the
software to increase the data rate to
2400 bps and short interleaver. Transmit
using half-duplex.

11

Configure HF simulators.

Configure the HF “good” simulator to
produce a 30-dB SNR along the RS-232
line, and the HF “bad” simulator to
produce a —10 dB SNR along the RS-
232 line as shown in figure 4.7.

12

Configure protocol analyzer.

Configure the protocol analyzer to
capture the transmitted data between the
two computers and save it to a file.
Configure the protocol analyzer to have
a 4800-bps bit rate and to synchronize
on “0x90EB.” Configure the protocol
analyzer to drop sync after 20 “OxFFs”.
Configure the analyzer to time stamp
each captured byte.

13

Verify Initial Data Rate for modems
is 300 bps.

Record the Initial Data Rate as listed on
the modems.

Initial Data
Rate =
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Table 4.9. Management Control Protocols Procedures (continued)

Step

Action

Settings/Action

Result

14

Send e-mail message and capture
all transmitted and received bytes
via the protocol analyzer shown in
figure 4.7.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.

15

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 2400 bps the
interleaver stayed at short.

Record if the data rate change. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

16

Locate D_PDU Types.

D_PDUs begin with the following sync in
hex format: 0x90EB. The first 4 bits,
immediately after the Ox90EB
sequences, will be the D_PDU Type.

Record all D_PDU Types in the order
that they are transmitted.

D_PDU
Types =
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Table 4.9. Management Control Protocols Procedures (continued)

Step

| Action

| Settings/Action

| Result

The following procedures are for reference numbers 742-753, 929-931, 935-936, 943, 947-949, 952-953,
955-957, and 960-962.

Several Type 6 D_PDUs may be D_PDUs begin with the following syncin | D_PDU
strung together in one transmission | hex format: 0x90EB. The first 4 bits, Type =
from computer 1.2.0.0. Locate the immediately after the Ox90EB
first Type 6 D_PDU in the Type 6 sequences, will be the D_PDU Type.
17 D_PDU string that is transmitted For the Type 6 D_PDU, the value will be
from the file saved in step 16. 0x6 in hex or 0110 in binary.
Record the D_PDU Type transmitted by
computer 1.2.0.0.
Locate EOW Type bits for the Type | The next 4 bits, after the D_PDU Type, Type 6
18 6 D_PDU found in step 17. contain the EOW Type bits. D_PDU
EOW Type =
Record the EOW Type bits.
Locate EOW Data Rate bits for the The next 4 bits, after the EOW Type bits, | Type 1 EOW
19 Type 6 D_PDU found in step 17. contain the EOW Data Rate bits. Data Rate
bits =
Record the EOW Data Rate bits.
Locate EOW Interleaving bits for the | The next 2 bits, after the EOW Data Rate | Type 1 EOW
20 Type 6 D_PDU found in step 17. bits, contain the EOW Interleaving bits. Interleaving
bits =
Record the EOW Interleaving bits.
Locate EOW Other Parameters bits | The next 2 bits, after the EOW Type 1 EOW
for the Type 6 D_PDU found in step | Interleaving bits, contain the EOW Other | Other
21 17. Parameters bits. Parameters
bits =
Record the EOW Other Parameters bits.
Locate Reserved bits for the Type 6 | The first 5 bits of the 12" byte of the Type 6
29 D_PDU found in step 17. Type 6 D_PDU contain Reserved bits. D_PDU
Reserved
Record the Reserved bits. bits =
Locate Extended Message bit for The next single bit, after the Reserved Type 6
the Type 6 D_PDU found in step 17. | bits, is the Extended Message bit. D _PDU
23 Extended
Message
bits =
Record the Extended Message bit.
Locate Valid Message bit for the The next single bit, after the Extended Type 6
Type 6 D_PDU found in step 17. Message bit, is the Valid Message bit. D_PDU
o4 Valid
Message
bits =
Record the Valid Message bit.
Locate ACK bit for the Type 6 The next single bit, after the Valid Type 6
o5 D_PDU found in step 17. Message bit, is the ACK bit. D_PDU ACK
bit =
Record the ACK bit.
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Table 4.9. Management Control Protocols Procedures (continued)

Step Action Settings/Action Result
Locate Management Frame ID The next 8 bits, after the ACK bit, contain | Type 6
Number bits for the Type 6 D_PDU the Management Frame ID Number bits. | D_PDU

26 found in step 17. Management
Record the Management Frame ID Frame ID
Number bits. Number =
Determine Extended Message field | This field can be 0 to 23 bytes long. The | Type 6
byte length for the Type 6 D_PDU length of this field can be determined by | D_PDU
found in step 17. subtracting 10 (the size of the header Extended
without an Extended Message field) from | Message
27 the value obtained from the Size of Field Byte
Header field. Length =
Record the Extended Message field byte
length.
Locate Extended Message field bits | Record the Extended Message field bits | Type 6
for the Type 6 D_PDU found in step | (if any). If there are no Extended D_PDU
8 17. Message field bits, record None. Extended
Message
Field
Length =
Locate Type 2 EOW encapsulated D_PDUs begin with the following syncin | Type 6
within Type 6 D_PDU transmitted by | hex format: 0xX90EB. The first 4 bits D_PDU
computer 1.1.0.0. immediately after the OX90EB sequences | EOW Type =
will be the D_PDU Type. For the Type 6
29 D_PDU, the value will be 0x6 in hex or
0110 in binary. The EOW bits are the
next 12 bits, after the D_PDU Type bits.
Record the EOW Type (should be Type
2 EOW).
Locate EOW Response bits for the The next 3 bits, after the EOW Type, Type 2 EOW
30 Type 2 EOW message sent in step contain the EOW Response bits. Response
29. bits =
Record the EOW Response bits.
Locate EOW Reason bits for the The next 5 bits, after the EOW Response | Type 2 EOW
31 Type 2 EOW message sent in step bits, contain the EOW Reason bits. Reason
29. bits =
Record the EOW Reason bits.
Locate Valid Message bit. The Valid Message bit is located in the Type 6 Valid
7" bit of the 12 byte of the Type 6 Message
32 D_PDU (not including sync bits). bit =
Record the Valid Message bit.
Locate ACK bit for the Type 6 The next bit, after the Valid Message bit, | Type 6
33 D_PDU for which the Type 2 EOW is the ACK bit. D_PDU ACK
message in step 29 is encapsulated. bit =

Record the ACK Bit.
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Table 4.9. Management Control Protocols Procedures (continued)

Step Action Settings/Action Result
Locate EOW Type encapsulated Using step 17, locate the EOW Type Type 6
within the Type 6 D_PDU encapsulated within the first Type 6 D_PDU

34 transmitted in response to the Type | D_PDU sent by the computer that EOW Type =
1 EOW Message. received the intial Type 6 D_PDU.
Record the EOW Type.
Locate Valid Message bit. The Valid Message bit is located in the Type 6 Valid
7" bit of the 12 byte of the Type 6 Message
35 D_PDU (not including sync bits). bit =
Record the Valid Message bit.
Locate ACK bit. The next bit, after the Valid Message bit, | Type 6
is the ACK bit. D_PDU ACK
36 bit =
Record the ACK bit.
Locate Size of Segmented C_PDU After the DRC has completed and all Size of
bits for Type 0 D_PDU. Type 6 D_PDUs have been exchanged Segmented
between computers, there will be a Type | C_PDU
0 D_PDU transmitted after the final Type | bits =
6 D_PDU is transmitted. The Size of
37 Segmented C_PDU field is a 10-bit field

starting with the final 2 bits of the 12"
byte of the Type 0 D_PDU.

Record the Size of Segmented C_PDU
bits.

The following procedures are for reference

numbers 759-761, 767-769, 844-857, and 940-941.

38

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.

39

At what data rate do the modems
begin transmitting data?

Record the initial data rate from the
modems.

Initial Data
Rate =
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Table 4.9. Management Control Protocols Procedures (continued)

Step

Action

Settings/Action

Result

40

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 2400 bps and the
interleaver stayed at short.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

41

Switch to “bad” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“bad” position long enough to allow for a
drop in the data rate to occur.

42

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: 0x90EB. The first 4 bits
immediately after the OXx90EB sequences
will be the D_PDU Type. For the Type 6
D_PDU, the value will be 0x6 in hex or
0110 in binary. There will be two sets of
data exchanges using Type 6 D_PDUs.
These will be separated by Type 0, 1,
and 2 D_PDUs. Locate the second set
of Type 6 D_PDUs. This will be the set
when the data rate is dropping from
2400 bps. The EOW bits are the first 12
bits after the D_PDU Type bits. The
Data Rate bits are the bits (MSB) 7-4
(LSB) of this field. The Interleaving bits
are the next 2 bits following the Data
Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

24008 Data
Rate bits =

2400S
Interleaving
bits =

43

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string, found in step
42.

Number of
Retransmis-
sions =

44

Reconfigure DRC.

Adjust the DRC configuration to increase
to 1200 bps with short interleaving for a
“good” transmission.
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Step

Action

Settings/Action
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45

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.

46

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 1200 bps and the
interleaver stayed at short.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

47

Switch to “bad” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“bad” position long enough to allow for a
drop in the data rate to occur.
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48

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: Ox90EB. The first 4 bits,
immediately after the 0x90EB
sequences, will be the D_PDU Type.
For the Type 6 D_PDU, the value will be
0x6 in hex or 0110 in binary. There will
be two sets of data exchanges using
Type 6 D_PDUs. These will be
separated by Type 0, 1, and 2 D_PDUs.
Locate the second set of Type 6
D_PDUs. This will be the set when the
data rate is dropping from 1200 bps.
The EOW bits are the first 12 bits after
the D_PDU Type bits. The Data Rate
bits are the bits (MSB) 7-4 (LSB) of this
field. The Interleaving bits are the next 2
bits following the Data Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

1200S Data
Rate bits =

1200S
Interleaving
bits =

49

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
48.

Number of
Retransmis-
sions =

50

Reconfigure DRC.

Adjust the DRC configuration to increase
to 600 bps with short interleaving for a
“good” transmission.
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Settings/Action
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51

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.

52

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 600 bps and the
interleaver stayed at short.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

53

Switch to “bad” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“bad” position long enough to allow for a
drop in the data rate to occur.
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Settings/Action

Result

54

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: 0x90EB. The first 4 bits
immediately after the OxX90EB sequences
will be the D_PDU Type. For the Type 6
D_PDU, the value will be 0x6 in hex or
0110 in binary. There will be two sets of
data exchanges using Type 6 D_PDUs.
These will be separated by Type 0, 1,
and 2 D_PDUs. Locate the second set
of Type 6 D_PDUs. This will be the set
when the data rate is dropping from

600 bps. The EOW bits are the first 12
bits after the D_PDU Type bits. The
Data Rate bits are the bits (MSB) 7-4
(LSB) of this field. The Interleaving bits
are the next 2 bits following the Data
Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

600S Data
Rate bits =

600S
Interleaving
bits =

55

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
54.

Number of
Retransmis-
sions=

56

Reconfigure DRC.

Adjust the DRC configuration to
decrease to 150 bps with short
interleaving for a “bad” transmission.
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57

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.

58

Switch to “bad” position.

While data is being transmitted and
before a DRC attempt to increase the
data rate is made, switch the 2-position
switch to the “bad” channel long enough
to cause a data rate drop to 150 bps.

59

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 150 bps and the
interleaver stayed at short.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

60

Switch to “good” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“good” position long enough to allow for
an increase in the data rate to occur.
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61

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: 0x90EB. The first 4 bits,
immediately after the 0x90EB
sequences, will be the D_PDU Type.
For the Type 6 D_PDU, the value will be
0x6 in hex or 0110 in binary. There will
be two sets of data exchanges using
Type 6 D_PDUs. These will be
separated by Type 0, 1, and 2 D_PDUs.
Locate the second set of Type 6
D_PDUs. This will be the set when the
data rate is increasing from 150 bps.
The EOW bits are the first 12 bits after
the D_PDU Type bits. The Data Rate
bits are the bits (MSB) 7-4 (LSB) of this
field. The Interleaving bits are the next 2
bits following the Data Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

150S Data
Rate bits =

150S
Interleaving
bits =

62

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
61.

Number of
Retransmis-
sions =

63

Reconfigure DRC.

Adjust the DRC configuration to
decrease to 75 bps with short
interleaving for a “bad” transmission.

91




Table 4.9. Management Control Protocols Procedures (continued)
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64

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.

65

Switch to “bad” position.

While data is being transmitted and
before a DRC attempt to increase the
data rate is made, switch the 2-position
switch to the “bad” channel long enough
to cause a data rate drop to 75 bps.

66

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 75 bps and the
interleaver stayed at short.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

67

Switch to “good” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“good” position long enough to allow for
an increase in the data rate to occur.
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68

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: 0x90EB. The first 4 bits
immediately after the OxX90EB sequences
will be the D_PDU Type. For the Type 6
D_PDU, the value will be 0x6 in hex or
0110 in binary. There will be two sets of
data exchanges using Type 6 D_PDUs.
These will be separated by Type 0, 1,
and 2 D_PDUs. Locate the second set
of Type 6 D_PDUs. This will be the set
when the data rate is increasing from

75 bps. The EOW bits are the first 12
bits after the D_PDU Type bits. The
Data Rate bits are the bits (MSB) 7-4
(LSB) of this field. The Interleaving bits
are the next 2 bits following the Data
Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

75S Data
Rate bits =

758
Interleaving
bits =

69

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
68.

Number of
Retransmis-
sions =

70

Reconfigure DRC.

Adjust the DRC configuration to increase
to 2400 bps with long interleaving for a
“good” transmission.

71

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.
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72

At what data rate do the modems
begin transmitting data?

Record the initial data rate from the
modems.

Initial Data
Rate =

73

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 2400 bps with
long interleaving.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

74

Switch to “bad” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“bad” position long enough to allow for a
drop in the data rate to occur.

75

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: Ox90EB. The first 4 bits,
immediately after the 0x90EB
sequences, will be the D_PDU Type.
For the Type 6 D_PDU, the value will be
0x6 in hex or 0110 in binary. There will
be two sets of data exchanges using
Type 6 D_PDUs. These will be
separated by Type 0, 1, and 2 D_PDUs.
Locate the second set of Type 6
D_PDUs. This will be the set when the
data rate is dropping from 2400 bps.
The EOW bits are the first 12 bits after
the D_PDU Type bits. The Data Rate
bits are the bits (MSB) 7-4 (LSB) of this
field. The Interleaving bits are the next 2
bits following the Data Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

2400L Data
Rate bits =

2400L
Interleaving
bits =

76

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
75.

Number of
Retransmis-
sions =

77

Reconfigure DRC.

Adjust the DRC configuration to increase
to 1200 bps with long interleaving for a
“good” transmission.
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78

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.

79

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 1200 bps with
long interleaving.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

80

Switch to “bad” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“bad” position long enough to allow for a
drop in the data rate to occur.
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81

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: 0x90EB. The first 4 bits
immediately after the OxX90EB sequences
will be the D_PDU Type. For the Type 6
D_PDU, the value will be 0x6 in hex or
0110 in binary. There will be two sets of
data exchanges using Type 6 D_PDUs.
These will be separated by Type 0, 1,
and 2 D_PDUs. Locate the second set
of Type 6 D_PDUs. This will be the set
when the data rate is dropping from
1200 bps. The EOW bits are the first 12
bits after the D_PDU Type bits. The
Data Rate bits are the bits (MSB) 7-4
(LSB) of this field. The Interleaving bits
are the next 2 bits following the Data
Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

1200L Data
Rate bits=

1200L
Interleaving
bits =

82

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
81.

Number of
Retransmis-
sions =

83

Reconfigure DRC.

Adjust the DRC configuration to increase
to 600 bps with long interleaving for a
“good” transmission.

84

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.
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85

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 600 bps with long
interleaving.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

86

Switch to “bad” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“bad” position long enough to allow for a
drop in the data rate to occur.

87

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: Ox90EB. The first 4 bits,
immediately after the Ox90EB equences,
will be the D_PDU Type. For the Type 6
D_PDU, the value will be 0x6 in hex or
0110 in binary. There will be two sets of
data exchanges using Type 6 D_PDUs.
These will be separated by Type 0, 1,
and 2 D_PDUs. Locate the second set
of Type 6 D_PDUs. This will be the set
when the data rate is dropping from

600 bps. The EOW bits are the first 12
bits after the D_PDU Type bits. The
Data Rate bits are the bits (MSB) 7-4
(LSB) of this field. The Interleaving bits
are the next 2 bits following the Data
Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

600L Data
Rate bits =

600L
Interleaving
bits =

88

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
87.

Number of
Retransmis-
sions =

89

Reconfigure DRC.

Adjust the DRC configuration to
decrease to 150 bps with long
interleaving for a “bad” transmission.
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90

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.

91

Switch to “bad” position.

While data is being transmitted and
before a DRC attempt to increase the
data rate is made, switch the 2-position
switch to the “bad” channel long enough
to cause a data rate drop to 150 bps.

92

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 150 bps with long
interleaving.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

93

Switch to “good” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“good” position long enough to allow for
an increase in the data rate to occur.
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94

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: 0x90EB. The first 4 bits
immediately after the OX90EB sequences
will be the D_PDU Type. For the Type 6
D_PDU, the value will be 0x6 in hex or
0110 in binary. There will be two sets of
data exchanges using Type 6 D_PDUs.
These will be separated by Type 0, 1,
and 2 D_PDUs. Locate the second set
of Type 6 D_PDUs. This will be the set
when the data rate is increasing from
150 bps. The EOW bits are the first 12
bits after the D_PDU Type bits. The
Data Rate bits are the bits (MSB) 7-4
(LSB) of this field. The Interleaving bits
are the next 2 bits following the Data
Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

150L Data
Rate bits =

150L
Interleaving
bits =

95

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
94.

Number of
Retransmis-
sions =

96

Reconfigure DRC.

Adjust the DRC configuration to
decrease to 75 bps with long interleaving
for a “bad” transmission.

97

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.

99




Table 4.9. Management Control Protocols Procedures (continued)

Step

Action

Settings/Action

Result

98

Switch to “bad” position.

While data is being transmitted and
before a DRC attempt to increase the
data rate is made, switch the 2-position
switch to the “bad” channel long enough
to cause a data rate drop to 75 bps.

99

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 75 bps with long
interleaving.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

100

Switch to “good” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“good” position long enough to allow for
an increase in the data rate to occur.

101

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: 0xX90EB. The first 4 bits,
immediately after the OX90EB equences,
will be the D_PDU Type. For the Type 6
D_PDU, the value will be 0x6 in hex or
0110 in binary. There will be two sets of
data exchanges using Type 6 D_PDUs.
These will be separated by Type 0, 1,
and 2 D_PDUs. Locate the second set
of Type 6 D_PDUs. This will be the set
when the data rate is increasing from

75 bps. The EOW bits are the first 12
bits after the D_PDU Type bits. The
Data Rate bits are the bits (MSB) 7-4
(LSB) of this field. The Interleaving bits
are the next 2 bits following the Data
Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

75L Data
Rate bits =

75L
Interleaving
bits =

102

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
101.

Number of
Retransmis-
sions =
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103

Reconfigure DRC.

Adjust the DRC configuration to increase
to 600 bps with long interleaving for a
“good” transmission and to decrease to
300 bps with long interleaving for a “bad”
transmission.

104

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.

105

Switch to “bad” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“bad” position long enough to allow for a
drop in the data rate to occur to 300 bps
with long interleaving.

106

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 300 bps with long
interleaving.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

107

Switch to “good” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“good” position long enough to allow for
an increase in the data rate to occur.
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Table 4.9. Management Control Protocols Procedures (continued)

Step

Action

Settings/Action

Result

108

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: 0x90EB. The first 4 bits,
immediately after the OxX90EB
sequences, will be the D_PDU Type.
For the Type 6 D_PDU, the value will be
0x6 in hex or 0110 in binary. There will
be two sets of data exchanges using
Type 6 D_PDUs. These will be
separated by Type 0, 1, and 2 D_PDUs.
Locate the second set of Type 6
D_PDUs. This will be the set when the
data rate is dropping from 300 bps. The
EOW bits are the first 12 bits after the
D_PDU Type bits. The Data Rate bits
are the bits (MSB) 7-4 (LSB) of this field.
The Interleaving bits are the next 2 bits
following the Data Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

300L Data
Rate bits =

300L
Interleaving
bits =

109

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
108.

Number of
Retransmis-
sions =

110

Reconfigure DRC.

Adjust the DRC configuration to increase
to 2400 bps with zero interleaving for a
“good” transmission.

111

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

Save the data obtained through the
protocol analyzer to a file.
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Table 4.9. Management Control Protocols Procedures (continued)

Step

Action

Settings/Action

Result

112

At what data rate do the modems
begin transmitting data?

Record the initial data rate from the
modems.

Initial Data
Rate =

113

Verify the data rate and interleaver
changed.

Monitor the modems and verify that the
data rate increased to 2400 bps with
zero interleaving.

Record if the data rate changed. Also
record the value of the new data rate and
interleaver.

Data Rate
Change?

Y/N

New Data
Rate and
Interleaver =

114

Switch to “bad” HF Simulator
channel.

After the DRC has occurred, computer
1.2.0.0 will resume transmitting its data.
While computer 1.2.0.0 is transmitting its
data, switch the 2-position switch to the
“bad” position long enough to allow for a
drop in the data rate to occur.

115

Locate Data Rate and Interleaving
bits.

D_PDUs begin with the following sync in
hex format: 0x90EB. The first 4 bits
immediately after the OxX90EB sequences
will be the D_PDU Type. For the Type 6
D_PDU, the value will be 0x6 in hex or
0110 in binary. There will be two sets of
data exchanges using Type 6 D_PDUs.
These will be separated by Type 0, 1,
and 2 D_PDUs. Locate the second set
of Type 6 D_PDUs. This will be the set
when the data rate is dropping from
2400 bps. The EOW bits are the first 12
bits after the D_PDU Type bits. The
Data Rate bits are the bits (MSB) 7-4
(LSB) of this field. The Interleaving bits
are the next 2 bits following the Data
Rate bits.

For the first Type 6 D_PDU in the Type 6
D_PDU string created as a response to
the first Type 6 D_PDU transmission
interval, record the Data Rate bits and
Interleaving bits.

2400Z Data
Rate bits =

2400zZ
Interleaving
bits =

116

Determine the number of
retransmissions.

Count and record the number of times
the same Type 6 D_PDU was
retransmitted by the same computer for
the Type 6 D_PDU string found in step
115.

Number of
Retransmis-
sions =

117

Verify only one DRC was activated
at a given time.

Record which pairs of computers
initiated a DRC, which pair initiated the
DRC first, and which initiated second.
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Table 4.9. Management Control Protocols Procedures (continued)

Step

Action

| Settings/Action

Result

The following procedures are for reference numbers 938 and 939.

118

Obtain DRC Retransmission Time-
Out.

In the STANAG software, locate and
record the number of DRC attempts to
be made before failure is declared.

DRC
Retransmis-
sion Time-
Out =

119

Reconfigure DRC.

Adjust the DRC configuration to increase
to 2400 bps with zero interleaving for a
“good” transmission.

120

Resend e-mail message.

With the 2-position switch set to the
“good” position, send the following e-mail
message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 1.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”

121

Disable STANAG software.

While the DRC protocol is being
implemented, disable the STANAG
software on the computer receiving the
DRC request.

Save the data obtained through the
protocol analyzer to a file.

122

Locate the number of DRC
attempts.

Record the number of attempts the
initiating computer transmitted a Type 6
D_PDU before declaring a failure.
D_PDUs begin with the sync sequence
0x90EB. The next 4 bits, after the sync
sequence, are the Type bits. For the
Type 6 D_PDU, this value will be (MSB)
0110(LSB) (0x6 hex).

Number of
DRC
attempts =

The following procedures

are for reference numbers 858-861.

123

Set up equipment.

See figure 4.8. Computers are
connected to the modems by an RS-232
connection. The connection between
modems shall be such that the receive
and transmit pins on the modem are
connected to the transmit and receive
pins, respectively, of the other modem.

104




Table 4.9. Management Control Protocols Procedures (continued)

Step

Action

Settings/Action

Result

124

Configure STANAG addresses for
both computers.

Set the size of the STANAG address
field size to 7 bytes. Set the STANAG
address to 0.0.1.1 for the computer.
Configure the computer to transmit to a
STANAG address of 0.0.1.2.

125

Initiate handshaking protocol.

Using the data packet injector, transmit
the following hex data packet to the
STANAG computer 0.0.1.1:

(MSB) 90 EB 84 20 01 EF 00 00 10 10
0001020001 0A00010000011845
2910 AA9C 74 1E (LSB)

*Note: This data packet assumes the
STANAG 5066 supports waveform
MIL-STD-188-110A. The EOW and CRC
for the above data packet will need to be
changed if the STANAG 5066 software
does not support the

MIL-STD-188-110A waveform.

126

Inject undefined EOW data packet.

After computer 0.0.1.1 has responded by
transmitting its Type 8 D_PDU to the
data packet injector, transmit the
following data packet from the data
packet injector to the STANAG computer
0.0.1.1:

90 EB 6A 14 05 E8 00 00 10 10 00 01 02
02 01 6B 01 90 EB 6A 14 03 E8 00 00
10 10 00 01 02 02 01 7B 42 90 EB 6A 14
01 E8 00 00 10 10 00 01 02 02 01 8B 7C

Wait for the STANAG computer to
respond to the data packet. Save the
data obtained through the protocol
analyzer to a file.

127

Locate Type 6 D_PDU.

D_PDUs begin with the sync sequence
0x90EB. The next 4 bits, after the sync
sequence are the type. Locate a D_DPU
transmitted from STANAG computer
0.0.1.1 whose value is (MSB) 0110
(LSB) (0x6 hex) that was transmitted
immediately following the Type 6 D_PDU
data packet injected in step 126.

Record the D _PDU Type.

D_PDU
Type =

128

Locate Type 3 EOW.

The next 4 bits, after the D_PDU Type, is
the EOW Type.

Record the EOW Type.

EOW Type =
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Table 4.9. Management Control Protocols Procedures(continued)

Step

Action

Settings/Action

Result

129

Locate Response bits.

The next 3 bits, after the EOW Type bits,
are the Response bits.

Record the Response bits.

Response
bits =

130

Locate Reason bits.

The next 5 bits, after the Response bits,
are the Reason bits.

Record the Reason bits.

Reason
bits =

The following procedures are for reference numbers 933 and 934.

131

Set up equipment.

See figure 4.9. Computers are
connected to the modems by an RS-232
connection.

132

Configure STANAG addresses for
computers.

Set the size of the STANAG address
field size to 7 bytes. Set the STANAG
address to 1.1.0.0, 1.2.0.0, and 2.1.0.0
as shown in figure 4.9. Configure the
software to respond with an e-mail
message to the sender once the e-mail
has been successfully received.

133

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
1.2.0.0 to the computer with STANAG
address 1.1.0.0 using a Soft Link and
Non-Expedited ARQ Delivery Method.
Include an attachment of approximately
15 kbytes.

For the Subject Line: Test 1
In the Body:

“This is a test from address
1.2.0.0 to 1.1.0.0 for DRC testing

12345678910”
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Table 4.9. Management Control Protocols Procedures (continued)

Step Action Settings/Action Result
Send e-mail message and capture After STANAG computers 1.2.0.0 and
all transmitted and received bytes 1.1.0.0 have completed their data
via the protocol analyzer shown in transfer, send the following e-mail
figure 4.9. message from the computer with
STANAG address 1.2.0.0 to the
computer with STANAG address 2.1.0.0
using a Soft Link and Non-Expedited
ARQ Delivery Method. Include an
attachment of approximately 15 kbytes.
134 For the Subject Line: Test 1
In the Body:
“This is a test from address
1.2.0.0 to 2.1.0.0 for DRC testing
12345678910”
Save the data obtained through the
protocol analyzer to a file.
Verify that the data rate is reset to Monitor the modems, and confirm that Data Rate
300 bps for computer 1.2.0.0. after the link between STANAG reset to 300
computers 1.2.0.0 and 1.1.0.0 was bps?
broken, the data rate for STANAG
computer 1.2.0.0 resetto 0 and a Y/N
separate data rate change occurred New DRC
135 when STANAG computers 1.2.0.0 and occurred
2.1.0.0 established a link. between
computers
1.2.0.0 and
2.1.0.0?
Y/N

Procedures for reference numbers 929, 942, 950-951, 954, 958, and 959 are currently underdevelopment,
and their results are to be developed.

Legend:

ACK—Acknowledgement
ARQ—Automatic Repeat-Request
bps—bits per second

CFTP—Compressed File Transfer Protocol
CRC—Cyclic Redundancy Check
D_PDU—Data Transfer Sublayer Protocol Data Unit
dB—Decibel

DRC—Data Rate Change
EOW—Engineering Orderwire
e-mail—Electronic Mail

hex—hexadecimal

HF—High Frequency

HMTP—High Frequency Mail Transfer Protocol
ID—Identification

kbytes—kilobytes

LSB—Least Significant Bit
MIL-STD—Military Standard
MSB—Most Significant Bit
POP3—Post Office Protocol 3
SMTP—Simple Mail Transfer Protocol
SNR—Signal-to-Noise Ratio
STANAG—Standardization Agreement
sync—synchronization
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Table 4.10. Management Control Protocols Results

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
The Management (Type 6) D_PDU Type
shall be used to send EOW D_PDU
Messages or Management Protocol used to
742 C.3.9 Data Units (M_PDUs) when the transmit
transmitting node needs an explicit Manage-
acknowledgement that they were ment EOW
received. messages.
A Data Transfer Sublayer entity shall | Type 6
acknowledge receipt of a D_PDU
Management (Type 6) D_PDU by with EOW
sending a Management (Type 6) Type =0
D_PDU with the ACK flag set to the and ACK =
743 C39 value one (1). 1 sentin
response
to Type 6
D_PDU
With Type
2 EOW
Message.
The processing and transmission of No other
Management (Type 6) D_PDUs shall | D_PDUs
take precedence over and bypass all | transmitted
other pending D_PDU Types in the while Type
744 C.3.9 Data Transfer Sublayer. 6 D_PDU
is being
transmitted
by a
computer.
The exchange of Management No New
D_PDUs is regulated by a stop-and- Manage-
wait protocol, i.e., there shall be only ment data
one unacknowledged Management exchanges
D_PDU at any time. occur
745 C.3.9 before a
Type 6
D_PDU s
transmitted
with ACK =
1.
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
The Management D_PDU shall Type 6
contain the following fields within its D_PDU
D_PDU Type-Specific Part, mapped encoded as
and encoded, in accordance with shown in
figure 4.1 and the paragraphs below: | figure 4.1.
746 C.3.9 e EXTENDED MESSAGE Flag
e VALID MESSAGE
e ACK
e MANAGEMENT FRAME ID
NUMBER
e EXTENDED MANAGEMENT
MESSAGE
The Valid Message field shall be set Type 6
to the value one (1) if the EOW field D_PDU
of the D_PDU contains a valid with Type 2
management message or the initial EOW
747 C3.9 segment of a valid management contains a
message that is continued in the Valid
Extended Management Message Message
field. Field = 1
The Valid Message field shall be set Type 6
to the value zero (0) if the EOW field D_PDU
contains an Engineering Orderwire transmitted
Message for which an in response
acknowledgement message is not to Type 6
required. D_PDU
748 C.3.9 with Type 2
EOW
contains a
Valid
Message
Field = 0.
If the Valid Message field is set to Type 6
zero, the Management D_PDU shall D_PDU
be used only to acknowledge receipt | transmitted
of another Management D_PDU. in response
to Type 6
749 C.3.9 D_PDU
with Type 2
EOW Valid
Message
Field = 0.
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Table 4.10. Management Control Protocols Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not

Met | met

750

C.3.9

The Extended Message Flag shall be
set to the value one (1) if the D_PDU
contains a non-zero, non-null
Extended Management Message
field.

Valid
Message
field = 1
when
Extended
Manage-
ment
Message
Field > 0
bytes in
length.

751

C.3.9

If the Extended Message Flag is set
to the value zero (0), the Extended
Management Message field shall not
be present in the Management
D_PDU.

Valid
Message
field =0
when
Extended
Manage-
ment
Message
Field =0
bytes in
length.

752

C.3.9

The Management Frame ID Number
field shall contain an integer in the
range [0,255].

Manage-
ment
Frame ID
Number an
integer
between 0
and 255.

753

C.3.9

With which Management D_PDUs
shall be identified.

Manage-
ment
Frame ID
Numbers
located in
Type 6

D PDUs.

759

C.3.9

The current value of the TX
Management Frame ID Number shall
be placed in the appropriate field of
each unique Management D_PDU
transmitted.

Each
unacknow-
ledged
Type 6

D PDU
contains a
different
Manage-
ment
Frame ID
Number.
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Table 4.10. Management Control Protocols Results (continued)

cef STANAG Result Finding
ﬁuer::;?e 5066 Requirement Required | Measured | . . | Not
Paragraph Value Value Met
The current value of the TX Manage-
Management Frame ID Number shall | ment
be incremented by one, modulo 256, Frame ID
after each use, unless transmission of | Numbers
repeated copies of the Management increment
760 C39 D_PDU are specified for its use, e.g., | by one,
e as in section C.6.4.2 of STANAG modulo
5066. 256 for
non-
repeated
Type 6
D PDUs.
Management D_PDUs that have been | Repeated
repeated (e.g., in accordance section | Type 6
C.6.4.2 of STANAG 5066) shall have | D_PDUs
the same Management Frame ID have the
761 C.3.9 Number. same
Manage-
ment
Frame ID
Number.
There shall be a one-to-one Each Type
correspondence between 6 D_PDU
Management messages and contain
Management D_PDUs; that is, each only 1
message is placed into a separate EOW
D_PDU (which may be repeated a message.
number of times as specified in If
section C.6.4 of STANAG 5066). interleaver
= short and
NOTE: Values listed for results come | Data rate =
from table C-26 for the STANAG 4285 | 75 bps,
waveforms. All other waveforms repetitions
should be approximately the same as | = 1 time.
67 C3.9 the ones listed. If
interleaver
NOTE: Currently this requirement is = long and
under review by NC3A and may be Data Rate
removed. Vendors will not be =75 bps,
penalized for missing this repetitions
requirement. > 9 times.
If
interleaver
= short and
Data Rate
=150 bps,
repetitions
=1 time.
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Table 4.10. Management Control Protocols Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not

Met | met

767

C.3.9

If

interleaver
= long and
Data Rate
=150 bps,
repetitions
2 18 times.

If
interleaver
= short and
Data Rate
= 300 bps,
repetitions
2 1 time.

If

interleaver
= long and
Data Rate
= 300 bps,
repetitions
= 37 times.

If
interleaver
= short and
Data Rate
= 600 bps,
repetitions
2 3 times.

If

interleaver
= long and
Data Rate
= 600 bps,
repetitions
=75 times.

If
interleaver
= short and
Data Rate
=1200
bps,
repetitions
27 times.
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Table 4.10. Management Control Protocols Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not

Met | met

767

C.3.9

If
interleaver
= long and
Data rate =
1200 bps,
repetitions
=150
times.

If
interleaver
= short and
Data Rate
= 2400
bps,
repetitions
2 3 times.

If
interleaver
= long and
Data Rate
= 2400
bps,
repetitions
=300
times.

768

C.3.9

The 12-bit EOW section of the
D_PDU shall carry the EOW (non-
extended) Management message, as
specified in section C.5 of STANAG
5066.

769

C.3.9

The Extended Management Message
field may be used to transmit other
implementation-specific messages
that are beyond the scope of this
STANAG. When the Extended
Message field is present and in use,
the Extended Message Flag shall be
set to the value one (1).

If Extended
Manage-
ment
Message is
to be used,
then the
Type 6
D_PDU
Extended
Message
Flag = 1.
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Table 4.10. Management Control Protocols Results (continued)

cef STANAG Result Finding
ﬁuer::;?e 5066 Requirement Required | Measured | . . | Not
Paragraph Value Value Met
Implementation-Specific Extended If Extended
Management Messages shall be Manage-
identified and encoded through the ment
use of the Extended Message Flag as | Message is
specified in section C.3.9 of STANAG | to be used,
844 C.5 5066 for the Management D_DPU. then the
Type 6
D_PDU
Extended
Message
Flag = 1.
The types of EOW messages shall be
29 = as defined in table C-4.
The format of the EOW message EOW field
846 c5 types shall be as shown in figure _enc_:oded as
C-37. in figure
4.2.
The TYPE field of the EOW message | If computer
shall be filled with the hexadecimal is
value of the appropriate message requesting
type (units only), with the LSB of the aDRC
TYPE value placed in the LSB of the (i.e., first
TYPE field. Type 6
D_DPU to
be
transmit-
ted) EOW
847 C5 Type = 1.
If computer
is sending
a response
to the
above
Type 1
EOW
message,
EOW Type
= 2 for the
response.
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
If computer
is
responding
to the
response
847 C5 of the Type
2 EOW
message,
then EOW
Type = 0.
The Contents field shall be EOW
848 C.5 Type-specific, in accordance with the
subsections below.
The Data Rate Change Request EOW Type
(Type 1) EOW Message shall be used | =1 to
849 C.5.1 in conjunction with the Data Rate initiate
Change protocol, as specified in DRC.
section C.6.4 of STANAG 5066.
The Data Rate Change Request EOW
(Type 1) EOW Message shall be Message
formatted and encoded as specified in | formatted
figure C-38 and the paragraphs that as in figure
follow, and includes the following C-38.
850 C.5.1 type-specific subfields:
e Data Rate
e Interleaving
e Other Parameters
The Data Rate parameter shall be the | Data Rate
rate at which the node originating the | 75 bps =
message (i.e., either the DRC Master | (MSB)0 0
or Advisee, as noted in section C.6.4 | 00 (LSB)
of STANAG 5066 specifying Data Data Rate
Rate Change Procedures) wishes to 150 bps =
transmit data, in accordance with the | (MSB) 00
851 C5.1 encoding defined in table C-5. 01(LSB)
Data Rate
300 =
(MSB)0O
10 (LSB)
Data Rate
600 bps =
(MSB)0O0
11 (LSB)
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Table 4.10. Management Control Protocols Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Met

Not
Met

Data Rate
1200 bps =
(MSB) 0 1
00 (LSB)

Data Rate
2400 =

(MSB) 0 1
01(LSB)

Data Rate
3200 bps =
(MSB) 01
10 (LSB)

Data Rate
3600 bps =
(MSB) 01

851 C.5.1 11(LSB)

Data Rate
4800 =

(MSB)10
00 (LSB)

Data Rate
6400 bps =
(MSB)10
01(LSB)

Data Rate
7200 bps =
(MSB)10
10 (LSB)

Data Rate
9600 =

(MSB)10
11 (LSB)

The Interleaver parameter field shall No

specify the interleaver requested for Interleaving
use by the node producing the = (MSB) 0
message (for that link, if multiple 0 (LSB)

links/modems are in use) with respect | Short

to transmit and receive operation, in Interleaving
accordance with table C-6. =(MSB) 0
1 (LSB)

852 C.5.1

Long
Interleaving
= (MSB) 1
0 (LSB)
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
The Other Parameters field shall Type 1
specify the capabilities of the modem | EOW
in use by the node producing the Message =
message (for that link, if multiple (MSB) 0 1
853 C.5.1 links/modems are in use) with respect | (LSB)
to transmit and receive data rates,
whether the message is an advisory
message or request message, in
accordance with table C-7.
The Data Rate Change Response Type 2
(Type 2) EOW Message shall be used | EOW sent
854 C5.2 in conjunction with the Data Rate in response
Change protocol, as specified in to Type 1
section C.6.4 of STANAG 5066. EOW.
The Data Rate Change Response Type 2
(Type 2) EOW Message shall be EOW
encoded as shown in figure C-39, and | message
855 C.b5.2 include the following fields: encoded as
shown in
e Response figure
e Reason 4.4.
The Response field shall indicate the | Type 2
originator’s response to the last DRC- | EOW
856 C.5.2 related message it received, with Message =
possible responses and their (MSB)O0O
encoding as defined in table C-7. 0 (LSB)
The Reason field shall indicate the Type 2
originator’s reason for its response, EOW
857 C.b5.2 with possible reasons and their Reason =
encoding as defined in table C-8. (MSB)0O
000 (LSB)
The Unrecognized-Type Error (Type Type 3
3) EOW Message shall be used to EOW
858 C53 declare an error related to receipt of transmitted
e EOW message. in response
to Type 10
EOW.
The Unrecognized-Type Error (Type Type 3
3) EOW Message shall be encoded EOW
as shown in figure C-40 and include encoded as
859 C53 the following fields: in Figure
4.5
e Response
e Reason
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer;ir:;e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
The type of the unrecognized EOW Reason
message or the message that bits =
860 C53 triggered the error shall be mapped (MSB) 01
e into the four least-significant bits of 010 (LSB)
the “Reason” field.
(OxA hex)
The unused MSB of the “Reason” Response
field, and all bits in the “Response” bits =
field, shall be reset to the value zero (MSB)O0O
861 C53 (0). 0 (LSB)
(0x0 hex)
If Data Rate Control is implemented, it
925 c.6.4 shall be implemented as specified in
the subsections below.
All connections on which the data rate | Initial Data
or other modem parameters can be Rate = 300
controlled shall be initiated at 300 bps for
927 C.6.4.1 bps, using short interleaving. DRC trials.
Initial
Interleaving
= short
The waveform shall be selected by Operator
the operator during node initialization. | able to
928 C.6.4.1 select
waveform.
Algorithms to determine when or if the
data rate change capability would be
exercised are beyond the scope of
STANAG 5066. At a minimum,
— Gtz systems implementing STANAG 5066
shall implement and support data rate
changes in accordance with the
procedures defined here.
On receiving an EOW Type 1 Data Data Rate
Rate Change message with the Change
“Other Parameters” field indicating successful.
that this is a request for a Data Rate
930 C6.4.2 Change, a node _shall .comply with the
parameters specified in the message
unless some specific reason prevents
it doing so. Generally, this means that
the node will initiate a data rate
change (DRC) procedure.
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
Following a decision to change data Type 1
rate, a node shall use TYPE 6 EOW
D_PDUs (i.e., Management D_PDUs) | Message
containing Type 1 and Type 2 EOW encapsu-
messages to implement and lated within
coordinate the change. Type 6
D_PDU.
931 C.64.2 Type 2
EOW
Message
encapsu-
lated within
Type 6
D PDU.
Data rate changes shall be effective A separate
only for a single connection. DRC
occurred
between
computers
1.2.0.0 and
933 Cc.64.2 1100
then
between
computers
1.2.0.0 and
2.1.0.0.
If a node has a number of Each DRC
connections active with different activated
934 C.6.4.2 nodes, the data rate change decisions | independ-
and procedures shall be executed ently of
independently for each connection. each other.
The message numbered [1] in the Type 6
figure indicates an EOW advisory D_PDU
message. The DRC master shall send | Transmit-
a DRC Request Message, i.e., a ted with
935 C64.2 Management (Type 6) D_PDU Type 1
T containing a DRC Request (Type 1) EOW from
EOW Message [2], with the computer
parameters equal to the intended new | initiating
transmit data rate for the DRC DRC.
master.

119




Table 4.10. Management Control Protocols Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not

Met | met

936

C.6.4.2

The “Other Parameters” field of the
Type 1 management message shall
be set to indicate the data rate
capabilities of the modem in use at
the DRC master for this connection,
to indicate that this is a request for a
change, and not an advisory
message. In the scenario of figure
C-50, the modem at the DRC master
has independent transmit and receive
data rate.

Data Rate
150 bps =
(MSB)0O
01 (LSB)

Data Rate
300 =

(MSB)0O
10 (LSB)

Data Rate
600 bps =
(MSB)O0O
11 (LSB)

Data Rate
1200 bps =
(MSB) 01
00 (LSB)

Data Rate
2400 =

(MSB) 0 1
01 (LSB)

Data Rate
3200 bps =
(MSB) 0 1
10 (LSB)

Data Rate
3600 bps =
(MSB) 0 1
11 (LSB)

Data Rate
4800 =

(MSB)10
00 (LSB)
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
Data Rate
6400 bps =
(MSB)10
01 (LSB)
Data Rate
7200 bps =
936 Cc.64.2 (MSB) 1 0
10 (LSB)
Data Rate
9600 =
(MSB)10
11 (LSB)
Time-outs shall be set to allow a DRC
number of retransmissions before Retransmis
938 C.6.4.2 failure is declared and the -sion
D _CONNECTION_LOST Primitive Time-Out =
issued. 3
The number of retransmissions before | DRC
a time-out shall configurable in the Retransmis
939 C.6.4.2 implementation with a default value of | -sion
3. Time-Out =
3
If the DRC procedure was initiated in | Modems
response to a DRC Request (Type 1) | changed
Advisory message, the modem data data rates
940 C6.4.2 rate_ and. interleaving paramete.rs shall | to the
be identical to the parameters in the values
EOW Type 1 DRC Advisory message, | specified.
unless they specify a speed for which
the DRC master is not equipped.
D_PDUs containing a DRC Request See table
(Type 1) EOW message shall be 4.7 above
repeated depending on the data rate | for results.
at which it is transmitted, in
accordance with the specification in
table C-26.
NOTE: Values listed for results come
941 C64.2 from table C-26 for the STANAG 4285
waveforms. All other waveforms
should be approximately the same as
the ones listed.
NOTE: Currently this requirement is
under review by NC3A and may be
removed. Vendors will not be
penalized for missing this
requirement.
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
Implementation Note: The number of | TBD N/A
transmissions in the table has been
specified to (nearly) fill the interleave
buffer for the waveform specified by
942 C64.2 _STANAG 4285_. For waveforms and
interleaver settings not shown, the
number of transmissions shall be
adjusted as required to minimize the
use of “stuff bits” to fill the modem
interleave buffer.
Repeated Management D_PDUs All Type 6
containing a DRC Request (Type 1) D_PDUs
Management message shall have the | repeated
same FRAME ID NUMBER in each of | have the
the copies. same
FRAME ID
943 c64.2 NUMBER.
The DRC slave shall respond to the Type 6
DRC_Request D_PDU with a D PDU
DRC_Response message, i.e., a with a Type
TYPE 6 Management D_PDU 2 EOW
containing a Type 2 DRC Response message
047 C.64.2 EOW message, as follows: f[ransmitted
in response
toa Type 6
D_PDU
with a Type
1 EOW
message.
The DRC Response message shall Type 2
indicate either “accept” or “refuse,” in | EOW
accordance with the Management Response
948 C.6.4.2 message specifications of section 3.5 [ =000
of STANAG 5066, indicating the DRC
Slave’s capability to change the
modem parameters or not.
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
If the DRC slave accepts the Type 2
DRC_Request, the “Reason” field EOW
shall indicate either “unconditional Message
acceptance” or “TX and RX Reason =
parameters must be the same.” (MSB)0O
000 (LSB)
949 Cc.64.2 or
Type 2
EOW
Message
Reason =
(MSB)0O
001 (LSB)
If the DRC slave refuses the request, | TBD N/A
950 C.64.2 the “Reason” field shall indicate the
reason for the refusal.
The “Not consistent with local TBD N/A
conditions” parameter shall only be
used to refuse a DRC_Request which
indicates a less robust mode (i.e.,
951 €642 higher data rate or shorter interleaver)
that cannot be supported with the
node’s current local conditions for
noise or error rate.
After receiving the DRC_Response Type 6
message the DRC master shall D_PDU
review its contents and determine the | with
appropriate response, e.g., the ACK =1
DT_ACK (only) [4], in accordance transmitted
952 C.6.4.2 with table C-27, below. in response
to Type 6
D_PDU
with Type 2
EOW
message.
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
If the procedure is initiated in Type 6
response to EOW Type 1 message, D_PDU
the DRC master should already know | with
that the DRC slave’s transmit and ACK =1
receive parameters must be the transmitted
same. Therefore, the DRC master in response
953 €842 | hall reply with a DT_ACK, i.c., a to Type 6
Management (Type 6) D_PDU with D _PDU
the ACK field set equal to one, with Type 2
accepting that the new parameters EOW
will apply to both transmit and message.
receive.
A DRC slave that refused a change TBD N/A
request shall acknowledge the DRC
954 C.64.2 Response (cancel) message with a
DT_ACK only and then terminate the
DRC procedure.
If the nodes make use of the EOW Computer
Type 1 (Advisory) message to initiate | 1.1.0.0
the DRC procedure, the master shall transmits a
end the DRC_Response (cancel) and | Type 2
await an updated EOW EOW with
recommendation before initiating Response
another DRC procedure. If EOW Type [ =01 0.
955 C.6.4.2 1 messages are not used,
DRC_Request may be sent by master
to request different modem
parameters which may be consistent
with the local conditions. In the table
and notes in the preceding
paragraphs, a DT_ACK refers to a
Data Transfer.
If a DT_ACK (with no further After a
management message) is sent in Type 6
reply to a DRC_Response “accept” D _PDU
(as shown in figure C-50), the nodes with ACK =
shall change their respective modem 1is
parameters and proceed to the transmit-
956 C64.2 “confirmation” phase. ted,
Computers
change
their data
rate and
continue
transmitting
data.
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
The DRC slave shall NOT change its | Modem
modem parameters until it has does not
received a DT_ACK (with no further change
management message) from the DRC | data rate or
master. interleaver
957 C.6.4.2 until a Type
6 D_PDU
with ACK =
1is
transmit-
ted.
If a DT_ACK (with no further TBD N/A
management message) is sent by the
DRC slave in reply to a
958 C.64.2 DRC_Response “cancel,” both nodes
shall abandon the procedure and
return to the prior state without
changing modem parameters.
After abandoning a DRC procedure TBD N/A
because of failure, if node A (formerly
the DRC slave) has no queued data
959 C.6.4.2 or acknowledgements to send to node
B, it shall send a Data D_PDU,
Expedited Data D_PDU, or Non-ARQ
D_PDU, with zero data attached.
On receiving the DRC Confirm Type 6
message, the DRC Master shall D_PDU
respond with a DT_ACK and then with
return to the processing state it was in | ACK =1
before executing the DRC procedure. | transmitted
in response
to Type 6
960 C.64.2 D_PDU
with Type 2
EOW, and
resumes
transmitting
data where
it left off to
begin DRC.
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Table 4.10. Management Control Protocols Results (continued)

mof STANAG Result Finding
ﬁuer:‘i':.e 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
After sending the DRC Confirm If Type 6
message [5] to the master and D_PDUs
receiving the DT_ACK from the interrupted
master, the slave shall return to the transfer of
processing state it was in before Types 0, 2,
executing the DRC procedure and or4
961 C6.4.2 send any queued D_PDUs to node B. | D_PDUs,
Types 0, 2,
or4
D PDUs
transmitted
after DRC
procedures
completed.
If node A (formerly the DRC slave) If no further
has no queued data to send to node datais
B, it shall send a Data D_PDU or needed to
Expedited Data D_PDU with zero be sent, a
data attached, and the C_PDU Type O or 4
962 C6.4.2 Segment Size field set equal to zero D PDUis
(0). transmitted
with 0
U_PDU
bytes.
Legend:

ACK—Acknowledgement

ARQ—Automatic Repeat-Request

bps—bits per second

C_PDU—Channel Access Sublayer Protocol Data Unit
D_PDU—Data Transfer Sublayer Protocol Data Unit
DT_ACK—Data Acknowledgement

DRC—Data Rate Change

EOW—Engineering Orderwire

TX—Transmit

hex—hexadecimal

ID—Identification

LSB—Least Significant Bit

N/A—Not Available
M_PDU—Management Protocol Data Unit
MSB—Most Significant Bit

NATO—North Atlantic Trade Organization
NC3A—NATO Consultation, Command, and Control Agency
RX—Receive

STANAG—Standardization Agreement
sync—synchronization

TBD—To Be Determined

U_PDU—User Protocol Data Unit
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SUBTEST 5. WARNING D_PDU PROTOCOLS

5.1 Objective. To determine the extent of compliance to the requirements of
STANAG 5066 for validating Warning D_PDUs reference numbers 801-810.

5.2 Criteria

a. A Data Transfer Sublayer shall be a Warning D_PDU to any remote node
from which an unexpected or unknown D_PDU Type has been received. (appendix B,
reference number 801)

b. The Warning D_PDU shall contain the following fields within its D_PDU
Type-Specific Part, mapped and encoded, in accordance with figure 5.1 and the
paragraphs below: (appendix B, reference number 802)

e Received Frame Type
e Reason Warning Sent

MSB ISR
L =1 ¢ 1 1 41 31 21 41 41
—— 1 i 0 1 0 0 0 0
EYNC SEQULENCE
SEE 1 1 1 0 1 0 1 1
A
] 1 1 1 1
1 EXNGINEERING ORDERWIRE (E}W)
3 INT OF TRANSMIESION (EQT]) E
S5IZE OF ADDRESS FIEL.D NMIZE OF HEADIER IN BYTES _E
3 1% BYTLIS {m) {zxcloding size of address fizldy {h} N
3+m EOURCE & RPESTINATION ADDRESMS ::
4+m RECEI¥ED FRAME TYPE REASOGN WARNING SENT E
W
CRC . MSB
CRT OX HEADER
CRC 1SR % ¥
Legend: CRC—Cyclic Redundancy Check, EOT—End of Tranmission, EOW—Engineering Orderwire, LSB—
Least Significant Bit, MSB—Most Significant Bit , SYN—Synchronization
Figure 5.1. Frame Format for Warning D_PDU Type 15
C. The Received Frame Type shall indicate the frame type that caused the

warning to be sent. (appendix B, reference number 803)
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d. The value of the Received Frame Type field shall be encoded in 4 bits and
located within the D_PDU as specified in figures 5.2 and 5.3. (appendix B, reference

number 804)

Rit mapping order

M5B LER

RLCEIVERFEAME TYFE

Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 5.2. Received Frame Type Field

ASB ESB
i 6 5 4 3 2z 1 &
A+m VBB ) FSp gieggr:f?cda:ml.gitB—Least Significant Bit, MSB—Most

Figure 5.3. Received Frame Type Mapping Convention in D_PDU Header

e. The Reason Warning Sent field shall indicate the reason the frame type
caused a warning, with values as specified in table 5.1. (appendix B, reference number

805)
Table 5.1. Encoding of Warning D_PDU Reason Field

Reason Field Value
Unrecognized D_PDU Type Received 0
Connection-Related D_PDU Received While Not Currently 1
Connected
Invalid D_PDU Received 2
Invalid D PDU Received for Current State 3
Unspecified/Reserved 4-15
Legend: D_PDU—Data Transfer Sublayer Protocol Data Unit
f. The value of the Reason Warning Sent field shall be encoded in 4 bits and

located within the D_PDU as specified in figures 5.4 and 5.5. (appendix B, reference
number 806)
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Ditmapping order

MER LRE

]
—_

{E

REASON WARNING SENT

Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 5.4. Reason Warning Sent Field

BB 158
7 6 5 4 3 2 1 0
Arm MSB » 158

Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 5.5. Reason Warning Sent Mapping Convention in D_PDU Header

g. The transmission of Warning Type D_PDUs shall be initiated
independently by the Data Transfer Sublayer in response to certain D_PDUs and shall
not be acknowledged explicitly. (appendix B, reference numbers 807 and 808)

h. A Warning D_PDU shall be sent in the following conditions: (appendix B,
reference number 809)

e A node receives a D_PDU Header addressed to itself with a valid
Cyclic Redundancy Check (CRC) and an unrecognized D_PDU Type
(value 0000).

e A node is not in the Idle/Broadcast state and it receives a D _PDU
Header addressed to itself, from a node with which it is not currently
connected (value 0001).

e A node is in Idle/Broadcast state and it receives a D_PDU Header
addressed to itself, which is other than Type 7 or Type 8 D_PDU
(value 0010).

e A node receives any D_PDU that is recognized but is not of the
allowed type for the state which the receiving node is in (value 0011;
this is the general case of the preceding).
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i. A Warning D_PDU shall not be sent in response to receipt of a Warning
D_PDU. (appendix B, reference number 810)

5.3 Test Procedures

a. Test Equipment Required

(1)
(2)
)
(4)

Computers (2 ea) with STANAG 5066 Software
Modem (2 ea)
Protocol Analyzer (2ea)

RS-232 Synchronous Serial Cards

b. Test Configuration. Figure 5.6 shows the equipment setup for this
subtest.
C. Test Conduction. Table 5.2 lists procedures for this subtest and table 5.3

lists the results for this subtest.

y y y y 4
Computerﬂ Modem Modem RS-232 Computer
LAN
Analyzer

Figure 5.6. Equipment Configuration for Warning D_PDU Protocols
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Table 5.2. Warning D_PDU Protocols Procedures

Step

Action

Settings/Action

Result

Set up equipment.

See figure 5.6. Computers are connected
to the modems by an RS-232 connection.
The connection between modems shall be
such that the receive and transmit pins on
the modem are connected to the transmit
and receive pins, respectively, of the other
modem. Do not connect anything to the
second input to the switch box.

Load STANAG 5066 software.

Configure the SMTP and POP3 servers as
required by the STANAG 5066 software
manual.

Configure STANAG addresses for
both computers.

Set the size of the STANAG address field
size to 7 bytes. Set the STANAG address
t0 0.0.1.1 and 0.0.1.3 as shown in figure
5.6. Configure protocol analyzer A as a
data packet injecter to simulate a computer
with STANAG address 0.0.1.2. Configure
the software to respond with an e-mail
message to the sender once the e-mail has
been successfully received.

Configure modems.

Set modems to transmit a
MIL-STD-188-110B signal at a data rate of
1200 bps with half duplex.

Identify client to be used.

Configure both computers to use the same
client type. (Use HMTP if available.)

Record the client type used by the
computers.

Client
Type =

Configure Deliver in Order.

Set the Deliver in Order to “Yes” for both
computers.

Configure delivery confirmation.

Set the delivery confirmation to “Node” for
both computers.

Configure rank.

Set the rank of the client to “15” for both
computers.

Configure priority level.

Set the priority level to “0” for both
computers.
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Table 5.2. Warning D_PDU Protocols Procedures (continued)

Step Action Settings/Action Result
Configure protocol analyzer. Configure protocol analyzer B to capture
the transmitted data between the two
computers and save it to a file. Configure
10 the protocol analyzer to have a 4800 bps

bit rate and to synchronize on “Ox90EB.”
Configure protocol analyzer B to drop sync
after 20 “OxFFs”. Configure the analyzer to
time stamp each captured byte.

The following procedures are for reference numbers 801-807 and 809-810 for Type 2 Warning Reason.

11

Inject Type 0 D_PDUs.

Transmit the following Type 0 D_PDUs in
the order listed (left-to-right and top-to-
bottom) from the data packet injector to the
computer with STANAG address 0.0.1.1:

(MSB) 90 EB 04 20 OE E9 00 00 10 10 00
01 02 EC 21 00 2B A8 00 00 33 44 7A 07
45 48 4C 4F 20 6B 69 6C 62 6F 75 72 6E
65 2E 6C 65 67 65 6E 64 73 2E 6E 69 74
2E 42 2A 66 7F 00 00 00 (LSB)

(MSB) 90 EB 04 20 OE E9 00 00 10 10 00
01 02 E8 21 01 AE 3F 00 00 33 44 7A 07
64 69 73 61 2E 6D 69 6C 0D 0A 4D 41 49
4C 20 46 52 4F 4D 3A 3C 68 66 65 6D 61
69 4E 58 8A 8B (LSB)

(MSB) 90 EB 04 20 OE E9 00 00 10 10 00
01 02 E8 21 02 D8 2C 00 00 33 44 7A 07
6C 40 6B 69 6C 62 6F 75 72 6E 65 2E 6C
65 67 65 GE 64 73 2E 6E 69 74 2E 64 69
73 1E 6A D8 60 00 (LSB)

(MSB) 90 EB 04 20 OE E9 00 00 10 10 00
01 02 E8 21 03 OA 22 00 00 33 44 7A 07
61 2E 6D 69 6C 3E 0D OA 52 43 50 54 20
54 4F 3A 3C 61 64 6D 69 6E 69 73 74 72
6125 C9 08 6C (LSB)

Save the data captured in steps 8-10 with
the protocol analyzer to a file.

*Note: The above data packets were
supported using HMTP in hex format.
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Table 5.2. Warning D_PDU Protocols Procedures (continued)

Step Action Settings/Action Result
Locate Type 15 (Warning) D_PDU. D_PDUs begin with the hex sequence D_PDU
0x90EB. The first 4 bits, immediately after | Type =
the Ox90EB sequence, will be the D_PDU
12 Type. For the Type 15 D_PDU, the value
will be OxF in hex or 1111 in binary.
Record the D PDU Type.
Locate Received Frame Type bits. The Received Frame Type bits are located | Type 15
in the first 4 bits of the 12" byte of the Type | D_PDU
13 15 D_PDU. RX Frame
Type =
Record the Received Frame Type bits.
Locate Reason Warning Sent bits. The next 4 bits, after the Received Frame Type 15
Type bits, contain the Reason Warning D_PDU
14 Sent bits. Reason
Warning
Record the Reason Warning Sent bits. Sent =
Locate CRC on Header bits. The next 16 bits, after the Reason Warning | Type 15
Sent bits, contain the CRC on Header bits. | D_PDU
15
CRC on
Record the CRC on Header bits. Header =
16 Was another Warning D_PDU sent in Y/N
response to the one recorded?
The following procedures are for reference numbers 801-807 and 809 for Type 1 Warning Reason.

17

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
0.0.1.3 to the computer with STANAG
address 0.0.1.1 using a Non-Expedited
ARQ delivery service:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.2.0.0t0 1.1.0.0

12345678910

133




Table 5.2. Warning D_PDU Protocols Procedures (continued)

Step

Action

Settings/Action

Result

18

Inject data packets.

During the break between computer 0.0.1.3
transmitting a Data D_PDU and 0.0.1.1
transmitting an acknowledgement, transmit
the following Type 0 D_PDUs in the order
listed (left-to-right and top-to-bottom) from
the data packet injector to the computer
with STANAG address 0.0.1.1:

(MSB) 90 EB 04 20 OE E9 00 00 10 10 00
01 02 EC 21 00 2B A8 00 00 33 44 7A 07
45 48 4C 4F 20 6B 69 6C 62 6F 75 72 6E
65 2E 6C 65 67 65 6E 64 73 2E 6E 69 74
2E 42 2A 66 7F 00 00 00 (LSB)

(MSB) 90 EB 04 20 OE E9 00 00 10 10 00
01 02 E8 21 01 AE 3F 00 00 33 44 7A 07
64 69 73 61 2E 6D 69 6C 0D OA 4D 41 49
4C 20 46 52 4F 4D 3A 3C 68 66 65 6D 61
69 4E 58 8A 8B (LSB)

(MSB) 90 EB 04 20 OE E9 00 00 10 10 00
01 02 E8 21 02 D8 2C 00 00 33 44 7A 07
6C 40 6B 69 6C 62 6F 75 72 6E 65 2E 6C
65 67 65 6E 64 73 2E 6E 69 74 2E 64 69
73 1E 6A D8 60 00 (LSB)

(MSB) 90 EB 04 20 OE E9 00 00 10 10 00
01 02 E8 21 03 OA 22 00 00 33 44 7A 07
61 2E 6D 69 6C 3E 0D OA 52 43 50 54 20
54 4F 3A 3C 61 64 6D 69 6E 69 73 74 72
6125 C9 08 6C (LSB)

Save the data captured in steps 8-10 with
the protocol analyzer to a file.

*Note: The above data packets were
supported using HMTP in hex format.
Save the data obtained through the
analyzer to a file.

19

Locate Type 15 (Warning) D_PDU.

D_PDUs begin with the hex sequence
0x90EB. The first 4 bits, immediately after
the 0x90EB sequence, will be the D_PDU
Type. For the Type 15 D_PDU, the value
will be OxF in hex or 1111 in binary.

Record the D_PDU Type.

D_PDU
Type =
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Table 5.2. Warning D_PDU Protocols Procedures (continued)

Step Action

Settings/Action

Result

Locate Received Frame Type bits.

20

The Received Frame Type bits are located
in the first 4 bits of the 12" byte of the Type
15 D_PDU.

Record the Received Frame Type bits.

Type 15
D_PDU
RX Frame
Type =

Locate Reason Warning Sent bits.

21

The next 4 bits, after the Received Frame
Type bits, contain the Reason Warning
Sent bits.

Record the Reason Warning Sent bits.

Type 15
D_PDU
Reason
Warning
Sent =

The following procedures are for reference

numbers 801-807 and 809 for Type 0 warning

reason.

Initiate handshaking protocol.

22

Using the data packet injector, transmit the
following hex data packet to the STANAG
computer 0.0.1.1:

(MSB) 90 EB 84 20 01 EF 00 00 10 10 00
0102 00 01 0A 00 01 00 00 01 18 45 29 10
AA 9C 74 1E (LSB)

*Note: This data packet assumes the
STANAG 5066 supports waveform
MIL-STD-188-110A. The EOW and CRC
for the above data packet will need to be
changed if the STANAG 5066 software
does not support the

MIL-STD-188-110A waveform.

Inject Undefined D_PDU (Type 10)
data packet.

23

STANAG computer 0.0.1.1 will then
transmit a response to the handshaking
D_PDU transmitted by the data packet
injector. After this has been accomplished,
transmit the following data packet from the
data packet injector to the STANAG
computer 0.0.1.1:

(MSB) 90 EB A0 00 01 E8 00 00 10 10 00
01 02 1F AO 3B CE (LSB)

Locate Type 15 Warning D_PDU.

24

D_PDUs begin with the hex sequence
O0x90EB. The first 4 bits, immediately after
the Ox90EB sequence, will be the D_PDU
Type. For the Type 15 D_PDU, the value
will be OxF in hex or 1111 in binary.

Record the D_PDU Type.

D_PDU
Type=

Locate Received Frame Type bits.

25

The Received Frame Type bits are located
in the first 4 bits of the 12" byte of the Type
15 D_PDU.

Record the Received Frame Type bits.

Type 15
D _PDU
RX Frame
Type =
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Table 5.2. Warning D_PDU Protocols Procedures (continued)

Step

Action

Settings/Action

Result

26

Locate Reason Warning Sent bits.

The next 4 bits, after the Received Frame
Type bits, contain the Reason Warning
Sent bits.

Record the Reason Warning Sent bits.

Type 15
D_PDU

Reason

Warning
Sent =

The following procedures are for reference number 808.

27

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
0.0.1.1 to the data packet injector using the
STANAG address 0.0.1.2 for the data
packet injector; use Non-Expedited ARQ
delivery service:

For the Subject Line: Test 1

In the Body:
“This is a test from address
0.0.1.1t00.0.1.2

12345678910

28

Inject data packet.

After the computer with STANAG address
0.0.1.1 has transmitted its initial
“handshaking” data packet, transmit the
following data packet from the data packet
injector to the computer with STANAG
address 0.0.1.1:

(MSB) 90 EB 80 00 07 EF 00 00 10 10 00
0102 00 01 01 00 01 00 00 01 18 3C 04 20
54 39 E9 3C (LSB)

29

Inject 2™ data packet.

The computer with STANAG address
0.0.1.1 will then transmit a long
transmission of Data D_PDUs. When the
computer with STANAG address 0.0.1.1
has completed its transmission, transmit
the following data packet from the data
packet injector to the computer with
STANAG address 0.0.1.1:

(MSB) 90 EB F4 20 01 E7 00 00 10 10 00
0102 32 75 46 (LSB)

Save the data obtained through the
analyzer to a file.
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Table 5.2. Warning D_PDU Protocols Procedures (continued)

Step Action Settings/Action Result
Verify that the computer did not After the Type 15 (OxF) D_PDU is Acknowle-
respond to the type 15 D_PDU with an | transmitted from the data packet injector, dgement
acknowledgement. STANAG computer 0.0.1.1 should no Transmit-

30 longer transmit data. Using the data ted?
obtained through the protocol analyzer,
confirm that no more data had been Y/N
transmitted from STANAG computer
0.0.1.1.
Note: Reason Code 3 not currently tested for Type 15 D PDU.

Legend:

ARQ—Automatic Repeat-Request LSB—Least Significant Bit

bps—bits per second MIL-STD—Military Standard

CRC—Cyclic Redundancy Check MSB—Most Significant Bit

D_PDU—Data Transfer Sublayer Protocol Data Unit POP3—Post Office Protocol 3

e-mail—Electronic Mail RX—Receive

EOW—Engineering Orderwire SMTP—Simple Mail Transfer Protocol

hex—hexadecimal STANAG—Standardization Agreement

HMTP—High Frequency Mail Transfer Protocol
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Table 5.3. Warning D_PDU Protocols Results

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

801

C.3.12

A Data Transfer Sublayer shall be a
Warning D_PDU to any remote node from
which an unexpected or unknown D_PDU
Type has been received.

Type 15
D_PDU
transmit-
ted from
computer
0.0.11
after
received
data from
Data
Packet
Injector.

802

C.3.12

The Warning D_PDU shall contain the
following fields within its D_PDU Type-
Specific Part, mapped and encoded, in
accordance with figure C-28 and the
paragraphs below:

e Received Frame Type
e Reason Warning Sent

Type 15
D_PDU
Structured
as in figure
5.1.

803

C.3.12

The Received Frame TYPE shall indicate
the frame type that caused the warning to
be sent.

RX Frame
Type =

(MSB)0 O
00 (LSB)

(0x0 hex)
for Types
1and 2
reason
codes.

RX Frame
Type =

(MSB)10
10 (LSB)

(OxA hex)
for Type O
reason
code.

804

C.3.12

The value of the Received Frame Type
field shall be encoded in 4 bits and
located within the D_PDU as specified in
figure C-29 and figure C-30.

RX Frame
Type
encoded
asin
figures 5.2
and 5.3.
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Table 5.3. Warning D_PDU Protocols Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

805

C.3.12

The Reason Warning Sent field shall
indicate the reason the frame type caused
a warning, with values as specified in
table C-3.

Reason
Warning
Sent =
(MSB)0 O
10 (LSB)

(0x2 hex)
when
D_PDUs
injected
before link
establi-
shed.

Reason
Warning
Sent =
(MSB)0 O
01 (LSB)

(0x1 hex)
when
D_PDUs
injected
while
computer
0.0.1.1
linked with
computer
0.0.1.3.

Reason
Warning
Sent =
(MSB)0 0
00 (LSB)

(0x0 hex)
when an
undefined
(Type 10)
D PDU s
injected.

806

C.3.12

The value of the Reason Warning Sent
field shall be encoded in 4 bits and
located within the D_PDU as specified in
figure C-31 and figure C-32.

Reason
Warning
Sent field
encoded
asin
figures 5.4
and 5.5.
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Table 5.3. Warning D_PDU Protocols Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required | Measured | . . | Not
Paragraph Value Value Met
The transmission of Warning Type No Type 1,
D_PDUs shall be initiated independently Type 2, or
by the Data Transfer Sublayer in Type 5
response to certain D_PDUs. D_PDUs
807 C.3.12 sentin
response
to the
Type 15
D PDU.
And shall not be acknowledged explicitly. | No
acknowle-
dgement
808 C.3.12 transmit-
ted in
response
to Type 15
D PDU.
A Warning D_PDU shall be sent in the Reason
following conditions: Warning
Sent =
e A node receives a D_PDU Header (MSB)0 0
addressed to itself with a valid CRC 10 (LSB)
and an unrecognized D_PDU Type
(value 0000). (0x2 hex)
e A node is not in the Idle/Broadcast when
state and it receives a D_PDU Header | D_PDUs
addressed to itself, from a node with injected
which it is not currently connected. before link
(value 0001). establi-
e Anode is in Idle/Broadcast state and it | shed.
receives a D_PDU Header addressed Reason
809 C.3.12 to itself which is other than Type 7 or Warning
Type 8 D_PDU (value 0010). Sent =
e A node receives any D_PDU that is (MSB) 00
recognized but is not of the allowed 01 (LSB)
type for the state which the receiving
node is in (value 0011; this is the (0x1 hex)
general case of the preceding). when
D_PDUs
injected
while
computer
0.0.1.1
linked with
computer
0.0.1.3.
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Table 5.3. Warning D_PDU Protocols Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

809

C.3.12

Reason
Warning
Sent =
(MSB)0 0
00 (LSB)

(0x0 hex)
when an
undefined
(Type 10)
D PDU s
injected.

810

C.3.12

A Warning D_PDU shall not be sent in
response to receipt of a Warning D_PDU.

A Type 15
D_PDU
was not
sentin
response
to the
Type 15
D_PDU
sent.

Legend:

CRC—Cyclic Redundancy Check

D_PDU—Data Transfer Sublayer Protocol Data Unit

hex—hexadecimal
LSB—Least Significant Bit

MSB—Most Significant Bit

RX—Receive

STANAG—Standardization Agreement
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SUBTEST 6. NON-AUTOMATIC REPEAT-REQUEST RESPONSE DATA
TRANSFER

6.1  Objective. To determine the extent of compliance to the requirements of
STANAG 5066, reference numbers 438, 570, 572-573, 591, 770-774, 776-780, 782-
799, and 827-838.

6.2 Criteria

a. No explicit peer-to-peer communication shall be required to establish and
terminate a Broadcast Data Exchange Session. A Broadcast Data Exchange Session is
established and terminated either by a management process or unilaterally by the
Subnetwork Interface Sublayer, based on a number of criteria as explained in section
A.1.1.3 of STANAG 5066. (appendix B, reference number 438)

b. The Data Transfer Sublayer shall provide “sub-modes” for Non-ARQ and
reliable selective ARQ delivery services, which influence the characteristics of the
particular service, as specified below: (appendix B, reference numbers 570, and 572-
573)

e Any D PDUs that are found to contain transmission errors shall be
discarded by the Data Transfer Sublayer protocol entity.

e A special mode of the Non-ARQ service shall be available to
reconstruct C_PDUs from D_PDUs in error and deliver them to the
Channel Access Sublayer.

C. The Non-Repeat-Request (NRQ) protocol shall only operate in a simplex
mode since the local node, after sending information frames (I-Frames), does not wait
for an indication from the remote node as to whether or not the I-Frames were correctly
received. (appendix B, reference number 591)

d. The Non-ARQ Data (Type 7) D_PDU shall be used to send segmented
C_PDUs when the transmitting node needs no explicit confirmation that the data was
received. (appendix B, reference number 770)
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e. The Non-ARQ Data D_PDU shall contain the following fields within its
D_PDU Type-Specific Part, mapped and encoded, in accordance with figure 6.1 and the
paragraphs below: (appendix B, reference number 771)

C_PDU ID Number (Field 1)
Deliver in Order

Group Address

Size of Segmented C_PDU
C_PDU ID Number (Field 2)
C_PDU Size

C_PDU Segment Offset
C_PDU Reception Window

MSB LSB
L7 _le 15 J4 13 [ 2 |+ ] o |
SYN 1 0 0 1 0 0 0 0
SYN 1 1 1 0 1 0 1 1
A
0 1 0 0 0 I
1 ENGINEERING ORDERWIRE (EOW)
2 END OF TRANSMISSON (EOT)
SIZE OF ADDRESS | SIZE OF HEADER IN BYTES
3 FIELD IN BYTES (m) (excluding size of address field) (h)
3+m SOURCE & DESTINATION ADDRESS
DELIVER GROUP
4+m C_PDU ID NUMBER (field 1) I'N oRDERlADDRESSI
5+m SIZE OF SEGMENTED C_PDU IN BYTES =
6+m C_PDU ID NUMBER (field 2) %
— o
7+m -.:E
C_PDU SIZE IN BYTES g
8+m N
(2]
9+m
C_PDU SEGMENT OFFSET
[10+m
11+m
C_PDU RECEPTION WINDOW
12+m
crc < MSB €
T CRC ON HEADER =]
CRC LSB < v E
15+m| | mse Lse_ | & o
_______________________ b
Q
<
_______________________ @
15+m| | MsB LSB g
+n v 3
CRC < MSB ‘5
— — [
CRC 32-bit CRC ON 3
CRC
- — SEGMENTED C_PDU ONLY
CRC LSB <
Legend: C_PDU—Channel Access Sublayer Protocol Data Unit, CRC— Cyclic
Redundancy Check, EOW —Engineering Orderwire, EOT—End Of Transmission,
LSB—Least Significant Bit, MSB—Most Significant Bit, SYN— Synchronization

Figure 6.1. Frame Format for Non-ARQ DATA D_PDU Type 7
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f. The C_PDU ID Number field shall identify the C_PDU to which the
C_PDU segment encapsulated by the Non-ARQ Data D_PDU belongs. (appendix B,
reference number 772)

g. The value encoded in the C_PDU ID Number field shall be a unique
integer (modulo 4096) identifier assigned in an ascending order (also modulo 4096) to
the C_PDU, during its segmentation and encapsulation into D_PDUs. (appendix B,
reference number 773)

h. The value encoded in the C_PDU ID Number field shall not be released
for reuse and assignment to another C_PDU until the time specified in the C_PDU
Reception Window expires, as noted below. (appendix B, reference number 774)

i The value of the C_PDU ID Number shall be encoded in a 12-bit field as
specified in figure 6.2. (appendix B, reference number 776)

Bit mappiog order

M5B =R
11 14 9 8 7 3] 8 4 3 2 1 a

N_PEE ID NUMBER

Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 6.2. C_PDU ID Number Field

j- The value of the C_PDU ID Number shall be mapped into the Non-ARQ
Data D_PDU to two split fields as follows and as depicted in figure 6.3: (appendix B,
reference numbers 777-779)

e The four MSBs of the value of the C_PDU ID Number shall be mapped
into C_PDU ID Number (Field 1).

e The eight LSBs of the value of the C_PDU ID Number shall be mapped
into C_PDU ID Number (Field 2).
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158

MSR
7 & 1 3 4 3 2 I o
4+m BB >
= £ PTMITDNIANVIER (hield 1)
6+m » L5B

C_PRUTRNUNBER {ficld 2}

Legend: C_PDUI—Channel Access Sublayer Protocol Data Unit, ID—Idenfification, LSB—Least Significant Bit, MSB—Most
Significant Bit

Figure 6.3. C_PDU ID Number Mapping Convention in D_PDU Header

k. If the Deliver in Order flag is set (i.e., its value equals 1) on the D_PDUs
composing a C_PDU, the C_PDU shall be delivered to the network layer when both the
following conditions are met: (appendix B, reference number 780)

C_PDU is complete and error-free or the C_PDU Reception Window

expires.
Previous C_PDUs that also had the Deliver in Order flag set have been

delivered.

. The Group Address flag shall indicate that the destination address should
be interpreted as a group address rather than an individual address, as follows:
(appendix B, reference numbers 782-784)

e The destination address shall be interpreted as a group address when

the Group Address flag is set (1).
e However, when the Group Address flag is cleared (0) the destination
address shall be interpreted as an individual node address.

m. The Size of Segmented C_PDU field shall specify the number of bytes
contained in the segmented C_PDU file, in accordance with the requirements of section

C.2.10 of STANAG 5066. (appendix B, reference number 785)

n. The C_PDU Size field shall indicate the size in bytes of the C_PDU of
which the C_PDU segment encapsulated in this D_PDU is a part. (appendix B,

reference number 786)

o. The value of the C_PDU Size field shall be encoded in a 16-bit field with
the bits mapped, as specified by figure 6.4. (appendix B, reference number 787)
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Bit mapping order

MSB LSE
15|14|13|12|11|19|9|5 7|5|5|4|3|2|1|n

Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 6.4. C_PDU Size Field

p- The number shall be mapped into the D_PDU by placing the MSB of the
field into the MSB of the first byte in the D_PDU, as can be seen in figure 6.5.
(appendix B, reference number 788)

M5B ESB
7 2 3 4 2 I 1 i
THm AMSB »
S+m  E
Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 6.5. C_PDU Size Mapping Convention in D_PDU Header

q. The C_PDU Segment Offset field shall indicate the location of the first
byte of the segmented C_PDU with respect to the start of the C_PDU. (appendix B,
reference number 789)

r. For the purpose of this field, the bytes of the C_PDU shall be numbered
consecutively starting with (0). (appendix B, reference number 790)

S. The C_PDU Segment Offset field is a 16-bit field; the bits shall be mapped
as specified by figure 6.6. (appendix B, reference number 791)
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Bit mapping ardecr

MSE L5B
s luw [ le{afe [s [ s ]2 [s s a2 ]z21]: [o

Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 6.6. C_PDU Segment Offset Field

t. The number shall be mapped into the D_PDU by placing the MSB of the
field into the MSB of the first byte in the D_PDU, as specified in figure 6.7. (appendix B,
reference number 792)

M5B I5B
7 6 5 4 3 2 t | e
THm MSB >
3+tm > 158
Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 6.7. C_PDU Segment Offset Mapping Convention in D_PDU Header

u. The C_PDU Reception Window field shall indicate the maximum
remaining time (in units of half-seconds) relative to the start of the D_PDU, during which
portions of the associated C_PDU may be received. (appendix B, reference number
793)

V. The number shall be mapped into the D_PDU by placing the MSB of the
field into the MSB of the first byte in the D_PDU, as specified in figure 6.7. (appendix B,
reference number 794)

w. The C_PDU Reception Window field shall indicate the maximum
remaining time in units of half-seconds relative to the start of the D_PDU, during which
portions of the associated C_PDU may be received. (appendix B, reference number
795)

X. As in the case of the End of Transmission (EOT) field, the C_PDU

Reception Window shall be updated just prior to transmitting each D_PDU. (appendix
B, reference number 796)
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. The value of the C_PDU Reception Window field shall be encoded in a
16-bit field with the bits mapped, as specified in figure 6.8. (appendix B, reference
number 797)

Bitmapping nrder

MSB LSE
15|14|13|12|11 18 5 5 7 & 5 4 3 2 1 i

Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 6.8. C_PDU Reception Window Field

z. The value shall be mapped into the D_PDU by placing the MSB of the
field into the MSB of the first byte in the D_PDU, as specified in figure 6.9. (appendix B,
reference number 798)

M5B ESB
7 & ) 4 3 2 1 ]
Tm 7 ) »
g+m » I513
Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 6.9. C_PDU Reception Window Mapping Convention in D_PDU Header
aa. The frame format for Expedited Non-ARQ Data (Type 8) D_PDUs shall be

identical to the Non_ARQ Data D_PDU, with the exception that the Type field has a
value of (8), as specified in figure 6.10. (appendix B, reference number 799)
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MSB LSB
L le 1 s 14 | s | 2 J + 1 o |
SYN 1 0 0 1 0 0 0 0
svN 1 1 1 0 1 0 1 1
V' N
0 1 0 0 0 I
1 ENGINEERING ORDERW IRE (EOW)
) END OF TRANSMISSON (EOT)
SIZE OF ADDRESS I SIZE OF HEADER IN BYTES
3 FIELD IN BYTES (m) (excluding size of address field) (h)
3 em SOURCE & DESTINATION ADDRESS
GROUP
4+m C_PDU ID NUMBER (field 1) IFNES'Q'DEERIADDRESSI
5+m SIZE OF SEGMENTED C_PDU IN BYTES S
6+m C_PDU ID NUMBER (field 2) 2
Q
7+m E
C_PDU SIZE INBYTES °
8+m N
7]
9+m
C_PDU SEGMENT OFFSET
Ho+m -
[11+m
C_PDU RECEPTION WINDOW
12+m
crcC - MSB E
CRC ON HEADER >
CRC LSB < v 2
15+4m MSB LSB A
________________________ Q
Q
€
________________________ g
15+m MSB LsB E
n v &
CRC < MSB s
@
CRC 32-bit CRC ON 5
crC
| SEGMENTED C_PDU ONLY
CRC LSB =
Legend: C_PDU—Channel Access Sublayer Protocol Data Unit, CRC— Cyclic
Redundancy Check, EOW — Engineering Orderwire, EOT— End Of Transmission,
LSB—Least Significant Bit, MSB— Most Significant Bit, SYN— Synchronization

Figure 6.10. Frame Format for Expedited Non-ARQ DATA D_PDU Type 8

ab. Segmentation of a C_PDU into segments small enough to fit within a
D_PDU for Non-ARQ delivery (i.e., a Non-ARQ Data, or Expedited Non-ARQ-Data
D_PDU) shall be performed in accordance with the example shown in figure 6.11 and
as follows: (appendix B, reference numbers 827-833)

e The Maximum C_PDU Segment size within a D_PDU for Non-ARQ
delivery services shall be a configurable parameter no greater than
1023 bytes in any implementation compliant with STANAG 5066.

e An entire C_PDU for Non-ARQ delivery that is smaller than the
Maximum C_PDU Segment size shall be placed in the C_PDU
segment of a single D_PDU.

e A unique C_PDU ID Number shall be assigned to the Non-ARQ
C_PDU, in accordance with the requirements of section C.3.10 of
STANAG 5066.

e All D_PDUs containing segments from the same C_PDU shall have
the same C_PDU ID Number.
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The Segment Offset field of the D_PDU, containing the first segment
from a C_PDU, shall be equal to (0).

The Segment Offset field of the D_PDU, containing any subsequent
segment from a C_PDU, shall be set equal to the number of bytes from
the original C_PDU that precedes the first byte of the segment.

Segrentation process >
"""" > D PDU
SEGMOFF=0,IDNO =0 3
C PDU T > SZE =200 g
C_PDUIDNUVBER=0 -9 c
SEc-MGFD_;[:,JlDNO 0 2
- =080 [F~~=o = = E=
gl S& = ——— SZE__ =200 e
° [
- €
s 0 pemm----- > &
> D PDU N
3 SEGMOFF=2000, IDNO =0
(=) SIZE =80 \
: -------- *
o
o D_PDU
o SEGMOFF=0,IDNO =1
C PDU L ecz==—-- SIZE =200 g
_ Sm_——a
C PDUIDNUVBER=1 > BP0 5
_____ SEGMOFF=200, IDNO =1 g
SIZE =1000 S - SZE =200 £
8
c
()
--------- £
D PDU >
SEGMOFF=800,IDNO =1 N
________ L SZE =200 |
» Yy
Legend: C PDU—Crernel Acoess Sublayer Protoool Deta Unit, D PDU—Deta Transfer Sublayer
Protocol Deta Urit, ID—identification, NO—Nurrber

Figure 6.11. C_PDU Segmentation for Non-ARQ Delivery Services (Regular and

Expedited)

ac. For Non-ARQ Services, re-assembly of a C_PDU from its segments shall
be performed in accordance with the example shown in figure 6.12 and as follows:
(Unless noted otherwise, C_PDU segments that are re-assembled are expected to have
passed the CRC error-check and have no detectable errors.) (appendix B, reference
numbers 834-838)

The re-assembly process for Non-ARQ C_PDUs shall use the C_PDU
ID Number, Segment Offset field, C_PDU Segment-Size field, and
C_PDU Size field to determine when all segments of a C_PDU have
been received.

If the Error-free Delivery Mode has been specified, a re-assembled
C_PDU shall be delivered, if and only if all segments of the C_PDU
have been received without errors.
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e |If the Deliver-w/-Errors Mode has been specified, the re-assembly
process shall proceed as follows:

e C_PDU segments received without detected errors shall be collected
as received in their D_PDUs and placed in order within the re-
assembled C_PDU.

Re-assembly process >
________ -t
D_PDU d
SEGMOFF=0,IDNO =0
© |_TXSEQNO=0,SIZE =200 | _ _ _ _ _ _ _ = =p] C_PDU
- C_PDU ID NUMBER =0
: D_PDU
= | SEGMOFF=200,IDNO =0
'Q p - =
€ | _TXSEQNO=1,SIZE =200 | — == ==—"" » SIze 2080
[
(7] [
(7] (]
) > =
& D_PDU o
SEGM OFF =2000,IDNO =0 >
\/ TXSEQNO=10,SIZE =80 | _ _ _ _ _ _ _ _ > ¢
———————— » 3
D_PDU B o
SEGMOFF=0,IDNO =1 a
F TX SEQNO = 11, SIZE =200 o
-§ ::::_—_::=-’ C_PDU
S D FDU C_PDU ID NUMBER = 1
S | SEGMOFF=200,IDNO =1 - P
€ L TXSEQNO=12,SIZE =200 | o == =="—" SIZE =1000
?
3
& peo0 | >
SEGM OFF =800, IDNO =1
\ / TXSEQNO=15SIZE =200 | _ _ _ _ _ _ — - \ 4
Legend: C_PDU—Channel Access Sublayer Protocol Data Unit, D_PDU—Data Transfer Sublayer
Protocol Data Unit, ID—dentification, NO—Number, OFF—Offset, PDU—Protocol Data Unit, SEGM—
Segment, SEQ—Sequence, TX—Transmit

Figure 6.12. C_PDU Re-assembly for Non-ARQ Delivery Services (Regular and
Expedited)

6.3 Test Procedures
a. Test Equipment Required
(1)  Computers (2 ea) with STANAG 5066 Software
(2) Modem (2 ea)
(3) Protocol Analyzer
(4) RS-232 Synchronous Serial Cards
(5) Two Position Switch

(5) HF Simulator (2 ea)
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(6)  Asynchronous Control Line

b. Test Configuration. Figures 6.13 and 6.14 show the equipment setup for
this subtest.

C. Test Conduction. Table 6.1 lists procedures for this subtest and table 6.2
lists the results for this subtest.

RS-232

Figure 6.13. Equipment Configuration for Non-ARQ Response Data Transfer

RS-232 RS-232

Figure 6.14. Equipment Configuration for Non-ARQ Response Data Transfer with
Errors
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Table 6.1. Non-ARQ Response Data Transfer Procedures

Step

Action

Settings/Action

Result

Set up equipment.

See figure 6.13. Computers are
connected to the modems by an RS-232
connection. Make sure that the receive
pins of one modem are connected to the
transmit pins of the other modem.

Configure STANAG addresses for
both computers.

Set the size of the STANAG address field
size to 7 bytes. Set the STANAG address
to 1.1.0.0 and 1.2.0.0 as shown in figure
6.13.

Identify client to be used.

Record the client type to be tested under
this subtest.

Client
Type =

Configure modems.

Set modems to transmit a
MIL-STD-188-110B signal at a data rate
of 4800 bps with full duplex.

Configure rank.

Set the rank of the client to “15” for both
computers.

Configure priority level.

Set the priority level to “0” for both
computers.

Configure Maximum C_PDU
Segment Size.

If the Maximum C_PDU Segment Size
parameter is a configurable on the user
interface, configure the Maximum C_PDU
Segment Size to 1023 bytes. If this
parameter is not configurable on the user
interface, coordinate with the vendor to
obtain the value of the Maximum C_PDU
Segment Size and record the vendor’'s
Maximum C_PDU Segment Size.

Vendor’s
Maximum
C_PDU
Segment
Size =
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step Action Settings/Action Result
Configure MTU Size. If the MTU Size parameter is a Vendor’s
configurable on the user interface, MTU
configure the MTU Size to 4096 bytes. If Size =
this parameter is not configurable on the
user interface, coordinate with the vendor
to obtain the value of the MTU Size and Maximum
8 record the vendor's MTU Size. Also record | C_PDU
whether or not the value obtained from the | Segment
vendor is less than or equal to 4096 bytes. | Size
<4096
bytes?
Y/N
Determine maximum number of Add 6 to the Vendor's MTU Size and divide | Max
D_PDUs to encapsulate an entire the result by the Maximum C_PDU Number of
C_PDU. Segment Size (round up) to determine the D_PDUs =
maximum number of D_PDUs needed to
encapsulate an entire C_PDU Segment
that is segmented across more than 1
D_PDU. If the above values were user
9 configurable and the values specified were
used, this value will be 5 D_PDUs. Note:
The adding of 6 bytes takes into
consideration the C_PDU and S_PDU
headers that are not included in the MTU
Size, but is included in the Maximum
C_PDU Segment Size.
Record the Maximum Number of D PDUs.
Configure protocol analyzer. Configure the protocol analyzer to capture
10 the transmitted data between the two
computers and save it to a file.
The following procedures are for reference numbers 570.
11 Verify software capabilities. Is the STANAG 5066 software configurable | Y/N

for Non-ARQ delivery with error mode?
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step |

Action

| Settings/Action

| Result

The following procedures are for Type 7 (Non-Expedited Non-ARQ) D_PDU and are for reference
numbers 438, 591, 770-782, 784, 785-798, 827, and 830-838.

Send e-mail message to obtain results
for Non-Expedited ARQ Data
Transfer.

Without making adjustments to steps 1-9,
send the following e-mail message from
the computer with STANAG address
1.2.0.0 to the computer with STANAG
address 1.1.0.0 using an Expedited Non-
ARQ delivery. Include an attachment of
approximately 15 kbytes (after any
compression algorithms including that
which CFTP uses):

12

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.2.0.0t0 1.1.0.0
12345678910

Save the data obtained through the

analyzer to a file.

From the captured file, locate sync D_PDUs sync with the hex sequence

13 bytes and D_PDU Type. 0x90EB, or
(MSB)100100001110101 1 (LSB)
in binary.

Locate Type 7 D_PDU. D_PDUs begin with the hex sequence D_PDU
Ox90EB. The first 4 bits, immediately after | Type =
the 0x90EB sequence, will be the D_PDU

14 Type. For the Type 7 D_PDU, the value
will be 7 in hex or (MSB) 0111 (LSB) in
binary.
Record the D PDU Type.
Locate C_PDU ID (Field 1) bits for the | The C_PDU ID (Field 1) is a 4-bit field Type 7
Type 7 D_PDU captured in step 14. located within the 12" byte of the Type 7 D_PDU
15 D_PDU. C_PDUID
(Field 1) =
Record the C_PDU ID (Field 1) bits.
Locate Deliver in Order bit for the The next bit, after the C_PDU ID (Field 1) Type 7
Type 7 D_PDU captured in step 14. bits, contains the Deliver in Order bit. D_PDU
16 Deliver in
Order
Record the Deliver in Order bit. bit =
Locate Group Address bit for the Type | The next bit, after the Deliver in Order bit, Type 7
7 D_PDU captured in step 14. contains the Group Address bit. D_PDU
17 Group
Address
Record the Group Address bit. bit =
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step Action Settings/Action Result
Locate Size of Segmented C_PDU The next 10 bits, after the group address Type 7
bits for the Type 7 D_PDU captured in | bit, contain the Size of Segmented C_PDU | D_PDU

18 step 14. bits. Size of
Segmented
Record the Size of Segmented C_PDU C_PDU =
bits.
Locate C_PDU ID (Field 2) bits for the | The next 8 bits, after the Size of Type 7
Type 7 D_PDU captured in step 14. Segmented C_PDU bits, contain the D_PDU
19 C_PDU ID (Field 2) bits. C_PDUID
(Field 2) =
Record the C_PDU ID (Field 2) bits.
Obtain full C_PDU ID for the Type 7 The full C_PDU ID is obtained by Full Type 7
D_PDU captured in step 14. combining the values obtained in steps 14 | C_PDU ID
and 18, with the MSB of the value in step Number =
14 being the MSB of the full C_PDU ID and
the LSB of the value in step 18 being the
LSB of the full C_PDU.
20 Example:
C_PDU ID Field 1= (MSB) 00 1 0 (LSB)
C_PDU ID Field 2= (MSB)01100011
(LSB)
FullC_PDUID=(MSB)0010011000
11 (LSB)
Record the Full C_PDU ID Number.
Locate C_PDU Size bits for the Type The next 16 bits, after the C_PDU ID (Field | Type 7
21 7 D_PDU captured in step 14. 2) bits, contain the C_PDU Size bits. D_PDU
C_PDU
Record the C_PDU Size bits. Size =
Locate C_PDU Segment Offset bits The next 16 bits, after the C_PDU Size Type 7
for the Type 7 D_PDU captured in bits, contain the C_PDU Segment Offset D_DPU
22 | step 14. bits. C_PDU
Segment
Record the C_PDU Segment Offset bits. Offset =
Locate C_PDU Reception Window bits | The next 16 bits, after the C_PDU Type 7
for the Type 7 D_PDU captured in Segment Offset bits, contain the C_PDU D_PDU
23 step 14. Reception Window bits. C_PDU
Reception
Record the C_PDU Reception Window Window =

bits.
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

24

Convert C_PDU Reception Window to
seconds.

Take the decimal value for the C_PDU
Reception Window and divide by 2. This
value is the C_PDU Reception Window
Time in seconds.

Record the C_PDU Reception Window
Time.

Type 7
C_PDU
Reception
Window
Time =

25

Obtain C_PDU Type for Type 7
D_PDU in step 14.

The 2 bytes that immediately follow the
C_PDU Reception Window bytes are the
CRC on Header bytes. The first 4 bits of
the next byte, following the 2 byte CRC on
Header bytes, contains the C_PDU Type.

Record the C_PDU Type.

C_PDU
Type =

26

Obtain all C_PDU ID bits.

Locate the C_PDU bits for all Type 7
D_PDUs transmitted during the data
transmission. The C_PDU ID &Field 1)isa
4-bit field located within the 12" byte of the
Type 7 D_PDU. The C_PDU ID (Field 2)
bits are the 8 bits located in the 14" byte of
the Type 7 D_PDU. The full C_PDU ID is
obtained by combining the values of the
C_PDU ID (Field 1) and C_PDU ID (Field
2) bits, with the MSB of the C_PDU ID
(Field 1) bits being the MSB of the full
C_PDU ID and the LSB of the C_PDU ID
(Field 2) bits being the LSB of the full
C_PDU.

Example:
C_PDU ID Field 1= (MSB) 00 1 0 (LSB)
C_PDU ID Field 2= (MSB)01100011

(LSB)
Full C_PDU ID= (MSB)0010011000
11 (LSB)

Record the decimal equivalent of all
C_PDU IDs for all captured Type 7
D_DPUs in the order they are transmitted.
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

27

Obtain C_PDU Reception Window

bits.

There will be several Type 7 D_PDUs with
the same C_PDU ID in step 26. Locate the
C_PDU Reception Window for each
D_PDU that has the same C_PDU ID. The
C_PDU Reception Window is a 16-bit field
located starting with the 19" byte of the
Type 7 D_PDU. After obtaining the
hexadecimal value of the C_PDU
Reception Window, convert the value to
decimal and divide the result by 2. This will
be the C_PDU Reception Window value in
seconds.

Record and match all of the C_PDU
Reception Window bits in seconds to their
corresponding C_PDU IDs recorded in step
26.

Type 7
C_PDU
Reception
Windows =

28

Obtain all C_PDU Segment Offset

bits.

The C_PDU Segment Offset is a 16-bit
field starting with the MSB of the 17" byte
of the Type 7 D_PDU.

Record the decimal equivalent of all
Segment Offset for all captured Type 7
D PDUs in the order they are received.

C_PDU
Segment
Offset =

29

Obtain all C_PDU Reception Window

bits.

The next 16 bits, after the C_PDU
Segment Offset bits, are the C_PDU
Reception Window bits. Obtain the
decimal equivalent of the 16-bit C_PDU
Reception Window bits and multiply the
result by 2. This new value is the C_PDU
Reception Window in seconds.

Record all of the C_PDU Reception
Window value in seconds in the order they
are transmitted.

C_PDU
Reception
Window =
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

30

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
1.2.0.0 to the computer with STANAG
address 1.1.0.0 using a Non-Expedited
Non-ARQ delivery. Include an attachment
of approximately 17 megabytes (after any
compression algorithms including that
which CFTP uses):

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.2.0.0t0 1.1.0.0

12345678910

Save the data obtained through the
analyzer to a file.

31

Verify C_PDU ID is modulo 4096.

Locate the C_PDU bits for all Type 7
D_PDUs transmitted during the data
transmission. The C_PDU ID (Field 1) is a
4-bit field located within the 12" byte of the
Type 7 D_PDU. The C_PDU ID (Field 2)
bits are the 8 bits located in the 14" byte of
the Type 7 D_PDU. The full C_PDU ID is
obtained by combining the values of the
C_PDU ID (Field 1) and C_PDU ID (Field
2) bits, with the MSB of the C_PDU ID
(Field 1) bits being the MSB of the full
C_PDU ID and the LSB of the C_PDU ID
(Field 2) bits being the LSB of the full
C_PDU.

Example:

C_PDU ID Field 1= (MSB) 0 0 1
C_PDU ID Field 2= (MSB) 0 1 1
(LSB)

Full C_PDUID=(MSB)0010011000
11 (LSB)

(LSB)

0
00011

Locate a Type 7 D_PDU whose Full

C PDUID=(MSB)1111111111111
(LSB) (OXFFF hex). There will be a series
of Type 7 D_PDUs containing this value.
The next Type 7 D_PDU after this series
should have a Full C_PDU ID Field= (MSB)
00000000000 1(LSB) (0x001 hex).
Record if the value 0x001 follows the
series of Type 7 D_PDUs whose C_PDU
ID= OxFFF. If the value does reset to
0x001, then it is modulo 4096.

C _PDUID
Modulo
40967

Y/N
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step |

Action

| Settings/Action

| Result

The following procedures are for Type 8 (Expedited Non-ARQ) D_PDU and are for reference numbers
591, 799, 827, and 830-838.

Resend e-mail message to obtain Without making adjustments to steps 1-9,

results for Expedited ARQ Data send the following e-mail message from

Transfer. the computer with STANAG address
1.2.0.0 to the computer with STANAG
address 1.1.0.0 using an Expedited Non-

ARQ delivery. Include an attachment of
approximately 15 kbytes (after any
compression algorithms including that
which CFTP uses):
32
For the Subject Line: Test 1
In the Body:
“This is a test from address
1.2.0.0t0 1.1.0.0
12345678910
Save the data obtained through the
analyzer to a file.
From the captured file, locate sync D_PDUs sync with the hex sequence
33 bytes and D_PDU Type. 0x90EB, or
(MSB)1001000011101011(LSB)
in binary.

Locate Type 8 D_PDU. D_PDUs begin with the hex sequence D_PDU
Ox90EB. The first 4 bits, immediately after | Type =
the 0x90EB sequence, will be the D_PDU

34 Type. For the Type 8 D_PDU, the value
will be 8 in hex or (MSB) 1000 (LSB) in
binary.
Record the first Type 8 D PDU.
Locate C_PDU ID (Field 1) bits for the | The C_PDU ID (Field 1) is a 4-bit field Type 8
Type 8 D_PDU found in step 34. located within the 12" byte of the Type 8 D_PDU
35 D_PDU. C_PDUID
(Field 1) =
Record the C_PDU ID (Field 1) bits.
Locate Deliver in Order bits for the The next bit, after the C_PDU ID (Field 1) Type 8
36 Type 8 D_PDU captured in step 34. bits, contains the Deliver in Order bit. D_PDU
Deliver in
Record the Deliver in Order bit. Order bit =
Locate Group Address bit for the Type [ The next bit, after the Reserved bit, Type 8
8 D_PDU captured in step 34. contains the Group Address bit. D_PDU
37 Group
Address
Record the Group Address bit. bit =
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step Action Settings/Action Result
Locate Size of Segmented C_PDU The next 10 bits, after the group address Type 8
bits for the Type 8 D_PDU captured in | bit, contain the Size of Segmented C_PDU | D_PDU

38 step 34. bits. Size of
Segmented
Record the Size of Segmented C_PDU C_PDU =
bits.
Locate C_PDU ID (Field 2) bits for the | The next 8 bits, after the Size of Type 8
Type 8 D_PDU captured in step 34. Segmented C_PDU bits, contain the D_PDU
39 C_PDU ID (Field 2) bits. C_PDUID
(Field 2) =
Record the C_PDU ID (Field 2) bits.
Obtain full C_PDU ID for the Type 8 The full C_PDU ID is obtained by Full Type 8
D_PDU captured in step 34. combining the values obtained in steps 35 | D_PDU
and 39, with the MSB of the value in step C_PDUID
35 being the MSB of the full C_PDU ID and | Number =
the LSB of the value in step 39 being the
LSB of the full C_PDU.
Example:
40 C_PDU ID field 1= (MSB) 0 0 1 0 (LSB)
C_PDU ID field 2= (MSB)0110001 1
(LSB)
FullC_PDUID=(MSB)0010011000
11 (LSB)
Record the Full Type 8 D_PDU C_PDU ID
Number.
Locate C_PDU Size bits for the Type The next 16 bits, after the C_PDU ID Type 8
8 D_PDU captured in step 33. Number (Field 2) bits, contain the C_PDU D_PDU
Size bits. C_PDU
41 = =
Size =
Record the C_PDU Size bits.
Locate C_PDU Segment Offset bits The next 16 bits, after the C_PDU Size Type 8
for the Type 8 D_PDU found in step bits, contain the C_PDU Segment Offset D _DPU
42 | 33. bits. C_PDU
Segment
Record the C_ PDU Segment Offset bits. Offset =
Locate C_PDU Reception Window bits | The next 16 bits, after the C_PDU Type 8
for the Type 8 D_PDU found in step Segment Offset bits, contain the C_PDU D_PDU
43 33. Reception Window bits. C_PDU
Reception
Record the C_PDU Reception Window Window =
bits.
Convert C_PDU Reception Window to | Take the decimal value for the C_PDU Type 8
seconds. Reception Window and divide by 2. This C_PDU
value is the C_PDU Reception Window Reception
44 Time in seconds. Window
Time =

Record the C_PDU Reception Window
Value.
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

45

Obtain C_PDU Type for Type 8
D_PDU from step 33.

The 2 bytes that immediately follow the
C_PDU Reception Window bytes are the
CRC on Header bytes. The first 4 bits of
the next byte, following the 2-byte CRC on
Header bytes, contain the C_PDU Type.

Record the C_ PDU Type.

C _PDU
Type =

46

Obtain all C_PDU ID bits.

Locate the C_PDU bits for all Type 8
D_PDUs transmitted during the data
transmission. The C_PDU ID (Field 1) is a
4-bit field located within the 12" byte of the
Type 8 D_PDU. The C_PDU ID (Field 2)
bits are the 8 bits located in the 14" byte of
the Type 8 D_PDU. The full C_PDU ID is
obtained by combining the values of the
C_PDU ID (Field 1) and C_PDU ID (Field
2) bits, with the MSB of the C_PDU ID
(Field 1) bits being the MSB of the full
C_PDU ID and the LSB of the C_PDU ID
(Field 2) bits being the LSB of the full
C_PDU.

Example:

C_PDU ID Field 1= (MSB) 0 0 1
C_PDU ID Field 2= (MSB) 0 1 1
(LSB)

Full C_PDUID=(MSB)0010011000
11 (LSB)

(LSB)

0
00011

Record the decimal equivalent of all
C_PDU IDs for all captured Type 8
D DPUs in the order they are transmitted.

47

Obtain C_PDU Reception Window
bits.

There will be several Type 8 D_PDUs with
the same C_PDU ID in step 46. Locate the
C_PDU Reception Windows for each
D_PDU that has the same C_PDU ID. The
C_PDU Reception Window is a 16-bit field
located starting with the 19" byte of the
Type 8 D_PDU. After obtaining the
hexadecimal value of the C_PDU
Reception Window, convert the value to
decimal and divide the result by 2. This will
be the C_PDU Reception Window value in
seconds.

Record and match all of the C_PDU
Reception Window in seconds to their
corresponding C_PDU IDs recorded in step
46.

Type 8
C_PDU
Reception
Window
bits =
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

48

Obtain all C_PDU Segment Offset
bits.

The C_PDU Segment Offset is a 16-bit
field starting with the MSB of the 17" byte
of the Type 8 D_PDU.

Record the decimal equivalent of all
Segment Offset for all captured Type 8
D_PDUs in the order that they are
received.

C_PDU
Segment
Offset =

49

Obtain all C_PDU Reception Window
bits.

The next 16 bits, after the C_PDU
Segment Offset bits, are the C_PDU
Reception Window bits. Obtain the
decimal equivalent of the 16-bit C_PDU
Reception Window bits and multiply the
result by 2. This new value is the C_PDU
Reception Window in seconds.

Record all of the C_PDU Reception
Window values in seconds in the order
they are transmitted.

C_PDU
Reception
Window =

50

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
1.2.0.0 to the computer with STANAG
address 1.1.0.0 using a Non-Expedited
Non-ARQ delivery. Include an attachment
of approximately 17 megabytes (after any
compression algorithms including that
which CFTP uses):

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.2.0.0t0 1.1.0.0

12345678910

Save the data obtained through the
analyzer to a file.
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

51

Verify C_PDU ID is modulo 4096.

Locate the C_PDU bits for all Type 8
D_PDUs transmitted during the data
transmission. The C_PDU ID &Field 1)isa
4-bit field located within the 12" byte of the
Type 8 D_PDU. The C_PDU ID (Field 2)
bits are the 8 bits located in the 14" byte of
the Type 8 D_PDU. The full C_PDU ID is
obtained by combining the values of the
C_PDU ID (Field 1) and C_PDU ID (Field
2) bits, with the MSB of the C_PDU ID
(Field 1) bits being the MSB of the full
C_PDU ID and the LSB of the C_PDU ID
(Field 2) bits being the LSB of the full
C_PDU.

Example:

C_PDU ID Field 1= (MSB) 00
C_PDU ID Field 2= (MSB) 0 1
(LSB)

FullC_PDU ID=(MSB)0010011000
11 (LSB)

(LSB)

10
100011

Locate a Type 8 D_PDU whose Full

C PDUID=(MSB)1111111111111
(LSB) (OXFFF hex). There will be a series
of Type 8 D_PDUs containing this value.
The next Type 8 D_PDU after this series
should have a Full C_PDU ID Field= (MSB)
00000000000 1(LSB) (0x001 hex).
Record if the value 0x001 follows the
series of Type 8 D_PDUs whose C_PDU
ID= OxFFF. If the value does reset to
0x001, then it is modulo 4096.

C PDUID
Modulo
40967

Y/N

The following procedures are for Type 7 (Non-Expedited Non-ARQ) D_PDU and are for reference number

783.

52

Configure STANAG addresses for
both computers.

Set the size of the STANAG address field
size to 7 bytes. Set the STANAG address
of the first computer to 1.222.123.001 and
the STANAG address of the second
computer to: 15.255.255.255 with the
Group Address bit configured to 1 (i.e.,
designate this address to be a group
address).

53

Configure modems.

Set modems to transmit a
MIL-STD-188-110B signal at a data rate of
4800 bps with full duplex and short
interleaving.

54

Configure protocol analyzer.

Configure the protocol analyzer to capture
the transmitted data between the two
computers and save it to a file.
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

55

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
1.222.123.001 to the computer with
STANAG address 15.255.255.255 using a
Non-Expedited Non-ARQ delivery:

For the Subject Line: Test 1
In the Body:
“This is a test from address
1.222.123.001 to
5.255.255.255

12345678910

Save the data obtained through the
analyzer to a file.

56

From the captured file, locate sync
bytes and D_PDU Type.

D_PDUs sync with the hex sequence
0x90EB, or
(MSB)1001000011101011(LSB)
in binary.

57

Locate Type 7 D_PDU.

D_PDUs begin with the hex sequence
O0x90EB. The first 4 bits, immediately after
the Ox90EB sequence, will be the D_PDU
Type. For the Type 7 D_PDU, the value
will be 7 in hex or (MSB) 0111 (LSB) in
binary.

Record the first Type 7 D _PDU.

58

Locate Group Address bit for the Type
7 D_PDU found in step 57.

The Group Address bit is the 6™ bit in the
12" byte of the Type 7 D_PDU.

Record the Group Address bit.

Type 7
D_PDU
Group
Address
bit =

The following procedures are for Type 8 (Expedited Non-ARQ) D_PDU and are for reference number 783.

59

Configure protocol analyzer.

Configure the protocol analyzer to capture
the transmitted data between the two
computers and save it to a file.

60

Configure STANAG addresses for
both computers.

Set the size of the STANAG address field
size to 7 bytes. Set the STANAG address
of the first computer to 1.222.123.001 and
the STANAG address of the second
computer to 15.255.255.255 with the group
address bit configured to 1 (i.e., designate
this address to be a group address).

61

Configure modems.

Set modems to transmit a
MIL-STD-188-110B signal at a data rate of
4800 bps with full duplex and short
interleaving.

62

Configure protocol analyzer.

Configure the protocol analyzer to capture
the transmitted data between the two
computers and save it to a file.
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Step

Action

Settings/Action

Result

63

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
1.222.123.001 to the computer with
STANAG address 15.255.255.255 using a
Expedited Non-ARQ delivery:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910”

Save the data obtained through the
analyzer to a file.

64

Locate Type 8 D_PDU.

D_PDUs begin with the hex sequence
0x90EB. The first 4 bits, immediately after
the 0x90EB sequence, will be the D_PDU
Type. For the Type 8 D_PDU, the value
will be 8 in hex or (MSB) 1000 (LSB) in
binary.

Locate the first Type 8 D PDU.

65

Locate Group Address bit for the Type
8 D_PDU found in step 64.

The Group Address bit is the 6" bit in the
12" byte of the Type 8 D_PDU.

Record the Group Address bit.

Type 8
D _PDU
Group
Address
bit =

The following procedures are for reference number 828.

66

Reconfigure max C_PDU Segment
size.

Configure max C_PDU Segment size to
1024 bytes.

67

Disable group addressing.

Disable the group addressing for the
computer with STANAG address
15.255.255.255.

68

Configure protocol analyzer.

Configure the protocol analyzer to capture
the transmitted data between the two
computers and save it to a file.
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Step

Action

Settings/Action

Result

69

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
1.222.123.001 to the computer with
STANAG address 15.255.255.255 using a
Non-Expedited Non-ARQ delivery along
with an approximately 1.5 kbyte
attachment:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910

Save the data obtained through the
analyzer to a file.

70

Determine size of C_PDU Segment.

The Size of Segmented C_PDU field is 10
bits in length, beginning with the last 2 bits
of the 12" byte of the Type 7 D_PDU.

Record the Size of Segmented C_PDU for
1024-byte frame size.

Type 7
Size of
Segmented
C _PDU=

71

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
1.222.123.001 to the computer with
STANAG address 15.255.255.255 using an
Expedited Non-ARQ delivery along with an
approximately 1.5 kbyte attachment:

For the Subject Line: Test 1
In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910

Save the data obtained through the
analyzer to a file.

72

Determine size of C_PDU Segment.

The Size of Segmented C_PDU field is 10
bits in length, beginning with the last 2 bits
of the 12" byte of the Type 9 D_PDU.

Record the Size of Segmented C_PDU for
1024-byte frame size.

Type 8
Size of
Segmented
C_PDU =

The following procedures are for reference number 829.

73

Reconfigure max C_PDU Segment
size and MTU Size.

Configure max C_PDU Segment size to
1023 bytes and MTU Size to 1000 bytes.
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Step

Action

Settings/Action

Result

74

Configure protocol analyzer.

Configure the protocol analyzer to capture
the transmitted data between the two
computers and save it to a file.

75

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
1.222.123.001 to the computer with
STANAG address 15.255.255.255 using a
Non-Expedited Non-ARQ delivery:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910

Save the data obtained through the
analyzer to a file.

76

Obtain all C_PDU ID bits.

Locate the C_PDU bits for all Type 7
D_PDUs transmitted during the data
transmission. The C_PDU ID (Field 1) is a
4-bit field located within the 12" byte of the
Type 7 D_PDU. The C_PDU ID (Field 2)
bits are the 8 bits located in the 14" byte of
the Type 7 D_PDU. The full C_PDU ID is
obtained by combining the values of the
C_PDU ID (Field 1) and C_PDU ID (Field
2) bits, with the MSB of the C_PDU ID
(Field 1) bits being the MSB of the full
C_PDU ID and the LSB of the C_PDU ID
(Field 2) bits being the LSB of the full
C_PDU.

Example:

C_PDU ID Field 1= (MSB) 0 0 1
C_PDU ID Field 2= (MSB) 0 1 1
(LSB)

Full C_PDUID=(MSB)0010011000
11 (LSB)

(LSB)

0
00011

Record the decimal equivalent of all
C_PDU IDs for all captured Type 8
D_DPUs in the order they are transmitted.
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

77

Obtain all C_PDU Segment Offset
bits.

The C_PDU Segment Offset is a 16-bit
field starting with the MSB of the 17" byte
of the Type 7 D_PDU.

Record the decimal equivalent of all
C_PDU Segment Offset fields for all
captured Type 8 D_PDUs in the order they
are received.

C_PDU
Segment
Offset =

78

Send e-mail message.

Send the following e-mail message from
the computer with STANAG address
1.222.123.001 to the computer with
STANAG address 15.255.255.255 using an
Expedited Non-ARQ delivery:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910

Save the data obtained through the
analyzer to a file.

79

Obtain all C_PDU ID bits.

Locate the C_PDU bits for all Type 8
D_PDUs transmitted during the data
transmission. The C_PDU ID &Field 1)isa
4-bit field located within the 12" byte of the
Type 8 D_PDU. The C_PDU ID (Field 2)
bits are the 8 bits located in the 14™ byte of
the Type 8 D_PDU. The full C_PDU ID is
obtained by combining the values of the
C_PDU ID (Field 1) and C_PDU ID (Field
2) bits, with the MSB of the C_PDU ID
(Field 1) bits being the MSB of the full
C_PDU ID and the LSB of the C_PDU ID
(Field 2) bits being the LSB of the full
C_PDU.

Example:

C_PDU ID Field 1= (MSB) 00 1
C_PDU ID Field 2= (MSB) 0 1 1
(LSB)
FullC_PDUID=(MSB)0010011000
11 (LSB)

(LSB)

0
00011

Record the decimal equivalent of all
C_PDU IDs for all captured Type 8
D_DPUs in the order they are transmitted.
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

80

Obtain all C_PDU Segment Offset
bits.

The C_PDU Segment Offset is a 16-bit
field starting with the MSB of the 17" byte
of the Type 8 D_PDU.

Record the decimal equivalent of all
C_PDU Segment Offset fields for all
captured Type 8 D_PDUs in the order they
are received.

C_PDU
Segment
Offset =

The following procedures are for reference number 572.

81

Set up equipment.

See figure 6.14. Computers are connected
to the modems by an RS-232 connection.
Make sure the receive pins of one modem
are connected to the transmit pins of the
other modem.

82

Configure HF simulators.

Configure the HF simulator “Good
Channel” to produce a +30 dB SNR and
the HF simulator “Bad Channel” to produce
a +3 dB SNR.

83

Send e-mail message.

With the switch set to the “Good Channel,”
send the following e-mail message from
the computer with STANAG address
1.2.0.0 to the computer with STANAG
address 1.1.0.0 using a Non-Expedited
Non-ARQ delivery. Include a text
attachment of approximately 15 kbytes.

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.2.0.0t0 1.1.0.0

12345678910

84

Toggle switch.

Approximately 4-5 seconds after computer
1.2.0.0 has begun transmitting its data,
switch the switch to the HF simlator “Bad
Channel” for 4-5 seconds, and then switch
the switch back to the HF simulator “Good
Channel.” After 4-5 seconds in the “Good
Channel,” switch back to the “Bad
Channel” for another 4-5 seconds.
Continue toggling the switch between
channels every 4-5 seconds until the
transmission is completed.

Save the data obtained through the
analyzer to a file.

85

Compare text files.

Open the text file attachment received on
STANAG computer 1.1.0.0 and compare
the received text file to the original text file
transmitted from STANAG computer
1.2.0.0 (i.e., open both files on both
computers and compare them).
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step

Action

Settings/Action

Result

86

Verify D_PDUs with errors were
discarded.

Upon comparing the files, there should be
some lines missing on computer 1.1.0.0’s
copy of the file. These missing lines were
contained in the D_PDUs with errors and

were discarded.

Verify that there are lines missing in
computer 1.1.0.0’s copy of the text file.

Lines
missing?

Y/N

The following procedures are for reference number 573.

87

Reconfigure client type.

Configure the client to Non-ARQ delivery
with errors.

88

Send e-mail message.

With the switch set to the “Good Channel,”
send the following e-mail message from
the computer with STANAG address
1.2.0.0 to the computer with STANAG
address 1.1.0.0 using a Non-Expedited
Non-ARQ delivery. Include a text
attachment of approximately 15 kbytes.

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.2.0.0t0 1.1.0.0

12345678910

89

Toggle switch.

Approximately 4-5 seconds after computer
1.2.0.0 has begun transmitting its data,
switch the switch to the HF simlator “Bad
Channel” for 4-5 seconds, and then switch
the switch back to the HF simulator “Good
Channel.” After 4-5 seconds in the “Good
Channel,” switch back to the “Bad
Channel” for another 4-5 seconds.
Continue toggling the switch between
channels every 4-5 seconds until the
transmission is completed.

Save the data obtained through the
analyzer to a file.

90

Compare text files.

Open the text file attachment received on
STANAG computer 1.1.0.0 and compare
the received text file to the original text file
transmitted from STANAG computer
1.2.0.0 (i.e., open both files on both
computers and compare them).
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Table 6.1. Non-ARQ Response Data Transfer Procedures (continued)

Step Action Settings/Action Result
Verify D_PDUs with errors were Upon comparing the files, there should be Corrupted
discarded. some lines that appear corrupted (i.e., the Lines?

lines are all jumbled up) on computer
1.1.0.0’s copy of the file. These corrupted | Y/N
91 lines were contained in the D_PDUs with
errors.
Verify that there are corrupted lines in
computer 1.1.0.0’s copy of the text file.
Legend:

ARQ—Automatic Repeat-Request

bps—bits per second

C_PDU—Channel Access Sublayer Protocol Data Unit
CFTP—Compressed File Transfer Protocol
CRC—Cyclic Redundancy Check

D_PDU—Data Transfer Sublayer Protocol Data Unit
dB—Decibel

e-mail—Electronic Mail

kbyte—kilobyte

hex—hexadecimal

HF—High Frequency
ID—Identification

LSB—Least Significant Bit
MIL-STD—Military Standard
MSB—Most Significant Bit
MTU—Maximum Transmission Unit
SNR—Singal-to-Noise Ratio
STANAG—Standardization Agreement
sync—synchronization
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Table 6.2. Non-ARQ Response Data Transfer Results

Reference STANAG . Result Finding
Number 5066 Requirement Required | Measured | . . | Not
Paragraph Value Value Met
No explicit peer-to-peer communication No
shall be required to establish and Acknow-
terminate a Broadcast Data Exchange ledgements
Session. A Broadcast Data Exchange sent during
438 A323 S_ession is established and terminated transfer
either by a management process or (i.e., no
unilaterally by the Subnetwork Interface D_PDU
Sublayer based on a number of criteria as | Type sent
explained in STANAG 5066, section other than
A.1.1.3. 7 or 8).
The Data Transfer Sublayer shall provide | Delivery
“sub-modes” for Non ARQ and reliable With Errors
570 CA1 selective ARQ delivery services, which option
influence the characteristics of the available.
particular service, as specified below:
And any D_PDUs that are found to Lines
572 CA11 contain transmission errors shall be missing in
T discarded by the Data Transfer Sublayer compared
protocol entity. files
A special mode of the Non-ARQ service Corrupted
shall be available to reconstruct C_PDUs | lines
from D_PDUs in error and deliver them to | existing in
the Channel Access Sublayer. compared
files when
573 C.1.1 Non-ARQ
without
Errors
mode
used.
The NRQ protocol shall only operate ina | Computer
simplex mode since the local node, after 1.1.0.0 did
sending I-Frames, does not wait for an not send
indication from the remote node as to an ACK in
whether or not the |-Frames were response
correctly received. to the
591 C.3 Types 7
and 8
D_PDUs
transmitted
from
computer
1.2.0.0.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required | Measured | . . | Not
Paragraph Value Value Met
The Non-ARQ Data (Type 7) D_PDU Type 7
shall be used to send segmented D_PDU
770 C.3.10 C_PDUs when the transmitting node Transmit-
needs no explicit confirmation that the ted.
data was received.
The Non-ARQ Data D_PDU shall contain | Type 7
the following fields within its D_PDU D_PDU
Type-Specific Part, mapped and encoded, | encoded as
in accordance with figure C-18 and the shown in
paragraphs below: figure
6.1.
e C_PDU ID NUMBER (Field 1)
7 C.3.10 « DELIVER IN ORDER
¢ GROUP ADDRESS
e SIZE OF SEGMENTED C_PDU
e C_PDU ID NUMBER (Field 2)
e C_PDU SIZE
e C PDU SEGMENT OFFSET
e C PDU RECEPTION WINDOW
The C_PDU ID Number field shall identify | Type 7
the C_PDU to which the C_PDU segment | D_PDU
encapsulated by the Non-ARQ Data C_PDUID
D_PDU belongs. Number is
Ascending
Modulo
4096.
772 C.3.10 Type 8
D_PDU
C_PDUID
Number
Number is
Ascending
Modulo
4096.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

773

C.3.10

The value encoded in the C_PDU ID
Number field shall be a unique integer
(modulo 4096) identifier assigned in an
ascending order (also modulo 4096) to
the C_PDU during its segmentation and
encapsulation into D_PDUs.

Type 7
D_PDU
C_PDUID
Number is
Ascending
Modulo
4096.

Type 8
D_PDU
C PDUID
Number
Number is
Ascending
Modulo
4096.

774

C.3.10

The value encoded in the C_PDU ID
Number field shall not be released for
reuse and assignment to another C_PDU
until the time specified in the C_PDU
Reception Window expires, as noted
below.

No two
Type O
C_PDUs
contain the
same

C _PDUID
Number.

No two
Type O
C_PDUs
contain the
same

C PDUID
Number.

776

C.3.10

The value of the C_PDU ID Number shall
be encoded in a 12-bit field as specified in
figure C-19.

Type 7
D_PDU
C_PDUID
Number is
Ascending
Modulo
4096.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

776

C.3.10

Type 8
D_PDU
C_PDUID
Number is
Ascending
Modulo
4096.

777

C.3.10

The value of the C_PDU ID Number shall
be mapped into the Non-ARQ Data
D_PDU into two split fields as follows and
as depicted in figure C-20:

Type 7
D_PDU

C PDUID
encoded as
shown in
figure 6.3.

Type 8
D_PDU

C PDUID
encoded as
shown in
figure 6.3.

778

C.3.10

The four most significant bits of the value
of the C_PDU ID Number shall be
mapped into C_PDU ID Number (Field 1);

First four
MSB bits of
Type 7
D_PDU

C PDUID
encoded in
C PDUID
Number
Field 1.

First four
MSB bits of
Type 8

D _PDU

C _PDUID
encoded in
C _PDUID
Number
Field 1.

779

C.3.10

The eight least-significant bits of the value
of the C_PDU ID Number shall be
mapped into C_PDU ID Number (Field 2).

Final 8 LSB
bits of Type
7D_PDU
C PDUID
encoded in
C PDUID
Number
Field 1.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

779

C.3.10

Final 8 LSB
bits of Type
8 D_PDU
C PDUID
encoded in
C PDUID
Number
Field 1.

780

C.3.10

If the Deliver in Order flag is set (i.e., its
value equals 1) on the D_PDUs
composing a C_PDU, the C_PDU shall be
delivered to the network layer when both
the following conditions are met:

1) C_PDU is complete and error-free or
the C_PDU Reception Window expires.
2) Previous C_PDUs that also had the
Deliver in Order flag set have been
delivered.

Type 7
D_PDU
Deliver in
Order bit=
1

Type 8

D _PDU
Deliver in
Order bit=
1

Procedures
for
determin-
ing if
transmis-
sion is
error-free
and
delivered
appropri-
ately under
develop-
ment.

782

C.3.10

The Group Address flag shall indicate that
the destination address should be
interpreted as a group address rather
than an individual address, as follows:

783

C.3.10

The destination address shall be
interpreted as a group address when the
Group Address flag is set (1).

Type 7
D_PDU
Group
Address =
1 when
configured
to transmit
to group
address.

178




Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066

Requirement

Result

Finding

Required

Measured
Value

Not
Met Met

Paragraph Value

Type 8

D _PDU
Group
Address =
1 when
configured
to transmit
to group
address.

783 C.3.10

However, when the Group Address flag is
cleared ‘0’ the destination address shall
be interpreted as an individual node
address.

Type 7
D_PDU
Group
Address =
0 when not
configured
to transmit
to group

784 C.3.10 address.

Type 8
D_PDU
Group
Address =
0 when not
configured
to transmit
to group
address.

The Size Of Segmented C_PDU field
shall specify the number of bytes
contained in the Segmented C_PDU file C PDU=
in accordance with the requirements of Actual Size
section C.2.10 of STANAG 5066. of
Segmented
C_PDU for
Type 7
D_PDU.

Size of
Segmented

785 C.3.10

Size of
Segmented
C PDU=
Actual Size
of
Segmented
C_PDU for
Type 8

D _PDU.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

786

C.3.10

The C_PDU Size field shall indicate the
size in bytes of the C_PDU of which the
C_PDU segment encapsulated in this
D_PDU is a part.

Size of
Segmented
C_PDU =
Actual Size
of
Segmented
C_PDU for
Type 7

D PDU.

Size of
Segmented
C PDU=
Actual Size
of
Segmented
C_PDU for
Type 8
D_PDU.

787

C.3.10

The value of the C_PDU Size field shall
be encoded in a 16-bit field, with the bits
mapped as specified by figure C-21.

Size of
Segmented
C PDU=
Actual Size
of
Segmented
C_PDU for
Type 7

D _PDU.

Size of
Segmented
C_PDU =
Actual Size
of
Segmented
C_PDU for
Type 8
D_PDU.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

788

C.3.10

The number shall be mapped into the
D_PDU by placing the MSB of the field
into the MSB of the first byte in the
D_PDU as can be seen in figure C-22.

Size of
Segmented
C_PDU =
Actual Size
of
Segmented
C_PDU for
Type 7

D PDU.

Size of
Segmented
C PDU=
Actual Size
of
Segmented
C_PDU for
Type 8

D _PDU.

789

C.3.10

The C_PDU Segment Offset field shall
indicates the location of the first byte of
the Segmented C_PDU with respect to
the start of the C_PDU.

First Type
7D_PDU
C_PDU
Segment
Offset =
(MSB)0 O
000000
(LSB)

(0x00 hex)

Second
Type 7
D_PDU
C_PDU
Segment
Offset =
Actual Size
of
Segmented
C_PDU for
Type 7

D _PDU.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

789

C.3.10

First Type
8 D_PDU
C_PDU
Segment
Offset =
(MSB)0 0
000000
(LSB)

(0x00 hex)

Second
Type 8

D _PDU
C_PDU
Segment
Offset =
Actual Size
of
Segmented
C_PDU for
Type 8

D _PDU.

790

C.3.10

For the purposes of this field, the bytes of
the C_PDU shall be numbered
consecutively starting with 0.

First Type
7D_PDU
C_PDU
Segment
Offset =
(MSB)0O
000000
(LSB)

(0x00 hex)

Second
Type 7
D_PDU
C_PDU
Segment
Offset =
Actual Size
of
Segmented
C_PDU for
Type 7
D_PDU.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

STANAG Result Finding

Reference :
Number 5066 Requirement Required | Measured Met Not

Paragraph Value Value Met

First Type
8 D_PDU
C_PDU
Segment
Offset =
(MSB)0 0
000000
(LSB)

(0x00 hex)

Second
790 C.3.10 Type 8

D_PDU
C_PDU
Segment
Offset=
Actual Size
of
Segmented
C_PDU for
Type 8

D _PDU.

The C_PDU Segment Offset field is a 16- | First Type
bit field and the bits shall be mapped as 7D_PDU
specified by figure C-23. C_PDU
Segment
Offset =
(MSB)0O
000000
(LSB)

(0x00 hex)

791 C.3.10 Second
Type 7
D_PDU
C_PDU
Segment
Offset=
Actual Size
of
Segmented
C_PDU for
Type 7
D_PDU.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

First Type
8 D_PDU
C_PDU
Segment
Offset =
(MSB)0 0
000000
(LSB)

(0x00 hex)

second
791 C.3.10 Type 8

D_PDU
C_PDU
Segment
Offset =
Actual Size
of
Segmented
C_PDU for
Type 8

D _PDU.

The number shall be mapped into the First Type
D_PDU by placing the MSB of the field 7D_PDU
into the MSB of the first byte in the C_PDU
D_PDU as specified in figure C-24. Segment
Offset =
(MSB)0O
000000
(LSB)

(0x00 hex)

792 C.3.10 Second
Type 7
D_PDU
C_PDU
Segment
Offset =
Actual Size
of
Segmented
C_PDU for
Type 7
D_PDU.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066

Requirement

Result

Finding

Required

Measured
Value

Not
Met Met

Paragraph Value

First Type
8 D_PDU
C_PDU
Segment
Offset =
(MSB)0 0
000000
(LSB)

(0x00 hex)

792 C.3.10 Second
Type 8

D _PDU
C_PDU
Segment
Offset =
Actual Size
of
Segmented
C_PDU for
Type 8

D _PDU.

The C_PDU Reception Window field shall | Type 7
indicate the maximum remaining time in D_PDU
units of half-seconds relative to the start C_PDU

of the D_PDU, during which portions of Reception
the associated C_PDU may be received. Windows
count down
in half-
second
intervals,
beginning
with each
new
C_PDU ID.

793 C.3.10 Type 8

D_PDU
C_PDU
Reception
Windows
count down
in half-
second
intervals
beginning
with each
new
C_PDU ID.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

STANAG Result Finding

Ref .
ﬁ uer:lir:;e 5066 Requirement Required | Measured | . . | Not
Paragraph Value Value Met

The number shall be mapped into the First Type
D_PDU by placing the MSB of the field 7 D_PDU
into the MSB of the first byte in the C_PDU
D_PDU as specified in figure C-24. Segment
Offset =
(MSB)0O
000000
(LSB)

(0x00 hex)

Second
Type 7
D_PDU
C_PDU
Segment
Offset =
Actual Size
of
Segmented
C_PDU for
Type 7

794 C.3.10 D_PDU.

First Type
8 D_PDU
C_PDU
Segment
Offset =
(MSB)0O
000000
(LSB)

(0x00 hex)

Second
Type 8
D_PDU
C_PDU
Segment
Offset =
Actual Size
of
Segmented
C_PDU for
Type 8
D_PDU.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

795

C.3.10

The C_PDU Reception Window field shall
indicate the maximum remaining time in
units of half-seconds relative to the start
of the D_PDU during which portions of the
associated C_PDU may be received.

Type 7

D _PDU
C_PDU
Reception
Windows
count down
in half-
second
intervals,
beginning
with each
new

C PDU ID.

Type 8

D _PDU

C _PDU
Reception
Windows
count down
in half-
second
intervals
beginning
with each
new

C PDU ID.

796

C.3.10

As in the case of the EOT field, the
C_PDU Reception Window shall be
updated just prior to transmitting each
D_PDU.

C_PDU
Reception
Window
Updated
with each
new Type 7
D PDU.

C_PDU
Reception
Window
Updated
with each
new Type 8
D _PDU.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required | Measured | . . | Not
Paragraph Value Value Met
The value of the C_PDU Reception Type 7
Window field shall be encoded in a 16-bit | D_PDU
field with the bits be mapped as specified | C_PDU
by figure C-25. Reception
Window
mapped as
specified in
797 C.3.10 figure 6.8.
Type 8
D_PDU
C_PDU
Reception
Window
mapped as
specified in
figure 6.8.
The value shall be mapped into the Type 7
D_PDU by placing the MSB of the field D_PDU
into the MSB of the first byte in the C_PDU
D_PDU as specified in figure C-26. Reception
Window
mapped as
specified in
798 C.3.10 figure 6.9.
Type 8
D _PDU
C_PDU
Reception
Window
mapped as
specified in
figure 6.9.
The frame format for Expedited Non-ARQ | Type 8
Data (Type 8) D_PDUs shall be identical D_PDU
799 C.3.11 to the NON_ARQ Data D__PDU with the encode_d as
h exception that the TYPE field has a value | shown in
of 8, as specified in figure C-27. figure
6.10.
Segmentation of a C_PDU into segments
small enough to fit within a D_PDU for
Non-ARQ-delivery (i.e., a Non-ARQ Data,
827 C.4A1 or Expedited Non-ARQ-Data D_PDU)
shall be performed in accordance with the
example shown in figure C-35 and as
follows:
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

828

C.4.1

The Maximum C_PDU Segment size
within a D_PDU for Non-ARQ-Delivery
services shall be a configurable
parameter no greater than 1023 bytes in
any implementation compliant with
STANAG 5066.

Type 7
D_PDU
Maximum
C_PDU
Segement
Size
<1024
bytes.

Type 8
D_PDU
Maximum
C_PDU
Segement
Size
<1024
bytes.

829

C4.1

An entire C_PDU for Non-ARQ delivery
that is smaller than the Maximum C_PDU
Segment size shall be placed in the
C_PDU segment of a single D_PDU;

No 2 Type
7 D_PDUs
have the
same

C PDUID
Numbers
and
C_PDU
Segment
Offset =0

No 2 Type
8 D_PDUs
have the
same

C PDUID
Numbers
and
C_PDU
Segment
Offset =0
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

830

C.4.1

A unique C_PDU ID Number shall be
assigned to the Non-ARQ C_PDU in
accordance with the requirements of
section C.3.10 of STANAG 566;

Type 7
D_PDU
C_PDUID
Number is
Ascending
Modulo
4096.

Type 8
D_PDU
C PDUID
Number
Number is
Ascending
Modulo
4096.

831

C4.1

All D_PDUs containing segments from the
same C_PDU shall have the same
C_PDU ID Number;

C _PDUs
from the
same
segment
have the
same

C PDUID
Numbers
for Type 7
D PDU.

C_PDUs
from the
same
segment
have the
same

C PDUID
Numbers
for Type 8
D PDU.

832

C4.1

The Segment Offset field of the D_PDU
containing the first segment from a
C_PDU shall be equal to zero.

First Type
7D_PDU
C_PDU
Segment
Offset =
(MSB)0O0
000000
(LSB)

(0x00 hex)
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

832

C.4.1

First Type
8 D_PDU
C_PDU
Segment
Offset =
(MSB)0 0
000000
(LSB)

(0x00 hex)

833

C.4.1

The Segment Offset field of the D_PDU
containing any subsequent segment from
a C_PDU shall be set equal to the
number of bytes from the original C_PDU

that precede the first byte of the segment.

Second
Type 7
D_PDU
C_PDU
Segment
Offset
Decimal
Value =
Actual Size
of
Segmented
C_PDU for
Type 7

D PDU.

Second
Type 8

D _PDU
C_PDU
Segment
Offset
Decimal
Value =
Actual Size
of
Segmented
C_PDU for
Type 8

D PDU.

834

C.4.1

For Non-ARQ services, re-assembly of a
C_PDU from its segments shall be
performed in accordance with the
example shown in figure C-36 and as
follows (unless noted otherwise, C_PDU
segments that are re-assembled are
expected to have passed the CRC error-
check and have no detectable errors):

C_PDUs
re-
assembled
as
specified
by figure
6.12.
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Table 6.2. Non-ARQ Response Data Transfer Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required | Measured | . . | Not
Paragraph Value Value Met
The re-assembly process for Non-ARQ Reference
C_PDUs shall use the C_PDU ID Numbers
Number, Segment Offset field, C_PDU 786, 788,
Segment-Size field, and C_PDU Size field | 829, and
to determine when all segments of a 831 are all
C_PDU have been received. correct for
Type 7
835 C.4.1 D_PDU.
Reference
Numbers
786, 788,
829, and
831 are all
correct for
Type 8
D PDU.
If the Error-free Delivery Mode has been C_PDU
specified, a re-assembled C_PDU shall received is
836 C.4.1 be delivered, if and only if all segments of | error-free.
the C_PDU have been received without
errors;
If the Deliver-w/-Errors Mode has been
837 C41 specified, the re-assembly process shall
proceed as follows:
C_PDU segments received without C_PDU
detected errors shall be collected as without
838 C.41 received in their D_PDUs and placed in detected
o order within the re-assembled C_PDU. errors re-
assembled
correctly.
Legend:

ACK—Acknowledgement
ARQ—Automatic Repeat-Request

C_PDU—Channel Access Sublayer Protocol Data Unit

CRC—Cyclic Redundancy Check

D_PDU—Data Transfer Sublayer Protocol Data Unit

EOT—End Of Transmission
hex—hexadecimal

I-Frame—Information Frame
ID—Identification
LSB—Least Significant Bit
MSB—Most Significant Bit
NRQ—Non-Repeat-Request
STANAG—Standardization Agreement
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SUBTEST 7. DATA DELIVERY STRUCTURE

7.1 Objective. To determine the extent of compliance to the requirements of
STANAG 5066, reference numbers 498-500, 593, 617-620, 624-626, 649-656, 665-667,
672-675, 781, 811-821, 825, 843, 898, 900-901, and 944-945.

7.2 Criteria

a. For the Channel Access Sublayer request to the lower layers of the
subnetwork to deliver a C_PDU, the delivery service requirements for a Data C_PDU
shall be the same as the Subnetwork Interface Sublayer Protocol Data Unit (S_PDU)
that it contains, i.e.: (appendix B, reference numbers 498-500)

e C_PDUs for which the Subnetwork Interface Sublayer requested
Expedited Data Delivery service for the encapsulated S_PDU shall be
sent using the Expedited Data Delivery service provided by the lower
sublayer; otherwise,

e C_PDUs for which the Subnetwork Interface Sublayer requested the
normal Data Delivery service for the encapsulated S_PDU shall be
sent using the normal Data Delivery service provided by the lower
sublayer.

b. The IRQ protocol, also known as a stop-and-wait protocol, shall operate in
a half duplex mode; the local node, after sending an I-Frame, must wait until it receives
an acknowledgement from the remote node as to whether or not the I-Frame was
correctly received. (appendix B, reference number 593)

C. The number in the EOT field shall be a binary number expressing the
number of half-second (0.5 second) intervals remaining in the current transmission from
the beginning of the current D_PDU, including sync bytes. (appendix B, reference
number 617)

d. When operating in half duplex mode, a node shall not make a
transmission during a transmission by another node (i.e., before the EOT expires).
(appendix B, reference number 618)

e. Once an EOT is sent, the EOT in each subsequent D_PDU (in that
transmission) shall contain a consistent calculation of the EOT that is monotonically
decreasing in half-second intervals. (appendix B, reference number 619)

f. Calculations of the EOT by a transmitting node shall be rounded up to the
nearest half-second interval. (appendix B, reference number 620)
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When a node is configured for and operating in full duplex mode, the EOT
field shall be filled with all zeros. (appendix B, reference number 624)

h. When D_PDU Types are combined in a single transmission by the
sublayer, any previously advertised values of EOT shall not be violated or contradicted.
(appendix B, reference number 625)

i. When D_PDU Types are combined in a single transmission by the
sublayer, advertised values for EOT shall refer to the end of the combined transmission
and not to the EOT of the D_PDU that contains the EOT field. (appendix B, reference
number 626)

j- For the I-Frame and for the Information and Control Frames (1+C)
D_PDUs Types, the octets of the segmented C_PDUs shall be transmitted in ascending
numerical order, following the two-byte CRC on the D_PDU Header. (appendix B,
reference number 649)

k. Within an octet, the LSB shall be the first bit to be transmitted as shown in
figure 7.1. (appendix B, reference number 650)

‘ Bl Order of tramamission
»SE 1.5B
[ 7 | s« = | 4 | 2 2 1 0
1+h+m ABRE Gt 1 ILSB
MSB Cotol 2 LSB
MER Lhiet 3 LSB
NaR Ocled 4 IsB | Bvie Ordorol
fransraessi on
MR Oclct 5 LSB
M5B Okl .. L5B
AER Crede -1 IL5B
HnHn MSE {kilelin ESB '
Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 7.1. Segmented C_PDU Mapping Convention in D_PDU Structure
I The Size of Segmented C_PDU field shall be used only with D_PDUs that

are | or I+C-Frame types, i.e., that have a Segmented C_PDU field (as shown in
reference to figure 14.4). (appendix B, reference number 651)
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m. The bit-value of the Size of Segmented C_PDU shall be encoded as a ten-
bit field (as referenced by figure 7.2). (appendix B, reference number 652)

Bit mapping order

Mol 150
e % 7 & 5 4 3 Z 1 {i

SIZE OYSEGMENTED N_PDU IN BYTES

Legend: LSB—Least Significant Bit, MSB—Most Significant Bit

Figure 7.2. Size of Segmented C_PDU Field

n. The value in the Size of Segmented C_PDU field shall not include the 2-
bytes for the CRC following the Segmented C_PDU. The Segmented C_PDU field can
hold a maximum of 1023 bytes from the segmented C_PDU. (appendix B, reference
number 653)

o. The Size of Segmented C_PDU shall be mapped into consecutive bytes of
the D_PDU as indicated in figure 7.2, in the byte locations specified for the applicable
D_PDU. (appendix B, reference number 654)

p- The last 4 bytes of any | or [+C-Frame D_PDUs shall contain a 32-bit CRC
field. (appendix B, reference number 655)

q. The CRC shall be applied and computed on the contents of the
Segmented C_PDU using the following polynomial [See footnote 2 in STANAG 5066]:
XA32 + xM27 + xA25 + x"23 + x"21 + xM8 + xM7 + xM6 + xM3 + xMO + xA8 + xN7 +
x"6 + xA3 + x"2 + x + 1 or, in hexadecimal notation: 0Ox10AA725CF, using the shift-
register method similar to that shown by the figures in appendix | of Consultative
Committee For International Telephone And Telegraph (CCITT) Recommendation V.41.
(appendix B, reference number 656)

r. If the Deliver in Order flag is cleared on the D_PDUs composing a
C_PDU, the C_PDU shall be delivered to the upper layer when the following condition is
met: (appendix B, reference number 665)

e The C_PDU is complete and error-free.

S. When the DROP PDU flag is set by the D_PDU source, the receiving Data
Transfer Sublayer shall discard the contents of the segmented C_PDU field of the
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current D_PDU and all other previously received segments of the C_PDU of which the
current D_PDU is a part. (appendix B, reference number 666)

t. No segmented C_PDU data needs to be sent if the DROP PDU flag is set
and the Size of Segmented C_PDU field shall be zero in this case. (appendix B,
reference number 667)

u. The value of the TX FSN field shall be a unique integer (modulo 256)
assigned to the D_PDU during the segmentation of the C_PDU and will not be released
for reuse with another D_PDU until the receiving node has acknowledged the D_PDU.
(appendix B, reference number 672)

V. Values for the TX FSN field shall be assigned in an ascending (modulo
256) order during the segmentation of the C_PDU. (appendix B, reference number 673)

w. The segmented C_PDU field shall immediately follow the D_PDU header
as depicted in figure 1.17. (appendix B, reference number 674)

X. Segmented C_PDUs shall be mapped according to the specification of
section C.3.2.9 of STANAG 5066. (appendix B, reference number 675)

y. If the Deliver in Order flag is cleared ‘0’ on the D_PDUs composing a
C_PDU, the C_PDU shall be delivered to the network layer when the following condition
is met: (appendix B, reference number 781)

e C_PDU is complete and error-free or the C_PDU Reception Window
expires.

z. The process of C_PDU segmentation and re-assembly shall be defined in
the subsections that follow for ARQ and Non-ARQ delivery services provided to regular
and expedited C_PDUs. (appendix B, reference number 811)

aa. Segmentation of a C_PDU into segments small enough to fit within a
D_PDU for ARQ delivery (i.e., a Data, Data-ACK, or Expedited Data D_PDU) shall be
performed in accordance with the example shown in figure 7.3 and as follows:
(appendix B, reference numbers 812-819)

e The Maximum C_PDU Segment size within a D_PDU for ARQ-
Delivery services shall be a configurable parameter no greater than
1023 bytes in any implementation compliant with STANAG 5066. An
implementation may configure the Maximum C_PDU Segment size to
match the interleaver size for optimum channel efficiency or other
reasons.

¢ An entire C_PDU that is smaller than the Maximum C_PDU Segment
size shall be placed in the C_PDU segment of a single D_PDU.
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A Data or Data-ACK, or Expedited D _PDU that contain an entire
C_DPU shall be marked with the both C_PDU Start field and the
C_PDU End field set equal to the value (1). (Note: An ‘only’ C_PDU
segment is both the “first” and “last” segment of a sequence of one.)

The Data Transfer Sublayer shall divide C_PDUs larger than the
Maximum C_PDU Segment size into segments that are no larger than
the Maximum C_PDU Segment size.

Only the last segment or the only segment taken from a C_PDU may
be smaller than the Maximum C_PDU Segment size. A C_PDU
smaller than the Maximum C_PDU Segment size shall be placed only
in the D_PDU that contains the last segment of the C_PDU, i.e., only in
a D_PDU for which the C_PDU End field is set equal to (1).

The bytes within a C_PDU segment shall be taken from the source as
a contiguous sequence of bytes, in the same order in which they
occurred in the source C_PDU.

D_PDUs containing C_PDU segments taken in sequence from the
source C_PDU shall have sequential TX FSN fields (modulo 256).

197



PO Delivery order

L |

I
Ll
Sepmentation precess
- -l
oo I P
SIFE AEO POU ETART = SET, PO END =CLR
IXEEQND =0 |, 5[ 0o
---l!_-.-_.,____.:: i
n_PDU §
FOU START = CLR, PDUEND =CLR E
— TESEQND =1, SF 200 3
gRELT™ i
5
- - -r
I PR
FOU START = CLR, PDLEND = SET
TXSEQNO =10 |, S[F 1]
- - L
-— T
oo I P
SIFE 1000 FOU START = SET, FOU END = CLR
STXSEQND =11 |, S A
eI ;
n_PDU g
FOU START =CLR, PDUEND =CLR .E
— *TXSEQND =12 | 5L a0 |
- E
T ——— <
-1
4
o
- -
P
FOU START = CLR, PO END = SET
*TXSEQND =15 |, SLE am !
- - L
* TX Sequence Frame Numbers For Expedibed C_PDUs shall be resat o oo forcach
Legend: CLR—Clear, C_PDU—Channel Access Sublayer new C_PDUL for Begular C_PDUs, they continue in medulo 256 arder as shown
Protocol Data Unit, D_PDU—Data Transfer Sublayer Protocol
Data Unit, NO—Number, PDU—Protocol Data Unit, SEQ—

Sequence, TX—Transmit

Figure 7.3. C_PDU Segmentation for ARQ Delivery Service (Regular and

Expedited)

ab. Re-assembly of a C_PDU from its segments shall be performed in
accordance with the example shown in figure 7.4 and as follows (unless noted
otherwise, C_PDU segments that are re-assembled are expected to have passed the
CRC error-check and have no detectable errors): (appendix B, reference numbers 820,

821, and 825)

The re-assembly process for C_PDUs receiving ARQ service shall use
the TX FSN field, C_PDU Start flag, and C_PDU End flag to determine
when all segments of a C_PDU have been received.

A segment from a C_PDU larger than the Maximum C_PDU Segment
Size shall be combined in modulo 256 order with other segments
whose D_PDU FSNs lie in the range defined by the FSNs of the
“C_DPU Start” and “C_PDU End” segments.

198
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New C_PDU; for Regular C_PDUs, they continue in modulo 256 order as shown | Sublayer Protocol Data Unit, NO—Number, PDU—
Protocol Data Unit, SEQ—Sequence, TX—Transmit

Figure 7.4. C_PDU Re-assembly for ARQ Delivery Service (Regular and
Expedited)

ac. Delivery of the re-assembled D_PDU shall be performed with the
D_Primitive appropriate for the type of data (i.e., regular or expedited) received.
(appendix B, reference number 843)

ad. The Data Transfer Sublayer shall satisfy the following requirements for
D_PDU flow-control: (appendix B, reference number 898, and 900-901)

e The TX FSNs shall be assigned uniquely and sequentially in an
ascending (modulo 256) order during the segmentation of the C_PDU
into D_PDUs.

e The TX FSNs shall not be released for reuse with another D_PDU until
the receiving node has acknowledged the D_PDU to which the number
is assigned.

ae. Valid EOT information shall be supplied in each repeated D_PDU
containing a DRC Request (Type 1) Management message, updated as required to
denote the end of transmission of all D_PDU messages in the transmission interval (and
not the end of the individual D_PDU containing the EOT field). (appendix B, reference
number 944)

af. The same EOT value shall not be transmitted in each repeated D_PDU
containing a DRC Request (Type 1) Management message unless necessary, due to
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EOT resolution and roundup errors, i.e., because the D_PDU duration is less than half
the EOT resolution. (appendix B, reference number 945)

7.3 Test Procedures
a. Test Equipment Required
(1)  Computers (2 ea) with STANAG 5066 Software
(2) Modem (2 ea)
(3) Protocol Analyzer (2ea)
(4) RS-232 Synchronous Serial Cards

b. Test Configuration. Figures 7.5 and 7.6 show the equipment setup for this
subtest.

C. Test Conduction. Table 7.1 lists procedures for this subtest and table 7.2
lists the results for this subtest.

y 4 y 4 y 4 y 4
Computerﬂ Modem Modem RS-232 Computer
LAN
Analyzer

Figure 7.5. Equipment Configuration for Data Delivery Structure
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Legend: STANAG—Standardization Agreement

Figure 7.6 Equipment Configuration for Data Delivery Structure for Types 3 and
15 D_PDUs
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Table 7.1. Data Delivery Structure Procedures

Step

Action

Settings/Action

Result

Set up equipment.

See figure 7.5. Computers are connected
to the modems by an RS-232 connection.
The connection between modems shall
be such that the receive and transmit pins
on the modem are connected to the
transmit and receive pins, respectively, of
the other modem. Configure the switch
box to allow the computer to transmit data
to the modem.

Load STANAG 5066 software.

Configure the SMTP and POP3 servers
as required by the STANAG 5066
software manual.

Configure STANAG addresses for
both computers.

Set the size of the STANAG address field
size to 7 bytes. Set the STANAG address
to 15.255.255.255 and 1.222.123.111 as
shown in figure 7.5.

Configure modems.

Set modems to transmit a
MIL-STD-188-110B signal at a data rate
of 4800 bps with full duplex and short
interleaving.

Identify client to be used.

Configure both computers to use the
same client type.

Record the client type used by
computers.

Client Type =

Configure Deliver in Order.

Set the Deliver in Order to “no” for both
computers.

Configure delivery confirmation.

Set the delivery confirmation to “client” for
both computers.

Configure rank.

Set the rank of the client to “15” for both
computers.

Configure priority level.

Set the priority level to “0” for both
computers.

10

Configure Maximum C_PDU
Segment Size.

If the Maximum C_PDU Segment Size
parameter is a configurable on the user
interface, configure the Maximum C_PDU
Segment Size to 1023 bytes. If this
parameter is not configurable on the user
interface, coordinate with the vendor to
obtain the value of the Maximum C_PDU
Segment Size and record the vendor’s
Maximum C_PDU Segment Size.

Vendor’s
Maximum
C_PDU
Segment
Size =

11

Configure MTU Size.

If the MTU Size parameter is a
configurable on the user interface,
configure the MTU Size to 2048 bytes. If
this parameter is not configurable on the
user interface, coordinate with the vendor
to obtain the value of the MTU Size and
record the vendor's MTU Size.

Vendor’s
MTU
Size =
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Determine maximum number of Add 6 to the Vendor's MTU Size and Max Number
D_PDUs to encapsulate an entire divide the result by the Maximum C_PDU | of D_PDUs =
C_PDU. Segment Size (round up) to determine

the maximum number of D_PDUs
needed to encapsulate an entire C_PDU
segment which is segmented across

12 more than 1 D_PDU. If the above values
were user configurable and the values
specified were used, this value will be 3
D_PDUs. Note: The adding of 6 bytes
takes into consideration the C_PDU and
S_PDU headers that are not included in
the MTU Size but are included in the
Maximum C_PDU Segment Size.

Configure protocol analyzer. Configure protocol analyzer B to capture
the transmitted data between the two
computers and save it to a file.

Configure the protocol analyzer to have a
13 4800-bps bit rate and to synchronize on
“Ox90EB.” Configure protocol analyzer B
to drop sync after 20 “OxFFs”. Configure
the analyzer to time stamp each captured
byte.

Send e-mail message. Send the following e-mail message from
the computer with STANAG address
1.222.123.111 to the computer with
STANAG address 15.255.255.255 using
a Soft Link and Non-Expedited ARQ
Delivery Method. Include an attachment
of approximately 5 kbytes.

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.111 to
15.255.255.255

14

12345678910

Save the data obtained through the
analyzer to a file.

Verify message was successfully Observe the mailbox configured on the Message
received on the receiving computer. receiving computer (computer with received
STANAG address 15.255.255.255) and successfully?
confirm that the message was
successfully received by computer Y/N
15.255.255.255.

15
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Table 7.1. Data Delivery Structure Procedures (continued)

Step |

Action

[ Settings/Action

Result

The following procedures apply to a Type 0 (Non-Expedited DATA-ONLY ARQ) and are for reference
numbers 498, 500, 617-620, 625, 626, 649-656, 672-675, 811, 816-821, 825, 843, 898, and 900-901.

From the captured file, locate sync D_PDUs sync with the hex sequence
16 bytes and D_PDU Type. 0x90EB, or
(MSB)1001000011101011
(LSB) in binary.
Locate Type 0 D_PDU. D_PDUs begin with the hex sequence
Ox90EB. The first 4 bits immediately
after the 0x90EB sequence will be the
17 D_PDU Type. For the Type 0 D_PDU,
the value will be 0x0 in hex or (MSB)
0000 (LSB) in binary. Locate the first
Type 0 D PDU.
Obtain EOT bits for the first Type 0 The EOT field is the first 8 bits of the third | First Type 0
D_PDU obtained in step 17. byte of the D_PDU (not counting the sync | D_PDU
18 sequence). EOT =
Record the decimal value of the EOT
bits.
Locate C_PDU Start and End flags The C_PDU Start bit is the first bit of the | First Type 0
for the first Type 0 D_PDU located in 12" byte of the Type 0 D_PDU. The C_PDU
step 17. C_PDU End bit is the second bit of the Start =
19 12" byte of the Type 0 D_PDU (not
counting the sync sequence). First Type O
C_PDU
Record the C_PDU Start and End bits. End =
Obtain Deliver in Order bit for Type 0 | The next bit, after the C_PDU End bit, is | First Type 0
20 D_PDU found in step 17. the Deliver in Order bit. D_PDU
Deliver in
Record the Deliver in Order bit. Order =
Locate TX UWE and TX LWE bits for | The next bit, after the Deliver in Order bit, | First Type 0
the Type 0 D_PDU found in step 17. is the DROP C_PDU bit. The next 2 bits, | TX UWE =
after the DROP C_PDU bit, are the TX
21 UWE and TX LWE bits (respectively).
First Type O
TX LWE=
Record the TX UWE and TX LWE bits.
Locate Size of Segmented C_PDU. The Size of Segmented C_PDU is the First Type O
next 10 bits, after the TX LWE bit. Size of
22 Segmented
Record the Size of Segmented C_PDU C _PDU=
bits.
Locate TX FSN of the first Type 0 The TX FSN is an 8-bit field located in First Type O
D_PDU found in step 17. the 14" byte of the Type 0 D_PDU (not TXFSN =
23 counting the sync sequence).
Record the TX FSN.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Using the time stamp from the Record the time it takes for the entire Type O
protocol analyzer, locate the time D_PDU string that contains the complete | D_PDU string

24 length of Type 0 D_PDU string. message from step 14, from the start of Time =
the first Type 0 D_PDU to the end of the
final Type 0 D_PDU in the string, to be
transmitted.
Identify the number of C_PDU bytes Starting with the 17" byte of the Type 0 Number of
transmitted in the first Type 0 D_PDU | D_PDU, count the number of bytes to the | Actual
located in step 17. end of the Type 0 D_PDU. The end is Transmitted
reached when another D_PDU is C_PDU
encountered or at the end of the Bytes =
25 transmission. This value includes the
4-byte CRC field and must be subtracted
from the total number of actual
transmitted C_PDU bytes.
Record the Number of Actual
Transmitted C_PDU bytes.
Locate CRC on Segmented C_PDU The CRC on Segmented C_PDU is the Type 0 CRC
bits. final 4 bytes within the D_PDU. This can | on
be obtained by using the Size of Segmented
26 Segmented C_PDU field and counting C_PDU =
the bytes down to the end of the
Segmented C_PDU, which will also be
the end of the D PDU.
Compute actual CRC on Segmented | Using the Code Example C-2 from Type 0 Actual
C_PDU. section C.3.2.8 in STANAG 5066 for a CRCon
32-bit CRC, compute the actual CRC for | Segmented
the Segmented C_PDU. The Segmented | C_PDU =
27 C_PDU begins with the 17" byte of the
Type 0 D_PDU and ends with a number
of bytes equal to the value of the Size of
Segmented C_PDU field minus the last
four CRC on Segmented C_PDU bytes.
Locate the second Type 0 D_PDU in Using the method in step 17, locate the
28 | the Type 0 D_PDU string. second Type 0 D_PDU in the Type 0
D_PDU string.
Locate EOT of second Type 0 The EOT field is the first 8 bits of the third | Second Type
D_PDU in the Type 0 D_PDU string. byte of the D_PDU (not counting the sync | 0 D_PDU
29 sequence). EOT =

Record the decimal value of the EOT
bits.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate C_PDU Start and End bits for | The C_PDU Start bit is the first bit of the | Second Type
the second Type 0 D_PDU in the 12" byte of the Type 0 D_PDU. The 0D_PDU
Type 0 D_PDU string. C_PDU End bit is the second bit of the Segmented

12" byte of the Type 0 D_PDU (not C_PDU Start
30 counting the sync sequence). bit =
Second Type
0D_PDU
Segmented
C_PDU End
Record the C_PDU Start and End bits. bit =
Locate TX UWE and TX LWE bits for | The next bit, after the C_PDU End bit, is | Second Type
the second Type 0 D_PDU in the the Deliver in Order bit. The following bit | 0 D_PDU
Type 0 D_PDU string. is the DROP C_PDU bit. The next 2 bits, | Segmented
after the DROP C_PDU bit, are the TX C _PDUTX
UWE and TX LWE bits (respectively). UWE =
31 Second Type
0 D_PDU
Segmented
C_PDU TX
LWE =
Record the TX UWE and TX LWE bits.
Locate TX FSN bits for the second The Size of Segmented C_PDU is the Second Type
Type 0 D_PDU in the Type 0 D_PDU | next 10 bits, after the TX LWE bit. 0D _PDU
32 | string. Segmented
Record the Size of Segmented C_PDU C _PDU TX
bits. FSN =
Record the time from the start of the Time of
33 second Type 0 D_DPU (in the Type 0 second Type
D_PDU string) to the end of the 0D_PDU =
D _PDU string.
Locate the final Type 0 D_PDU for D_PDUs begin with the hex sequence
the C_PDU Segment. Ox90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
D_PDU Type. For the Type 0 D_PDU,
34 the value will be 0x0 in hex or (MSB)
0000 (LSB) in binary. The final Type 0
D_PDU for the C_PDU Segment can be
located by counting down a number of
Type 0 D_PDUs equal to the Max
Number of D PDU value.
Locate C_PDU Start and End bits for | The C_PDU Start bit is the first bit of the | Final Type 0
the final Type 0 D_PDU in the 12" byte of the Type 0 D_PDU. The D_PDU
C_PDU Segment. C_PDU End bit is the second bit of the Segmented
12t byte of the Type 0 D_PDU (not C_PDU Start
35 counting the sync sequence). bit =
Final Type 0
D_PDU
Segmented
C_PDU End
Record the C_PDU Start and End bits. bit =
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate Size of Segmented C_PDU The Size of Segmented C_PDU is a Final Type 0
bits for the final Type 0 D_PDU in the | 10-bit field beginning with the final 2 bits D_PDU Size
C_PDU Segment. (LSB) of the 12" byte and ending with the | of Segmented

36 LSB of the 13" byte of the Type 0 C_PDU bits =
D_PDU.
Record the Size of Segmented C_PDU
bits.
Locate TX FSN bits from final located | The TX FSN is an 8-bit field located in Final Type 0
Type 0 D_PDU in step 34. the 14" byte of the Type 0 D_PDU (not D_PDU
37 including the sync bytes). Segmented
C_PDU TX
FSN =
Record the TX FSN bits.
Locate the final Type 0 D_PDU in the | D_PDUs begin with the hex sequence
Type 0 D_PDU string. Ox90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
38 D_PDU Type. For the Type 0 D_PDU,
the value will be 0x0 in hex or (MSB)
0000 (LSB) in binary. Locate the final
Type 0 D_PDU in the Type 0 D_PDU
String.
Locate the EOT of final Type 0 The EOT field is the first 8 bits of the third | Final Type 0
D_PDU in the Type 0 D_PDU string. byte of the D_PDU (not counting the sync | D_PDU
39 sequence). EOT =
Record the decimal value of the EOT
bits.
Locate the TX UWE and TX LWE bits | The next bit, after the Deliver in Order bit, | Final Type 0
for the final Type 0 D_PDU in the is the DROP C_PDU bit. The next 2 bits, | D_PDU TX
40 Type 0 D_PDU string. after the DROP C_PDU bit, are the TX UWE =
UWE and TX LWE bits (respectively). Final Type O
D_PDU TX
Record the TX UWE and TX LWEs. LWE =
Locate the time from the start of the Using the time stamps from step 14, Time of final
41 final Type 0 D_DPU in the D_PDU measure the time from the start of the Type O
string to the end of the D_PDU string. | final Type 0 D_PDU to the end of the D _PDU =
Type 0 D_PDU string.
49 Compare the TX FSNs from steps 23, | Are any TX FSNs used more than once Y/N
32, and 37. in the above string?
Determine the number of total Type 0 | Count the number of Type 0 D_PDUs in Total Number
D_PDUs transmitted from computer the Type 0 D_PDU string. of Type 0
43 | 1.222.123.111 before computer D_PDUs =

15.255.255.255 tranmits its response.

Record the number of Type 0 D_PDUs in
the Type 0 D_PDU string.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step |

Action

Settings/Action

Result

Type 2 (Non-Expedited DATA_ACK ARQ) and are for reference numbers 617-620, 625, 626, 649-656,
672-675, 781, 811, and 816-821.

Locate Type 2 D_PDU (DATA-ACK D_PDUs begin with the hex sequence
D_PDU). 0x90EB. The first 4 bits, immediately
44 after the 0x90EB sequence, will be the
D_PDU Type. For the Type 2 D_PDU,
the value will be 0x2 in hex or (MSB)
0010 (LSB) in binary.
Obtain EOT bits for the first Type 2 The EOT field is an 8-bit field and is First Type 2
D_PDU obtained in step 39. located within the third byte of the D_PDU
D_PDU (not counting the sync EOT =
45 sequence).
Record the decimal value of the EOT
bits.
Locate C_PDU Start and End flags The C_PDU Start bit is the first bit of the | First Type 2
for the first Type 2 D_PDU located in 12" byte of the Type 2 D_PDU. The C_PDU
step 39. C_PDU End bit is the second bit of the Start =
46 12" byte of the Type 2 D_PDU (not
counting the sync sequence). First Type 2
C_PDU
Record the C_PDU Start and End bits. End =
Obtain Deliver in Order bit for Type 2 | The next bit, after the C_PDU End bit, is | Type 2
47 D_PDU found in step 39. the Deliver in Order bit. D_PDU
Deliver in
Record the Deliver in Order bit. Order =
Locate TX UWE and TX LWE bits for | The next bit, after the Deliver in Order bit, | First Type 2
the Type 2 D_PDU found in step 39. is the DROP C_PDU bit. The next 2 bits, | TX UWE =
48 after the DROP C_PDU bit, are the TX
UWE and TX LWE bits (respectively). First Type 2
TXLWE =
Record the TX UWE and TX LWE bits.
Locate TX FSN of the first Type 2 The TX FSN is an 8-bit field located in First Type 2
D_PDU found in step 39. the 14" byte of the Type 2 D_PDU (not TXFSN =
49 counting the sync sequence).
Record the TX FSN.
Using the time stamps from the Record the time it takes for the entire Type 2
protocol analyzer, locate the time Type 2 D_PDU string that contain the D_PDU
50 length of Type 2 D_PDU string. complete message, from the start of the String Time =
first Type 2 D_PDU to the end of the final
Type 2 D_PDU in the string, to be
transmitted.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Identify the Number of Actual C_PDU | Starting with the 18" byte of the Type 2 Number of
bytes transmitted in the first Type 2 D_PDU (not including sync sequence), Actual
D_PDU located in step 39. count the number of bytes to the end of Transmitted

the Type 2 D_PDU. The end is reached C _PDU
51 4 bytes before another D_PDU is bytes =
encountered or at the end of the
transmission interval.
Record the Number of Actual
Transmitted C_PDU bytes.
Locate CRC on Segmented C_PDU The CRC on Segmented C_PDU is the Type 2 CRC
bits. final 4 bytes within the D_PDU. This can | on
be obtained by using the Size of Segmented
52 Segmented C_PDU field and counting C_PDU =
the bytes down to the end of the
Segmented C_PDU, which will also be
the end of the D_PDU.
Compute actual CRC on Segmented | Using the Code Example C-2 from Type 2 Actual
C_PDU. section C.3.2.8 in STANAG 5066 for a CRCon
32-bit CRC, compute the actual CRC for | Segmented
the Segmented C_PDU. The Segmented | C_PDU =
53 C_PDU begins with the 18" byte of the
Type 2 D_PDU and ends with a number
of bytes equal to the value of the Size of
Segmented C_PDU field, minus the last
four CRC on Segmented C_PDU bytes.
Locate the second Type 2 D_PDU in | D_PDUs begin with the hex sequence
the Type 2 D_PDU string. Ox90EB. The first 4 bits, immediately
54 after the 0x90EB sequence, will be the
D_PDU Type. For the Type 2 D_PDU,
the value will be 0x2 in hex or (MSB)
0010 (LSB) in binary.
Locate the EOT of second Type 2 The EOT field is an 8-bit field and is Second Type
D_PDU in the Type 2 D_PDU string. located within the third byte of the 2D _PDU
D_PDU (not counting the sync EOT =
55 sequence).
Record the decimal value of the EOT
bits.
Locate the C_PDU Start and End bits | The C_PDU Start bit is the first bit of the | Second Type
for the second Type 2 D_PDU in the 12" byte of the Type 2 D_PDU. The 2D_PDU
Type 2 D_PDU string. C_PDU End bit is the second bit of the C_PDU Start
56 12" byte of the Type 2 D_PDU (not bit =
counting the sync sequence). Second Type
2D_PDU
C_PDU End
Record the C_PDU Start and End bits. bit =
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate the TX UWE and LWE bits for | The next 2 bits, after the C_PDU Start Second Type
the second Type 2 D_PDU in the and End bits, are the Deliver in Order 2D_PDUTX
Type 2 D_PDU string. and DROP C_PDU bits. The next 2 bits, | UWE =

after the DROP C_PDU bit, are the TX
57 UWE and TX LWE bits (respectively). Second Type
2D_PDUTX
Record the TX LWE and TX UWE bits for | LWE =
the second Type 2 D_PDU in the Type 2
D_PDU string.
Locate the TX FSN bits for the The TX FSN is an 8-bit field located in Second Type
second Type 2 D_PDU in the Type 2 | the 14" byte of the Type 2 D_PDU (not 2D_PDUTX
58 | D_PDU string. counting the sync sequence). FSN =
Record the TX FSN bit.
Record the time from the start of the Time of
59 second Type 2 D_DPU (in the Type 2 second Type
D_PDU string) to the end of the 2D_PDU =
D_PDU string.
Locate the final Type 2 D_PDU in the | D_PDUs begin with the hex sequence
Type 2 D_PDU string. 0x90EB. The first 4 bits, immediately
60 after the 0x90EB sequence, will be the
D_PDU Type. For the Type 2 D_PDU,
the value will be 0x2 in hex or (MSB)
0010 (LSB) in binary.
Locate the EOT of final Type 2 The EOT field is an 8-bit field and is Final Type 2
D_PDU in the Type 2 D_PDU string. located within the third byte of the D_PDU
D_PDU (not counting the sync EOT =
61 sequence).
Record the decimal value of the EOT
bits.
Locate the C_PDU Start and End bits | The C_PDU Start bit is the first bit of the | Final Type 2
for the final Type 2 D_PDU in the 12" byte of the Type 2 D_PDU. The D_PDU
Type 2 D_PDU string. C_PDU End bit is the second bit of the C_PDU Start
62 12" byte of the Type 2 D_PDU (not bit =
counting the sync sequence). Final Type 2
D_PDU
C_PDU End
Record the C_PDU Start and End bits. bit =
Locate the TX UWE and TX LWE bits | The next 2 bits, after the C_PDU Start Final Type 2
for the final Type 2 D_PDU in the and End bits, are the Deliver in Order D_PDU TX
Type 2 D_PDU string. and DROP C_PDU bits. The next 2 bits, | UWE bit=
after the DROP C_PDU bit, are the TX
63 UWE and TX LWE bits (respectively). Final Type 2
The TX UWE and TX LWE bits for the D_PDU TX
second Type 2 D_PDU in the Type 2 LWE bit =

D_PDU string.

Record the TX LWE and TX UWE bits.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate Size of Segmented C_PDU The Size of Segmented C_PDU is a Final Type 2
bits for the final Type 2 D_PDU in the | 10-bit field beginning with the final 2 bits D_PDU Size
C_PDU Segment. (LSB) of the 12" byte and ending with the | of Segmented

64 LSB of the 13" byte of the Type 2 C_PDU bits =
D_PDU.
Record the Size of Segmented C_PDU
bits.
Locate the TX FSN bits for the final The TX FSN is an 8-bit field located in Final Type 2
Type 0 D_PDU in the Type 2 D_PDU | the 14" byte of the Type 2 D_PDU (not D_PDU TX
65 | string. counting the sync sequence). FSN =
Record the TX FSN.
Locate the time from the start of the Using the time stamps from step 14, Time of Final
66 final Type 2 D_DPU in the D_PDU measure the time from the start of the Type 2
string to the end of the D_PDU string. | final Type 2 D_PDU to the end of the D_PDU =
Type 2 D_PDU string.
67 Compare the TX FSNs from steps 49, | Are any TX FSNs used more than once Y/N
58, and 65. in the above string?
Determine the number of Type 2 Count the number of Type 2 D_PDUs in Total Number
D_PDUs transmitted from computer the Type 2 D_PDU string. of Type 2
68 | 15.255.255.255 before Type 1 D _PDUs =
D_PDU is sent from computer Record the number of Type 2 D_PDUs in
1.222.123.111. the Type 2 D PDU string.
Type 8 (Expedited Non-ARQ) D_PDUs and are for reference numbers 617-620, 625, 626, 649-656, 672-
675, 781, and 811.
Locate the first Type 8 D_PDU. D_PDUs begin with the hex sequence
O0x90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
69 D_PDU Type. For the Type 8 D_PDU,
the value will be 0x8 in hex or (MSB)
1000 (LSB) in binary. Locate the first
Type 8 D_PDU transmitted.
Obtain EOT bits for the Type 8 The EOT field is an 8-bit field and is Type 8
D_PDU obtained in step 69. located within the third byte of the D_PDU
70 D_PDU (not counting the sync EOT =
sequence).
Record the EOT bits.
Obtain Type 8 D_PDU Deliver in The Deliver in Order bit for the Type 8 Type 8
Order bit for the Type 8 D_PDU found | D_PDU, transmitted by computer D_PDU
in step 69. 1.222.123.111, is the fifth bit located in Deliver in
71 the 12" byte of the Type 8 D_PDU (not Order bit =

including sync sequence).

Record the Deliver in Order bit.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate Size of Segmented C_PDU. The Size of Segmented C_PDU is the Type 8 Size
next 10 bits, starting with the 7" bit of the | of Segmented
12" byte (not counting the sync C_PDU =
72 sequence) of the Type 8 D_PDU.
Record the Size of Segmented C_PDU
bits.
Identify the number of C_PDU bytes Starting with the 23™ byte of the Type 8 Number of
transmitted. D_PDU, count the number of bytes to the | Actual
end of the Type 8 D_PDU. The end is Transmitted
reached when another D_PDU is bytes =
73 encountered or the end of the
transmission.
Record the Number Of Actual
Transmitted bytes in the Type 8 D_PDU.
Locate CRC on Segmented C_PDU The CRC on Segmented C_PDU is the Type 8 CRC
bits. final 4 bytes within the D_PDU. This can | on
be obtained by using the Size of Segmented
74 Segmented C_PDU field and counting C _PDU =
the bytes down to the end of the
Segmented C_PDU, which will also be
the end of the D_PDU.
Compute actual CRC on Segmented | Using the Code Example C-2 from Type 8 Actual
C_PDU. section C.3.2.8 in STANAG 5066 for a CRCon
32-bit CRC, compute the actual CRC for | Segmented
the Segmented C_PDU. The Segmented | C_PDU =
75 C_PDU begins with the 23" byte of the

Type 8 D_PDU and ends with a number
of bytes equal to the value of the Size of
Segmented C_PDU field, minus the last
four CRC on Segmented C_PDU bytes.

The following procedures apply to a Type 4 (Expedited DATA-ONLY ARQ) and are for reference numbers
498, 499, 617-620, 625, 626, 649-656, 672-675, 781, 811, 816-821, 825, 843, 900, and 901.

Resend e-mail message to obtain

Without making adjustments to steps 1-

76 | results for Expedited ARQ Data 11, resend the message from step 14
Transfer. using Expedited ARQ Data Transfer.
Verify message was successfully Observe the mailbox configured on the Message
received on the receiving computer. receiving computer (computer with received

77 STANAG address 15.255.255.255) and successfully?

confirm that the message was
successfully received by computer
15.255.255.255.

Y/N
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate the final Type 4 D_PDU for D_PDUs begin with the hex sequence
the C_PDU Segment. Ox90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
D_PDU Type. For the Type 4 D_PDU,
78 the value will be 0x4 in hex or (MSB)
0100 (LSB) in binary. The final Type 4
D_PDU for the C_PDU Segment can be
located by counting down a number of
Type 4 D_PDUs equal to the Max
Number of D_PDU value.
Obtain EOT bits for the Type 4 The EOT field is an 8-bit field and is Type 4
D_PDU obtained in step 78. located within the third byte of the D_PDU
79 D_PDU (not counting the sync EOT=
sequence).
Record the EOT bits.
Locate C_PDU Start and End flags The C_PDU Start bit is the first bit of the | First Type 4
for the First Type 4 D_PDU located in 12" byte of the Type 0 D_PDU. The C _PDU
step 78. C_PDU End bit is the second bit of the Start =
80 12" byte of the Type 4 D_PDU (not
counting the sync sequence). First Type 4
C_PDU
Record the C_PDU Start and End bits. End =
Locate TX FSN of the first Type 4 The TX FSN is an 8-bit field located in First Type 4
D_PDU found in step 78. the 14" byte of the Type 4 D_PDU (not TXFSN =
81 counting the sync sequence).
Record the TX FSN.
Using the time stamp from the Record the time it takes for the entire Type 4
protocol analyzer, locate time length D_PDU string that contains the complete | D_PDU
82 of Type 4 D_PDU string. message from step 76 from the start of String Time =
the first Type 4 D_PDU to the end of the
final Type 4 D_PDU in the string to be
transmitted.
Identify the Number of Actual C_PDU | Starting with the 17™ byte of the Type 4 | Number of
bytes transmitted. D_PDU, count the number of bytes to the | Actual
end of the Type 4 D_PDU. The end is Transmitted
reached when another D_PDU is C_PDU
encountered or at the end of the bytes =
83 transmission. This value includes the

4-byte CRC field and must be subtracted
from the total number of actual
transmitted C_PDU bytes.

Record the Number Of Actual
Transmitted C_PDU bytes.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate CRC on Segmented C_PDU The CRC on Segmented C_PDU is the Type 4 CRC
bits. final 4 bytes within the D_PDU. This can | on

be obtained by using the Size of Segmented
84 Segmented C_PDU field and counting C_PDU =
the bytes down to the end of the
Segmented C_PDU, which will also be
the end of the D_PDU.
Compute actual CRC on Segmented | Using the Code Example C-2 from Type 4 Actual
C_PDU. section C.3.2.8 in STANAG 5066 for a CRCon
32-bit CRC, compute the actual CRC for | Segmented
the Segmented C_PDU. The Segmented | C_PDU =
85 C_PDU begins with the 17" byte of the
Type 4 D_PDU and ends with a number
of bytes equal to the value of the Size of
Segmented C_PDU field, minus the last
four CRC on Segmented C_PDU bytes.
Locate the second Type 4 D_PDU in Using the method in step 71, locate the
86 | the string. second Type 4 D_PDU in the Type 4
D_PDU string.
Locate the EOT of second Type 4 The EOT field is an 8-bit field and is Second Type
D_PDU in the Type 4 D_PDU string. located within the third byte of the 4 D_PDU
87 D_PDU (not counting the sync sequence) | EOT =
Record the EOT bits.
Locate the PDU Start and End bits for | The C_PDU Start bit is the first bit of the | Second Type
the second Type 4 D_PDU in the 12" byte of the Type 0 D_PDU. The 4 D_PDU
Type 4 D_PDU string. C_PDU End bit is the second bit of the Segmented
12" byte of the Type 4 D_PDU (not C_PDU Start
counting the sync sequence). bit =
88
Second Type
4 D_PDU
Segmented
C_PDU End
Record the C_PDU Start and End bits. bit =
Locate Size of Segmented C_PDU. The Size of Segmented C_PDU is a Type 4 Size
10-bit field starting with the 7" bit of the of Segmented
byte containing the PDU Start and End C_PDU =
89 bits.

Record the Size of Segmented C_PDU
bits.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action | Settings/Action Result
Locate the TX FSN bits for the The TX FSN is an 8-bit field located in Second Type
second Type 4 D_PDU in the Type 4 | the 14" byte of the Type 0 D_PDU (not 4D _PDU
D_PDU string. counting the sync sequence). Segmented

90 TXFSN =
Record the TX FSN bits for the second
Type 4 D_PDU in the Type 4 D_DPU
string.
Record the time from the start of the Time of
second Type 4 D_DPU in the Type 4 Second Type
91 D_PDU string to the end of the 4D PDU =
D_PDU string.
Locate the final Type 4 D_PDU for D_PDUs begin with the hex sequence
the C_PDU Segment. 0x90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
D_PDU Type. For the Type 4 D_PDU,
92 the value will be 0x4 in hex or (MSB)
0100 (LSB) in binary. The final Type 4
D_PDU for the C_PDU Segment can be
located by counting down a number of
Type 4 D_PDUs equal to the Max
Number of D_PDU value.
Locate the C_PDU Start and End bits | The C_PDU Start bit is the first bit of the | Final Type 4
for the final Type 4 D_PDU in the 12" byte of the Type 0 D_PDU. The D_PDU
Type 4 D_PDU string. C_PDU End bit is the second bit of the Segmented
12" byte of the Type 4 D_PDU (not C_PDU Start
93 counting the sync sequence). bit =
Final Type 4
D_PDU
Segmented
C_PDU End
Record the C_PDU Start and End bits. bit =
Locate Size of Segmented C_PDU The Size of Segmented C_PDU is a Final Type 4
bits for the final Type 4 D_PDU in the | 10-bit field beginning with the final 2 bits D_PDU Size
C_PDU Segment. (LSB) of the 12" byte and ending with the | of Segmented
94 LSB of the 13" byte of the Type 4 C_PDU bits =
D_PDU.
Record the Size of Segmented C_PDU
bits.
Locate the TX FSN bits for the final The TX FSN is an 8-bit field located in Final Type 4
Type 4 D_PDU in the Type 4 D_PDU | the 14" byte of the Type 4 D_PDU (not D_PDU
95 string. counting the sync sequence). Segmented
TXFSN =

Record the TX FSN for the final Type 4
D_PDU in the Type 4 D_DPU string.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate the final Type 4 D_PDU in the | D_PDUs begin with the hex sequence
Type 4 D_PDU string. O0x90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
9% D_PDU Type. For the Type 4 D_PDU,
the value will be 0x4 in hex or (MSB)
0100 (LSB) in binary. Locate the final
Type 4 D_PDU in the Type 4 D_PDU
string.
Locate the EOT of final Type 4 The EOT field is an 8-bit field and is Final Type 4
D_PDU in the Type 4 D_PDU string. located within the third byte of the D_PDU
97 D_PDU (not counting the sync EOT =
sequence).
Record the EOT bits.
Locate the time from the start of the Using the time stamps from step 14, Time of Final
98 final Type 4 D_DPU in the D_PDU measure the time from the start of the Type 4
string to the end of the D_PDU string. | final Type 4 D_PDU to the end of the D _PDU =
Type 4 D_PDU string.
99 Compare the TX FSNs from steps 81, | Are any TX FSNs used more than once Y/N
90, and 95. in the above string?
Determine the number of Type 4 Count the number of Type 4 D_PDUs in Total Number
D_PDUs transmitted from computer the Type 4 D_PDU string. of Type 4
100 | 1.222.123.111 before a Type 5 D_PDUs =

D_PDU is sent from computer
15.255.255.255.

Record the number of Type 4 D_PDUs in
the Type 4 D_PDU string.

The following procedures apply to a Type 6 (Management) D_PDU and are for reference numbers 593,

944 and 945.

101

Configure DRC.

Enable the DRC for the STANAG 5066
software. Enable the software to drop
the data rate to 75 bps and short
interleaving for a “noisy” channel and
600 bps with short interleaving for a
“clean” channel.

102

Enable STANAG for DRC capabile.

Configure STANAG so the DRC is
enabled.

103

Resend e-mail message.

Resend the e-mail from step 14 using
Non-Expedited ARQ Delivery Method.
Include an attachment of approximately
10 kbytes.

104

Locate EOT for the first Type 6
D_PDU.

The EOT field is an 8-bit field and is
located within the third byte of the
D_PDU (not counting the sync
sequence). Obtain the EOT for the first
Type 6 D_PDU transmitted by computer
1.222.123.111.

Multiply the EOT value by 0.5 and record
this value in seconds.

First Type 6
D _PDU EOT
in seconds =
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate EOT for the second Type 6 The EOT field is an 8-bit field and is Second Type
D_PDU. located within the third byte of the 6 D_PDU

D_PDU (not counting the sync EOT in
sequence). Obtain the EOT for the seconds =

105 second Type 6 D_PDU transmitted by

computer 1.222.123.111.
Multiply the EOT value by 0.5 and record
this value in seconds.
Locate EOT for the third Type 6 The EOT field is an 8-bit field and is Third Type 6
D_PDU. located within the third byte of the D_PDU EOT
D_PDU (not counting the sync in seconds =
sequence). Obtain the EOT for the third
106 Type 6 D_PDU transmitted by computer
1.222.123.111.
Multiply the EOT value by 0.5 and record
this value in seconds.
Verify computer 15.255.255.255 Locate the Type 6 D_PDU ACK Type 6
responded with a Type 6 D_PDU with | transmitted by computer 15.255.255.255, | D_PDU
ACK=1. for the first Type 6 D_PDU transmitted in | ACK =
the Type 6 D_PDU string. The Type 6
107 D_PDU ACK field is located in the 8" bit

(the LSB) of the 12" byte of the Type 6
D_PDU (not including sync sequence
bits).

Record the Type 6 D_PDU ACK.

The following procedures apply to a Type 7 (Non-Expedited DATA-ONLY Non-ARQ) D_PDU and are for
reference numbers 617-620, 625, 626, 649-656, 672-675, 781, and 811.

108

Resend e-mail message to obtain
results for Non-Expedited Non-ARQ

Data Transfer.

Without making adjustments to steps 1-
11, resend the message from step 14
using Non-Expedited Non-ARQ Data
Transfer.

109

Verify Message was successfully
received on the receiving computer.

Observe the mailbox configured on the
receiving computer (computer with
STANAG address 15.255.255.255) and
confirm that the message was
successfully received by computer
15.255.255.255.

Message
received
successfully?

Y/N

110

Locate the first Type 7 D_PDU.

D_PDUs begin with the hex sequence
Ox90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
D_PDU Type. For the Type7 D_PDU,
the value will be 0x8 in hex or (MSB)
0111 (LSB) in binary. Locate the first
Type 7 D_PDU transmitted.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Obtain EOT bits for the Type 7 The EOT field is an 8-bit field and is Type 7
D_PDU obtained in step 110. located within the third byte of the D_PDU

111 D_PDU (not counting the sync EOT =

sequence).

Record the EOT bits.
Obtain Type 7 D_PDU Deliver in The Deliver in Order bit for the first Type | Type 7
Order bit for the Type 7 D_PDU 7 D_PDU transmitted by computer D_PDU
transmitted in step 110. 1.222.123.111, is the fifth bit located in Deliver in

112 the 12" byte of the Type 7 D_PDU (not Order bit =

including sync sequence).

Record the Deliver in Order bit.
Locate Size of Segmented C_PDU for | The Size of Segmented C_PDU is the Type 7 Size
the Type 7 D_PDU transmitted in step | next 10 bits, starting with the 7" bit of the | of Segmented
110. 12" byte byte (not counting the sync C_PDU =

113 sequence) of the Type 7 D_PDU.

Record the Size of Segmented C_PDU

bits.
Identify the number of C_PDU bytes Starting with the 23™ byte of the Type 7 Number of
transmitted for the Type 7 D_PDU D_PDU count the number of bytes to the | Actual
transmitted in step 110. end of the Type 7 D_PDU. The end is Transmitted

reached when either another D_PDU is bytes =

114 encountered, or the end of the

transmission.

Record the number of actual transmitted

bytes.
Locate CRC on Segmented C_PDU The CRC on Segmented C_PDU is the Type 7 CRC
bits for the Type 7 D_PDU final 4 bytes within the D_PDU. Thiscan | on
transmitted in step 110. be obtained by using the Size of Segmented

115 Segmented C_PDU field and counting C _PDU =

the bytes down to the end of the

Segmented C_PDU, which will also be

the end of the D_PDU.
Compute actual CRC on Segmented | Using the Code Example C-2 from Type 7 Actual
C_PDU for the Type 7 D_PDU section C.3.2.8 in STANAG 5066 for a CRCon
transmitted in step 110. 32-bit CRC, compute the actual CRC for | Segmented

the Segmented C_PDU. The Segmented | C_PDU =

116 C_PDU begins with the 23" byte of the

Type 7 D_PDU and ends with a number
of bytes equal to the value of the Size of
Segmented C_PDU field, minus the last
four CRC on Segmented C_PDU bytes.

The following procedures apply to Type 0-2, 4-8, and 15 D_PDUs and are for referenc

and 812-815.

e number 624

117

Reconfigure STANAG 5066.

Configure the STANAG 5066 to full
duplex mode and set the frame size to
1024 bytes.

118

Resend the e-mail from step 14 using
Non-Expedited ARQ Delivery Method.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate D_PDUs. For steps 120-146, D_PDUs are located
119 by first looking for the 0x90EB sync
sequence. The next 4 bits, after the sync
sequence, are the Type bits.
Locate EOT for the first Type 0 The EOT field is an 8-bit field and is Full Duplex
D_PDU transmitted. located within the third byte of the Type 0 EOT =
120 D_PDU (not counting the sync
sequence). Obtain the EOT for the Type
0 D_PDU.
Locate C_PDU Start and End flags The C_PDU Start bit is the first bit of the | Type 0
for the Type 0 D_PDU for the first 12" byte of the Type 0 D_PDU. The C_PDU
Type 0 D_PDU transmitted. C_PDU End bit is the second bit of the Start =
121 12" byte of the Type 0 D_PDU (not Type 0
counting the sync sequence). C_PDU End
Record the C_PDU Start and End bits.
Locate EOT for the Type 1 D_PDU. The EOT field is an 8-bit field and is Full Duplex
located within the third byte of the Type 1 EOT =
122 D_PDU (not counting the sync
sequence).
Record the EOT for the Type 1 D _PDU.
Locate EOT for the Type 2 D_PDU. The EOT field is an 8-bit field and is Full Duplex
located within the third byte of the Type 2 EOT =
123 D_PDU (not counting the sync
sequence).
Record the EOT for the Type 2 D_PDU.
Locate EOT for the Type 8 D_PDU. The EOT field is an 8-bit field and is Full Duplex
located within the third byte of the Type 8 EOT =
124 D_PDU (not counting the sync
sequence).
Record the EOT for the Type 8 D PDU.
Obtain Type 0 D_PDU Deliver in The Deliver in Order bit for the first Type | Type 0
Order bit for the first Type 0 D_PDU 0 D_PDU is the fifth bit located in the 12" D_PDU
125 transmitted. byte of the Type 0 D_PDU (not including | Deliverin
sync sequence). Order bit =
Record the Deliver in Order bit.
126 Resend the e-mail from step 14 using
Expedited ARQ Delivery Method.
Locate EOT for the Type 4 D_PDU. The EOT field is an 8-bit field and is Full Duplex
located within the third byte of the Type 4 EOT =
127 D_PDU (not counting the sync

sequence).

Record the EOT for the Type 4 D PDU.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step

Action

Settings/Action

Result

128

Locate C_PDU Start and End flags
for the first Type 4 D_PDU
transmitted.

The C_PDU Start bit is the first bit of the
12" byte of the Type 4 D_PDU. The
C_PDU End bit is the second bit of the
12 byte of the Type 4 D_PDU (not
counting the sync sequence).

Record the C_PDU Start and End bits.

Type 4
C_PDU Start

Type 4
C _PDU
End =

129

Locate EOT for the Type 5 D_PDU.

The EOT field is an 8-bit field and is
located within the third byte of the
D_PDU (not counting the sync
sequence).

Record the EOT for the Type 5 D PDU.

Full Duplex
Type 5 EOT =

130

Configure DRC.

Enable the DRC for the STANAG 5066
software. Enable the software to drop
the data rate to 75 bps and short
interleaving for a “noisy” channel and
600 bps with short interleaving for a
“clean” channel.

131

Enable STANAG for DRC capabile.

Configure STANAG so that the DRC is
enabled.

132

Resend the e-mail from step 14 using
Non-Expedited ARQ Delivery Method.

133

Locate EOT for the Type 6 D_PDU.

The EOT field is an 8-bit field and is
located within the third byte of the
D_PDU (not counting the sync
sequence).

Record the EOT for the Type 6 D _PDU.

Full Duplex
Type 6 EOT =

134

Resend the e-mail from step 14 using
Non-Expedited Non-ARQ Delivery
Method.

135

Locate EOT for the Type 7 D_PDU.

The EOT field is an 8-bit field and is
located within the third byte of the
D_PDU (not counting the sync
sequence).

Record the EOT for the Type 7 D _PDU.

Full Duplex
Type 7 EOT =

The following procedures apply to a Type

15 D PDU and are for reference number 593 and 624.

136

Reconfigure equipment.

See figure 7.6. Configure the protocol
analyzer connected solely to the modem
to inject data packets to the computer.
The computer and protocol analyzer A
configured to be a data injector is
connected to the modems by an RS-232
connection. The connection between
modems shall be such that the receive
and transmit pins on the modem are
connected to the transmit and receive
pins, respectively, of the other modem.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
137 Reconfigure STANAG address. Configure the STANAG address of the
computer to 1.1.0.0.
Inject data packet. Transmit the following data packet from
the data packet injector to the STANAG
computer:

90 EB 04 2C 00 E9 00 00 10 10 00 01 02
EF CF 00 EB 1B 00 00 33 44 7A 07 45
48 4C 4F 20 6B 69 6C 62 6F 75 72 6E
65 2E 6C 65 67 65 6E 64 73 2E 6E 69 74
2E 42 2A 66 7F

138

Save the data obtained through the
analyzer to a file.

Locate EOT for the Type 15 D_PDU. | The EOT field is an 8-bit field and is Full Duplex
located within the third byte of the Type 15
139 D_PDU (not counting the sync EOT =
sequence).

Record the EOT for the Type 15 D _PDU.

The following procedures apply to a Type 3 D_PDU and are for reference number 593 and 624.

Reconfigure STANAG 5066. Configure the STANAG 5066 to full
140 duplex mode and set the frame size to
1023 bytes.

Inject data packet. Transmit the following data packet from
the data packet injector to the STANAG
computer:

141
90 EB 80 00 00 EF 00 00 10 10 00 01 02
00 0101000100000118745A10AA
9C 74 1E

Inject Type 3 D_PDU data packet. After the STANAG computer transmits its
response to the Type 8 D_PDU injected
in step 141, transmit the following data
packet from the data packet injector to
the STANAG computer:

142
90 EB 34 2C 00 E9 00 00 10 10 00 01 02
02 00 01 OF 20

Save the data obtained through the
analyzer to a file.
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate EOT for the Type 3 D_PDU. The EOT field is an 8-bit field and is Full Duplex
located within the third byte of the D_PDU | Type 3 EOT =
143 (not counting the sync sequence).
Record the EOT for the Type 3 D_PDU.
Verify computer 0.0.1.2 responded Locate the Type 3 D_PDU ACK Type 3
with a Type 3 D_PDU with ACK=1. transmitted by computer 0.0.1.2, for the D_PDU
first Type 3 D_PDU transmitted in the ACK =
Type 3 D_PDU string. The Type 3 D_PDU
144 ACK field is located in the 8" bit (the LSB)

of the 12" byte of the Type 3 D_PDU (not
including sync sequence bits).

Record the Type 3 D_PDU ACK.

The following procedures apply to a Types 0 and 2 D_PDUs and are for reference number 814.

145

Reconfigure MTU and Maximum
C_PDU Segment Size.

If the MTU and Maximum C_PDU
Segment Sizes are user configurable,
configure the C_PDU Segment Size and
MTU Size such that the C_PDU Segment
Size is at least 10 bytes larger than the
MTU Size.

146

Send e-mail message and capture all
transmitted and received bytes via
the protocol analyzer shown in figure
7.5.

Send the following e-mail message from
the computer with STANAG address
1.2.0.0 to the computer with STANAG
address 1.1.0.0 using a Soft Link and
Non-Expedited ARQ Delivery Method.

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.2.0.0t0 1.1.0.0

12345678910”

Save the data obtained through the
protocol analyzer to a file.

147

Locate the first Type 0 D_PDU in the
Type 0 D_PDU string.

D_PDUs begin with the hex sequence
O0x90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
D_PDU Type. For the Type 0 D_PDU,
the value will be 0x0 in hex or (MSB) 0000
(LSB) in binary. Locate the first Type 0
D_PDU in the Type 0 D_PDU String.

148

Locate C_PDU Start bit from first
located Type 0 D_PDU in step 147.

The C_PDU Start bit is the first bit of the
12" byte of the Type 0 D_PDU (not
including the sync bits).

Record the C_PDU Start bit.

First Type O
D_PDU
C_PDU
Start =
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Table 7.1. Data Delivery Structure Procedures (continued)

Step Action Settings/Action Result
Locate C_PDU End bit from first The next bit, after the C_PDU Start bit, is | First Type 0
located Type 0 D_PDU in step 147. the C_PDU End bit. D_PDU

149 C_PDU

Record the C_PDU End bit. End =

The following procedures apply to a Type 4 D_PDU and are for reference number 814.

Send e-mail message and capture all | Send the following e-mail message from
transmitted and received bytes via the | the computer with STANAG address
protocol analyzer shown in figure 7.5. | 1.2.0.0 to the computer with STANAG

address 1.1.0.0 using a Soft Link and

Expedited ARQ Delivery Method.

For the Subject Line: Test 1

150 In the Body:

“This is a test from address
1.2.0.0t01.1.0.0
12345678910”
Save the data obtained through the
protocol analyzer to a file.
Locate the first Type 4 D_PDU inthe | D_PDUs begin with the hex sequence
Type 4 D_PDU string. Ox90EB. The first 4 bits, immediately
after the 0x90EB sequence, will be the
151 D_PDU Type. For the Type 4 D_PDU,
the value will be 0x0 in hex or (MSB)
0100 (LSB) in binary. Locate the first
Type 4 D_PDU in the Type 4 D_PDU
string.
Locate C_PDU Start bit from first The C_PDU Start bit is the first bit of the | First Type 4
located Type 4 D_PDU in step 151. 12" byte of the Type 4 D_PDU (not D_PDU
152 including the sync bits). C_PDU
Start =
Record the C_PDU Start bit.
Locate C_PDU End bit from first The next bit, after the C_PDU Start bit, is | First Type 4
located Type 4 D_PDU in step 151. the C_PDU End bit. D_PDU
153 C_PDU
Record the C_PDU End bit. End =

Reference numbers 665-667 and 781 are currently underdevelopment, and their results are to be

developed.

Legend:

ACK—Acknowledgement

ARQ—Automatic Repeat-Request

bps—bits per second

C_PDU—Channel Access Sublayer Protocol Data Unit
CRC—Cyclic Redundancy Check

D_PDU—Data Transfer Sublayer Protocol Data Unit
DRC—Data Rate Change

EOT—End of Transmission

e-mail—Electronic Mail

FSN—Frame Sequence Number

hex—hexadecimal

kbytes—kilobytes

LSB—Least Significant Bit
LWE—Lower Window Edge
MIL-STD—Military Standard
MSB—Most Significant Bit
MTU—Maximum Transmission Unit
POP3—Post Office Protocol 3
S_PDU—Subnetwork Sublayer Protocol Data Unit
SMTP—Simple Mail Transfer Protocol
STANAG—Standardization Agreement
sync—synchronization

TX—Transmit

UWE—Upper Window Edge
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Table 7.2. Data Delivery Structure Results

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met

For the Channel Access
Sublayer request to the lower
layers of the subnetwork to
deliver a C_PDU, the delivery

e 5.0 service requirements for a
Data C_PDU shall be the
same as the S_PDU that it
contains, i.e.:
C_PDuUs for which the Types 4 and
Subnetwork Interface 5D_PDUs
Sublayer requested transmitted
Expedited Data Delivery when

499 B.3.1.1 service for the encapsulated Expedited
S_PDU shall be sent using Data Transfer
the Expedited Data Delivery is specified.
service provided by the lower
sublayer; otherwise,
C_PDuUs for which the Types 0, 1,
Subnetwork Interface and 2
Sublayer requested the D_PDUs
normal Data Delivery service | transmitted

500 B.3.1.1 for the encapsulated S PDU | when Normal
shall be sent using the normal | Data Transfer
Data Delivery service is specified.
provided by the lower
sublayer;
The Idle RQ protocol, also No further
known as a stop and wait D_PDUs
protocol, shall operate in a transmitted
half duplex mode; the local other than
node, after sending an I- Type 6 or
Frame, must wait until it Type 3 until a

593 C.3 receives an Type 6 or
acknowledgement from the Type 3
remote node as to whetheror | D_PDU
not the I-Frame was correctly | (respectively)
received. with ACK = 1

is

transmitted.
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Table 7.2. Data Delivery Structure Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
The number in this field shall D_PDU
be a binary number String times
expressing the number of approximate-
half-second intervals ly equal to
617 €323 remaining in the current EOT fields.
transmission from the
beginning of the current
D_PDU, including sync bytes.
When operating in half duplex | When in half
mode, a node shall not make | duplex,
a transmission during a computers do
618 C.3.23 transmission by another node | not attempt to
(i.e., before the EOT expires). | transmit data
at the same
time.
Once an EOT is sent, the EOT
EOT in each subsequent Decreasing in
D_PDU (in that transmission) | half-second
shall contain a consistent intervals.
619 €323 calculation of the EOT that is
monotonically decreasing in
half-second (0.5 second)
intervals.
Calculations of the EOT by a | EOT values
transmitting node shall be rounded to
620 C.3.23 rounded up to the nearest nearest half-
half-second interval. second
intervals.
When a node is configured Full Duplex
for and operating in full Type 0
duplex mode, the EOT field D_PDU EOT
624 C.3.23 shall be filled with all zeros. =(MSB)0O0
000000
(LSB)
(0x00 hex)

225




Table 7.2. Data Delivery Structure Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

624

C.3.23

Full Duplex
Type 1
D_PDU EOT
=(MSB)00
000000
(LSB)

(0x00 hex)

Full Duplex
Type 2
D_PDU EOT
=(MSB)0O0
000000
(LSB)

(0x00 hex)

Full Duplex
Type 3
D_PDU EOT
=(MSB)00
000000
(LSB)

(0x00 hex)

Full Duplex
Type 4
D_PDU EOT
=(MSB)0O0
000000
(LSB)

(0x00 hex)

Full Duplex
Type 5
D_PDU EOT
=(MSB)00
000000
(LSB)

(0x00 hex)

Full Duplex
Type 6
D_PDU EOT
=(MSB)0O0
000000
(LSB)

(0x00 hex)
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Table 7.2. Data Delivery Structure Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required Measured
Value Value

Not
Met Met

624

C.3.23

Full Duplex
Type 7
D_PDU EOT
=(MSB)00
000000
(LSB)

(0x00 hex)

Full Duplex
Type 8
D_PDU EOT
=(MSB)0O0
000000
(LSB)

(0x00 hex)

Full Duplex
Type 15
D_PDU EOT
=(MSB)00
000000
(LSB)

(0x00 hex)

625

C.3.23

When D_PDU Types are
combined in a single
transmission by the sublayer,
any previously advertised
values of EOT shall not be
violated or contradicted.

For
transmission
contaiing
more than 1
D_PDU
Type, EOT
continues to
monotonically
decrease in
half-second
intervals.

626

C.3.23

When D_PDU Types are
combined in a single
transmission by the sublayer,
advertised values for EOT
shall refer to the end of the
combined transmission and
not to the EOT of the D_PDU
that contains the EOT field.

D_PDU
String times
approximate-
ly equal to
EOT fields of
first Type O
D_PDU
Transmitted.
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Table 7.2. Data Delivery Structure Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

626

C.3.23

D_PDU
String times
approximate-
ly equal to
EOT fields of
first Type 1
D_PDU
Transmitted.

D_PDU
String times
approximate-
ly equal to
EOT fields of
first Type 2
D_PDU
Transmitted.

D_PDU
String times
approximate-
ly equal to
EOT fields of
first Type 3
D_PDU
Transmitted.

D_PDU
String times
approximate-
ly equal to
EOT fields of
first Type 4
D_PDU
Transmitted.

D_PDU
String times
approximate-
ly equal to
EOT fields of
first Type 5
D_PDU
Transmitted.

D_PDU
String times
approximate-
ly equal to
EOT fields of
first Type 6
D_PDU
Transmitted.
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Table 7.2. Data Delivery Structure Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Met

Not
Met

626

C.3.23

D_PDU
String times
approximate-
ly equal to
EOT fields of
first Type 7
D_PDU
Transmitted.

D_PDU
String times
approximate-
ly equal to
EOT fields of
first Type 8
D_PDU
Transmitted.

D_PDU
String times
approximate-
ly equal to
EOT fields of
first Type 15
D_PDU
Transmitted.

649

C.3.29

For the  and I+C D_PDUs
types, the octets of the
segmented C_PDUs shall be
transmitted in ascending
numerical order, following the
two-byte CRC on the D_PDU
header.

C_PDUs
transmitted
after Header
CRC with
increasing TX
FSN.

650

C.3.2.9

Within an octet, the LSB shall
be the first bit to be
transmitted as shown in
figure C-6.

C _PDUs
structured as
in figure C-6.
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Table 7.2. Data Delivery Structure Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

651

C.3.2.10

The Size Of Segmented
C_PDU field shall be used
only with D_PDUs that are |
or [+C-Frame types, i.e., that
have a Segmented C_PDU
field as shown in figure C-
2(b).

Only

D _PDUs 0, 2,
4,7,and 8
contain a
Size of
Segmented
C _PDU field.

652

C.3.2.10

The bit-value of the Size Of
Segmented C_PDU shall be
encoded as a ten-bit field as
indicated by figure C-7.

Size of
Segmented
C_PDU =
Vendor’s
Maximum
Segmented
C_PDU Size
for Types 0,
4,and 7

D PDUs.

Size of
Sgmented
C_PDU =1
byte for Type
8 D_PDU.

The Size of
Segmented
C_PDU value
for the Type
2 D_PDU will
be variable
depending on
the vendor’s
implimenta-
tion as well
as the client
type used.

N/A

653

C.3.2.10

The value in the Size Of
Segmented C_PDU field shall
not include the two-bytes for
the CRC following the
Segmented C_PDU. The
Segmented C_PDU field can
hold a maximum of 1023
bytes from the segmented
C_PDU.

For Type 0
D_PDU
Number of
bytes
transmitted +
Type O
C_PDU and
Type O
S_PDU bytes
= Size of
Segmented
C_PDU.
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Table 7.2. Data Delivery Structure Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required Measured
Value Value

Not
Met Met

653

C.3.2.10

For Type 2
D_PDU
Number of
bytes
transmitted +
Type O
C_PDU and
Type O

S _PDU bytes
= Size of
Segmented
C_PDU.

For Type 4
D_PDU
Number of
bytes
transmitted +
Type O
C_PDU and
Type O

S _PDU bytes
= Size of
Segmented
C PDU.

For Type 7
D_PDU
Number of
bytes
transmitted +
Type O
C_PDU and
Type O

S _PDU bytes
= Size of
Segmented
C PDU.

For Type 8

D _PDU
Number of
bytes
transmitted +
Type O
C_PDU and
Type O
S_PDU bytes
= Size of
Segmented
C_PDU.
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Table 7.2. Data Delivery Structure Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
The Size Of Segmented Size of Use table
C_PDU shall be mapped into | Segmented 7.8.
consecutive bytes of the C_PDU
654 C.3.2.10 D_PDU as indicated in figure | Mapped as
C-8, in the byte locations specified in
specified for the applicable figure 7.2.
D _PDU.
The last four bytes of any I, or | CRC
I+C D_PDU shall contain a contained in
32-bit Cyclic Redundancy last 4 bytes
655 C3211 | Check (CRC) field. for Types 0,
2,4,7,and 8
D _PDUs.
The CRC shall be applied Type O
and computed on the D_PDU CRC
contents of the Segmented on
C_PDU using the following Segmented
polynomial [See footnote 2in | C_PDU =
STANAG 5066]: Actual CRC
xA32 + x"27 + x"25 + xA23 + | on
x"21 + xM8 + xM7 + xM6 + | Segmented
xM3 + xMO0 + xM8 + xA7 + x*6 | C_PDU.
+x"3+xM2+x+1,0rin Type 2
hexadecimal notation: D_PDU CRC
0x10AA725CF, using the on
shift-register method similar Segmented
to that shown by the figures in | C_PDU =
appendix | of CCITT Actual CRC
Recommendation V.41. on
Segmented
656 C.3.2.11 C_PDU.
Type 4
D_PDU CRC
on
Segmented
C_PDU =
Actual CRC
on
Segmented
C_PDU.
Type 7
D_PDU CRC
on
Segmented
C_PDU =
Actual CRC
on
Segmented
C_PDU.

232




Table 7.2. Data Delivery Structure Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
Type 8
D_PDU CRC
on
Segmented
656 C.3.2.11 C_PDU =
Actual CRC
on
Segmented
C_PDU.
If the Deliver in Order flag is TBD N/A
cleared on the D_PDUs
composing a C_PDU, the
665 C33 C_PDU shall be delivered to
the upper layer when the
following condition is met:
3) The C_PDU is complete
and error-free.
When the DROP PDU flagis | TBD N/A
set by the D_PDU source, the
receiving Data Transfer
Sublayer shall discard the
contents of the segmented
666 €33 C_PDU field of the current
D_PDU and all other
previously received segments
of the C_PDU of which the
current D PDU is a part.
No segmented C_PDU data TBD N/A
needs to be sent if the DROP
667 C.33 PDU flag is set and the Size
Of Segmented C_PDU field
shall be zero in this case.
The value of the TX FSN field | No two Type
shall be a unique integer 0,2,0r4
(modulo 256) assigned to the | D_PDUs
D_PDU during the contain the
segmentation of the C_PDU same TX
672 c33 and will not be released for FSN without
" reuse with another D_PDU the other
until the receiving node has computer
acknowledged the D_PDU. sending a
Type 1, 2, or
5D_PDU
first.
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Table 7.2. Data Delivery Structure Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
Values for the TX FSN field D_PDUs with
shall be assigned in an TX FSNs
673 C.3.3 ascending (modulo 256) positively
order during the increment the
segmentation of the C PDU. | TX FSN.
The segmented C_PDU field | Segmented
shall immediately follow the C_PDU
D_PDU header as depicted in | immediately
674 €33 figure C-7. follows CRC
on Header
bits.
Segmented C_PDUs shallbe | C_PDUs
675 c33 mappgd gccording tp the mapped asin
specification of section figure 7.1.
C.3.2.9 of STANAG 5066.
If the Deliver in Order flag is TBD N/A
cleared ‘0’ on the D_PDUs
composing a C_PDU, the
C_PDU shall be delivered to
781 C.3.10 the ne_twork Iaygr w_hen the
following condition is met.
1) C_PDU is complete and
error-free or the C_PDU
RECEPTION WINDOW
expires.
The process of C_PDU
segmentation and re-
assembly shall be defined in
811 c4 the subsections that follow for

ARQ and Non-ARQ delivery
services provided to regular
and expedited C_PDUs.
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Table 7.2. Data Delivery Structure Results (continued)

STANAG Result Finding

Reference ;
Number 5066 Requirement Required Measured Met Not

Paragraph Value Value Met

Segmentation of a C_PDU First Type O
into segments small enough D_PDU has
to fit withina D_PDU for ARQ | TXFSN =0
delivery (i.e., a Data, Data- with C_PDU
ACK, or Expedited-Data Start =1 and
D_PDU) shall be performed C_PDU END
in accordance with the =0. 2™ Type
example shown in 0 D_PDU has
figure C-33. TXFSN=2
with
Segmented
C_PDU Start
=0and
C_PDU END
=0. Final
Type O
D_PDU
Segmented
C_PDU Start
=0and
C_PDU END
=1 with TX
FSN = Max
Number of

D PDUs.

812 C.4.1 First Type 2

D_PDU has
TXFSN=0
with C_PDU
Start =1 and
C_PDU END
=0. 2" Type
2D _PDU has
TXFSN=2
with
Segmented
C_PDU Start
=0and
C_PDU END
=0. Final
Type 2
D_PDU
Segmented
C_PDU Start
=0and
C_PDU END
=1 with TX
FSN = Max
Number of

D PDUs.
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Table 7.2. Data Delivery Structure Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
First Type 4
D_PDU has
TXFSN=0
with C_PDU
Start =1 and
C_PDU END
=0. 2" Type
4 D_PDU has
TXFSN=2
with
Segmented
C_PDU Start
812 C14 =0and
C_PDU END
=0. Final
Type 4
D_PDU
Segmented
C_PDU Start
=0and
C_PDU END
=1 with TX
FSN = Max
Number of
D PDUs.
The Maximum C_PDU Vendor’s
Segment size within a Size of
D_PDU for ARQ-Delivery Segmented
services shall be a C_PDU
configurable parameter no <1023 bytes
greater than 1023 bytes in for Type 0
any implementation compliant | C_PDU.
813 C.41 with this STANAG. An
implementation may
configure the Maximum
C_PDU Segment size to
match the interleaver size for
optimum channel efficiency or
other reasons.
An entire C_PDU that is When MTU
smaller than the Maximum configured
C_PDU Segment size shall less than the
be placed in the C_PDU Maximum
814 C.4.1 segment of a single D_PDU. C_PDU
Segment
Size, C_PDU
Start and End
flags = 1.
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Table 7.2. Data Delivery Structure Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required Measured
Value Value

Not
Met Met

815

C.4.1

A Data or Data-ACK, or
Expedited D_PDU that
contain an entire C_DPU
shall be marked with the both
C_PDU Start field and the
C_PDU End field set equal to
the value (1) (Note: An ‘only’
C_PDU segment is both the
“first” and “last” segment of a
sequence of one.)

When MTU
configured
less than the
Maximum
C_PDU
Segment
Size, C_PDU
Start and End
flags = 1 for
Type O

D PDU.

When MTU
configured
less than the
Maximum
C_PDU
Segment
Size, C_PDU
Start and End
flags = 1 for
Type 2
D_PDU.

When MTU
configured
less than the
Maximum
C_PDU
Segment
Size, C_PDU
Start and End
flags = 1 for
Type 4

D PDU.

816

C.4.1

The Data Transfer Sublayer
shall divide C_PDUs larger
than the Maximum C_PDU
Segment size into segments
that are no larger than the
Maximum C_PDU Segment

size.

All C_PDU
Segments
< Maximum
C_PDU
Segment
Size.
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Table 7.2. Data Delivery Structure Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
Only the last segment or the All Size of
only segment taken from a Segmented
C_PDU may be smaller than | C_PDUs =
the Maximum C_PDU Maximum
Segment size. A C_PDU C_PDU
smaller than the Maximum Segment
C_PDU Segment size shall Size except
817 C.41 be placed only in the D_PDU | the Size of
o that contains the last segment | Segmented
of the C_PDU, i.e.,onlyin a C_PDUs for
D_PDU for which the C_PDU | the D_PDU
End field is set equal to one. containing
the final
Segmented
C_PDU
portion.
The bytes withina C_PDU TX FSN
segment shall be taken from incremented
the source as a contiguous for each
818 C4.1 sequence of bytes, in the D_PDU
same order in which they transmitted in
occurred in the source string.
C_PDU.
D_PDUs containing C_PDU TX FSNs
segments taken in sequence | incrementing
819 C.41 from the source C_PDU shall | for each.
o have sequential TX FSN D_PDU in
fields (modulo 256). D_PDU
string.
Re-assembly of a C_PDU C _PDU
from its segments shall be Reassembled
performed in accordance with | successfully
the example shown in figure and message
C-34 and as follows (unless was
820 C.4.1 noted otherwise, C_PDU successfully

segments that are re-
assembled are expected to
have passed the CRC error-
check and have no detectable
errors):

transmitted.

238




Table 7.2. Data Delivery Structure Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
The re-assembly process for | First D_DPU
C_PDUs receiving ARQ in D_DPU
service shall use the TX FSN | string has
field, C_PDU Start flag, and C_PDU Start
C_PDU End flag to determine | flag = 1 with
when all segments of a C_PDU End
821 C.41 C_PDU have been received. Flag = 0and
the Final
D _PDU in
D_PDU string
has C_PDU
Start Flag =0
with C_PDU
End Flag = 1.
A segment from a C_PDU With MTU
larger than the Maximum > Maximum
C_PDU Segment Size shall Segmented
be combined in modulo 256 C_PDU Size,
order with other segments first Type O
whose D_PDU FSN lie inthe | D_PDU
range defined by the FSN of Segmented
the C_DPU Startand C_PDU | C_PDU Start
End segments; bit = 1, 2"
825 c4.1 Type 0
D_PDU
Segmented
C_PDU Start
bit = 0, and
Final Type 0
D_PDU
Segmented
C_PDU Start
bit = 0.
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Table 7.2. Data Delivery Structure Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

825

C.4.1

With MTU

> Maximum
Segmented
C_PDU Size,
first Type O
D_PDU
Segmented
C_PDU END
bit = 0, 2™
Type O
D_PDU
Segmented
C_PDU END
bit = 0, and
Final Type 0
D_PDU
Segmented
C_PDU END
bit = 1.

With MTU

> Maximum
Segmented
C_PDU Size,
first Type 2
D _PDU
Segmented
C_PDU Start
bit = 1, 2"
Type 2
D_PDU
Segmented
C_PDU Start
bit=0, and
Final Type 2
D _PDU
Segmented
C_PDU Start
bit = 0.
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Table 7.2. Data Delivery Structure Results (continued)

Reference
Number

STANAG
5066
Paragraph

Requirement

Result

Finding

Required
Value

Measured
Value

Not
Met Met

825

C.4.1

With MTU

> Maximum
Segmented
C_PDU Size,
first Type 2
D_PDU
Segmented
C_PDU END
bit = 0, 2™
Type 2
D_PDU
Segmented
C_PDU END
bit = 0, and
Final Type 2
D_PDU
Segmented
C_PDU END
bit = 1.

With MTU

> Maximum
Segmented
C_PDU Size,
first Type 4
D _PDU
Segmented
C_PDU Start
bit = 1, 2"
Type 4
D_PDU
Segmented
C_PDU Start
bit=0, and
Final Type 4
D _PDU
Segmented
C_PDU Start
bit = 0.
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Table 7.2. Data Delivery Structure Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
With MTU
> Maximum
Segmented
C_PDU Size,
first Type 4
D_PDU
Segmented
C_PDU END
bit = 0, 2"
825 C.4.1 Type 4
D_PDU
Segmented
C_PDU END
bit = 0, and
Final Type 4
D_PDU
Segmented
C_PDU END
bit = 1.
Delivery of the re-assembled | Type 0, 2,
D_PDU shall be performed and 7
with the D_Primitive D_PDUs
appropriate for the type of used to
data (i.e., regular or transmit
expedited) received. regular data
843 c4.1 and Types 4
and 8
D_PDUs
used to
transmit
expedited
data.
The Data Transfer Sublayer
shall satisfy the following
EES Gz requirements for D_PDU
flow-control:
The TX FSNs shall be D_PDUs with
assigned uniquely and TX FSNs
900 C6.2 sequentially in an ascending positively
o (modulo 256) order during the | increment the
segmentation of the C_PDU TX FSN.
into D_PDUs.
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Table 7.2. Data Delivery Structure Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
The TX FSNs shall not be No two Type
released for reuse with 0,2,0r4
another D_PDU until the D_PDUs
receiving node has contain the
acknowledged the D_PDU to | Same TX
901 C6.2 whigh the number is FSN without
assigned. the other
computer
sending a
Type 1, 2, or
5D_PDU
first.
Valid EOT information shall first Type 6
be supplied in each repeated | D_PDU with
D_PDU containing a DRC Data Rate 2
Request (Type 1) and
Management message, Interleaver 1
944 C6.4.2 updated as required to EOT=1.5
denote the end of sec.
transmission of all D_PDU
messages in the transmission
interval (and not the end of
the individual D_PDU
containing the EOT field).
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Table 7.2. Data Delivery Structure Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required Measured Met Not
Paragraph Value Value Met
The same EOT value shall second Type
not be transmitted in each 6 D_PDU
repeated D_PDU containing a | with Data
DRC Request (Type 1) Rate 2 and
Management message Interleaver 1
unless necessary, due to EOT=1.0
EOT resolution and roundup sec.
errors, i.e., because the third Type 6
D_PDU duration is less than D_PDU with
945 C6.4.2 half the EOT resolution. Data Rate 2
and
Interleaver 1
EOT=0.5
sec.
No 2 Type 6
D_PDUsina
string contain
the same
EOT.
Legend:

ACK—Acknowledgement

ARQ—Automatic Repeat-Request

C_PDU—Channel Access Sublayer Protocol Data Unit

CCITT—Consultative Committee For International Telephone And
Telegraph

CRC—Cyclic Redundancy Check

D_PDU—Data Transfer Sublayer Protocol Data Unit

DRC—Data Rate Change

EOT—End of Transmission

FSN—Frame Sequnce Number

hex—hexadecimal

I-Frame—Information Frame

I+C-Frame—Information and Control Frame

kbyte—kilobyte

LSB—Least Significant Bit
MSB—Most Significant Bit
MTU—Maximum Transmission Unit
N/A—Not Available

RQ—Request

S_PDU—Subnetwork Interface Sublayer Protocol Data Unit
sec—Second
STANAG—Standardization Agreement
sync—synchronization

TBD—To Be Determined
TX—Transmit
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SUBTEST 8. MULTIPLE MESSAGE TRANSFER PROTOCOLS

8.1  Objective. To determine the extent of compliance to the requirements of
STANAG 5066, for validating protocols for Multiple Message Transfers, reference
numbers 550, 735, 739, 775, 800, 888-890, 892, 894, and 895.

8.2 Criteria

a. If further Physical Link Request (Type 1) C_PDUs are received from the
same address after the link is made, the Channel Access Sublayer shall again reply
with a Physical Link Accepted (Type 2) C_PDU. (appendix B, reference number 550)

b. As noted above, the TX FSN field in the Expedited Data-ONLY D_PDU is
defined and used in the same manner as that specified for the Data-ONLY D_PDU.
However, the Expedited Data-ONLY D_PDUs shall be assigned frame numbers from a
TX FSN pool (0, 1...255) that is reserved exclusively for the transmission of Expedited
Data-ONLY and Expedited ACK-ONLY D_PDUs. (appendix B, reference number 735)

C. C_PDUs requiring Expedited Delivery Service and the associated
Expedited D_PDUs shall not be queued for processing within the Data Transfer
Sublayer, behind D_PDUs containing non-expedited data (i.e., Data_ONLY or Data-
ACK D_PDUs). (appendix B, reference number 739)

d. The C_PDU ID Number space (i.e., the set of ID numbers in the range
[0...4095]) for Non-ARQ Data (Type 7) D_PDUs shall be different than the similarly-
defined number space for Expedited Non-ARQ Data (Type 8) D_PDUs. (appendix B,
reference number 775)

e. The C_PDU ID Number space (i.e., the set of ID numbers in the range
[0...4095]) for Expedited Non-ARQ Data (Type 8) D_PDUs shall be different than the
similarly defined number space for Non-ARQ Data (Type 7) D_PDUs. (appendix B,
reference number 800)

f. A separate TX FSN counter shall be maintained for the transmission of
ARQ Expedited Data, distinct from the counter with the same name used for regular-
delivery service with D_PDU Types 0 and 2. (appendix B, reference number 888)

g. A separate C_PDU ID counter shall be maintained for the transmission of
ARQ Expedited Data, distinct from the counter with the same name used for regular
Non-ARQ and expedited Non-ARQ delivery services with D_PDU Types 7 and 8.
(appendix B, reference number 889)

h. Upon entering the Expedited Data (Connected) state, the Expedited Data

D_PDU TX FSN counter shall be set to the value zero (1). (appendix B, reference
number 890)
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i The processing of D_PDUs containing Expedited Data shall proceed
according to a C_PDU level stop-and-wait protocol, as follows: (appendix B, reference
numbers 892 and 894-895)

Each time a D_EXPEDITED_UNIDATA_REQUEST Primitive is
accepted for service, the Expedited Data D_PDU TX FSN counter shall
be reset to the value (0) and the C_PDU ID counter shall be
incremented (modulo16).

8.3 Test Procedures

a. Test Equipment Required

(1)
(2)
(3)
(4)

Computers (2 ea) with STANAG 5066 Software
Modem (2 ea)
Protocol Analyzer

RS-232 Synchronous Serial Cards

(5)  Switch Box
b. Test Configuration. Figure 8.1 shows the equipment setup for this
subtest.
C. Test Conduction. Table 8.1 lists procedures for this subtest and table 8.2

lists the results for this subtest.
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ComputerM Modem

— Modem RS-232 Computer

LAN
Analyzer

Figure 8.1. Equipment Configuration for Multiple Message Transfer Protocols

Table 8.1. Multiple Message Transfer Protocols Procedures

Step

Action

Settings/Action

Result

Set up equipment.

See figure 8.1. Computers are connected to
the modems by an RS-232 connection. The
connection between modems shall be such
that the receive and transmit pins on the
modem are connected to the transmit and
receive pins, respectively, of the other
modem. Configure the switch box to be in
the “closed” position, such that there is no
break between computers 15.255.255.255
and 1.222.123.001.

Load STANAG 5066 software.

Configure the SMTP and POP3 servers as
required by the STANAG 5066 software
manual.

Configure STANAG addresses for both
computers.

Set the size of the STANAG address field to
7 bytes. Set the STANAG address to
15.255.255.255 and 1.222.123.001 as
shown in figure 8.1.

Configure modems.

Set modems to transmit a
MIL-STD-188-110B signal at a data rate of
4800 bps with half duplex.
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Table 8.1. Multiple Message Transfer Protocols Procedures (continued)

Step Action Settings/Action Result
Identify clients to be used. For test involving switching between Client 1
transmission modes (ARQ and Non-ARQ), Type =
two clients (Client 1 and Client 2) must be
used. This is because the transmission Client 2
mode cannot be changed once the client is Type =
bound to the STANAG 5066 stack. Use
Client 1 for the primary client type being
tested (i.e., the Client used for Subtests 1-7).
5 Record the client types to be tested under

this subtest.

Note: Clients bound to the STANAG 5066
stack can still toggle between Expedited and
Non-Expedited data transfers while bounded,
and therefore only require one client type
(Client 1) for the tests involving Expedited vs.
Non-Expedited Data Transfers.

Configure protocol analyzer.

Configure the protocol analyzer to capture
the transmitted data between the two
computers and save data to a file.

The following procedures are for reference numbers 735, 739, 888, and 890.

Send e-mail message.

Send the following e-mail message from the
computer with STANAG address
1.222.123.001 to the computer with STANAG
address 15.255.255.255 using Client 1 with a
Soft Link Non-Expedited ARQ Data Transfer:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910

Save the data obtained through the analyzer
to a file.
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Table 8.1. Multiple Message Transfer Protocols Procedures (continued)

Step

Action

Settings/Action

Result

Send a second e-mail message.

Send the following e-mail message
immediately after sending the e-mail in step
7 from the computer with STANAG address
1.222.123.001 to the computer with STANAG
address 15.255.255.255 using Client 2 with a
Soft Link Expedited ARQ Data Transfer:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910

Save the data obtained through the analyzer
to a file.

Locate TX FSN for Non-Expedited
Message.

The TX FSN is the first 8 bits of the 14™ byte
of the Type 0 D_PDU (not counting the sync
bytes).

Record the TX FSN for the Type 0 D_PDU.

Type 0
D _PDU
TX
FSN =

10

Locate TX FSN for Expedited Message.

The TX FSN is the first 8 bits of the 14" byte
of the Type 4 D_PDU (not counting the sync
bytes).

Record the TX FSN for the Type 4 D_PDU.

Type 4
D_PDU
X
FSN =

11

Verify that the Expedited and Non-
Expedited D_PDU TX FSNs come from
different “number pools.”

Are the TX FSNs from steps 9 and 10 the
same? (If the value is yes, the TX FSNs do
come from different “number pools.”)

Y/N

12

Verify the Expedited Message from step
8 was queued before the Non-
Expedited Message from step 7.

Was the Expedited Message queued before
the Non-Expedited Message?

Y/N

The following procedures are

for reference numbers 775 and 800.

13

Send e-mail message.

Send the following e-mail message from the
computer with STANAG address
1.222.123.001 to the computer with
STANAG address 15.255.255.255 using
Client 1 with a Soft Link Non-Expedited
Non-ARQ Data Transfer. Include an
attachment of approximately 5 kbytes:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910

Save the data obtained through the analyzer
to a file.
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Table 8.1. Multiple Message Transfer Protocols Procedures (continued)

Step Action | Settings/Action | Result
Send a second e-mail message. Send the following e-mail message
immediately after (within 1-2 seconds),
sending the e-mail in step 13 from the
computer with STANAG address
1.222.123.001 to the computer with STANAG
address 15.255.255.255 using Client 1 with a
Soft Link Expedited Non-ARQ Data Transfer:
14 For the Subject Line: Test 1
In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255
12345678910”
Save the data obtained through the analyzer
to afile.
Locate C_PDU ID for Type 7 D_PDU The first 4 bits of the C_PDU ID Number are Type 7
from message sent in step 13. the first 4 bits of the 127 byte of the Type 7 D_PDU
D_DPU (not counting the sync bits) and the full
last 8 bits of the C_PDU ID Number are C_PDU
15 located within the 8 bits of the 14" byte of the | ID
Type 7 D_PDU (not counting the sync bits). Number
Record the full Type 7 D_PDU C_PDU ID
Number.
Locate C_PDU ID for Type 8 D_PDU The first 4 bits of the C_PDU ID Number are | Type 8
from message sent in step 14. the first 4 bits of the 127 byte of the Type 8 D_PDU
D_DPU (not counting the sync bits) and the full
last 8 bits of the C_PDU ID Number are C_PDU
16 located within the 8 bits of the 14" byte of the | ID
Type 8 D_PDU (not counting the sync bits). Number
Record the full Type 8 D_PDU C_PDU ID
Number.
Verify the Expedited and Non- Are the C_PDU ID Numbers from steps 15 Y/N
17 Expedited D_PDU full C_PDU ID and 16 the same? (If the value is yes, the
Numbers are from different “number TX FSNs do come from different “number
pools.” pools.”)
Verify the Expedited Message from Was the Expedited Message queued before | Y/N
18 | step 14 was queued before the Non- the Non-Expedited Message?

Expedited Message from step 13.
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Table 8.1. Multiple Message Transfer Protocols Procedures (continued)

Step |

Action

Settings/Action

| Result

The following procedures are for reference number 889.

19

Send e-mail message.

Send the following e-mail message from the
computer with STANAG address
1.222.123.001 to the computer with STANAG
address 15.255.255.255 using Client 1 with a
Soft Link Expedited ARQ Data Transfer:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910”

Save the data obtained through the analyzer
to afile.

20

Send a second e-mail message.

Send the following e-mail message
immediately after sending the e-mail in step
19 from the computer with STANAG address
1.222.123.001 to the computer with STANAG
address 15.255.255.255 using Client 2 with a
Non-Expedited Non-ARQ Data Transfer:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910”

Save the data obtained through the analyzer
to a file.

21

Locate C_PDU ID for Type 7 D_PDU
from message sent in step 20.

The first 4 bits of the C_PDU ID Number are
the first 4 bits of the 12" byte of the Type 7
D_DPU (not counting the sync bits) and the
last 8 bits of the C_PDU ID Number are
located within the 8 bits of the 14" byte of the
Type 7 D_PDU (not counting the sync bits).

Record the full Type 7 D_PDU C_PDU ID
Number.

Type 7
D _PDU
full

C _PDU
ID
Number

22

Locate C_PDU ID Number for Type 4

D_PDU sent in message from step 19.

The C_PDU ID Number is the (MSB) 5™-2"
(LSB) bits of the 12" byte of the Type 4
D_PDU (not including the sync bits).

Record the C_PDU ID Number.

Type 4
D _PDU
C_PDU
ID
Number
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Table 8.1. Multiple Message Transfer Protocols Procedures (continued)

Step

Action

Settings/Action

| Result

23

Verify the C_PDU ID Numbers from the
Expedited ARQ and Non-Expedited
Non-ARQ messages are from different
“number pools.”

Were the values obtained in steps 21 and 22
equal? (If the value is yes, the TX FSNs do
come from different “number pools.”)

Y/N

24

Send e-mail message.

Send the following e-mail message from the
computer with STANAG address
1.222.123.001 to the computer with STANAG
address 15.255.255.255 using Client 1 with a
Expedited Non-ARQ Data Transfer:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910”

Save the data obtained through the analyzer
to afile.

25

Send a second e-mail message.

Send the following e-mail message
immediately after sending the e-mail in step
24 from the computer with STANAG address
1.222.123.001 to the computer with STANAG
address 15.255.255.255, using Client 2 with
a Soft Link Expedited ARQ Data Transfer:

For the Subject Line: Test 1

In the Body:
“This is a test from address
1.222.123.001 to
15.255.255.255

12345678910”

Save the data obtained through the analyzer
to afile.

26

Locate C_PDU ID for Type 8 D_PDU
from message sent in step 24.

The first 4 bits of the C_PDU ID Number are
the first 4 bits of the 12" byte of the Type 8
D_DPU (not counting the sync bits) and the
last 8 bits of the C_PDU ID Number are
located within the 8 bits of the 14" byte of the
Type 8 D_PDU (not counting the sync bits).

Record the full Type 8 D_PDU C_PDU ID
Number.

Type 8
D_PDU
full
C_PDU
ID
Number

27

Locate C_PDU ID Number for Type 4
D_PDU sent in message from step 25.

The C_PDU ID Number are the (MSB) 5™-2™
(LSB) bits of the 12" byte of the Type 4
D_PDU (not including the sync bits).

Record the C_PDU ID Number.

Type 4
D_PDU
C _PDU
ID
Number
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Table 8.1. Multiple Message Transfer Protocols Procedures (continued)

Step |

Action

Settings/Action

Result

28

Verify the C_PDU ID Numbers from the
Expedited ARQ and Expedited Non-
ARQ messages are from different
“number pools.”

Were the values obtained in steps 26 and 27
equal? (If the value is yes, the TX FSNs do
come from different “number pools.”)

Y/N

The following procedures are for reference number 550.

29

Resend the e-mail message from step
7.

Resend the e-mail message from step 7 to
computer with STANAG address
1.222.123.001 to computer with STANAG
address 15.255.255.255, using Client 1 with
a Soft Link.

30

Momentarily break link.

After computer with STANAG address
1.222.123.001 has transmitted its initial Type
8 D_PDU (the first transmission it sends),
switch the switch box to the “open” position.
Leave the switch in this position until
computer with STANAG address
15.255.255.255 has finished transmitting its
data. Upon completion of computer with
STANAG address 15.255.255.255’s data
transfer, switch the switch box back to the
“closed” position.

31

Verify the second transmission (the
message from step 29) was
acknowledged.

Locate a Type 8 D_PDU for when computer
with STANAG address 1.222.123.001 is
transmitting the second message. Verify
that a Type 2 C_PDU was transmitted to
computer with STANAG address
1.222.123.001 from computer with STANAG
address 15.255.255.255. The C_PDU Type
is located in the first 4 bits of the 23" byte of
the Type 8 D_PDU. The Type will be (MSB)
0010(LSB).

Y/N

The following procedures are for reference numbers 892, 894, and 895.

32

Reconfigure Maximum Segmented
C_PDU Size.

Configure the Maximum Segmented C_PDU
Size of both computers to 50 bytes.

33

Resend the e-mail message from step
7.

Resend the e-mail message from step 7 to
computer with STANAG address
1.222.123.001 to computer with STANAG
address 15.255.255.255, using Client 1 with
a Soft Link and Expedited ARQ Data
Transmission.

34

Send a second e-mail message.

While computer with STANAG address
1.222.123.001 is transmitting, resend the e-
mail message in step 7 from computer with
STANAG address 1.222.123.001 to
computer with STANAG address
15.255.255.255, using Client 1 with a Soft
Link and Expedited ARQ Data
Transmission. Attach a 1 kbyte file to the e-
mail.

254




Table 8.1. Multiple Message Transfer Protocols Procedures (continued)

Step | Action | Settings/Action | Result
Obtain C_PDU ID Number of first Type | The C_PDU ID Number is the (MSB) 5-2" First TX
4 D_PDU from first transmission sent. (LSB) bits of the 12" byte of the Type 4 Type 4
D_PDU (not including the sync bits). D_PDU
35 C_PDU
ID
Record the C_PDU ID Number. Number
Obtain TX FSN of first Type 4 D_PDU The TX FSN is the first 8 bits of the 14" byte | First TX
from first transmission sent. of the Type 4 D_DPU (not counting the sync | Type 4
36 bytes). TX FSN
Record the TX FSN for the Type 4 D_PDU.
Obtain C_PDU ID Number of first Type | The C_PDU ID Number is the (MSB) 5™-2" | Second
4 D_PDU from second TX sent. (LSB) bits of the 12" byte of the Type 4 X
D_PDU (not including the sync bits). Type 4
37 D_PDU
Record the C_PDU ID Number. C_PDU
ID
Number
Locate the remaining C_PDU ID The C_PDU ID Number is the (MSB) 5™-2"
Numbers for the Type 4 D_PDUs from (LSB) bits of the 12" byte of the Type 4
second transmission sent. D_PDU (not including the sync bits).
38 Record the all C_PDU ID Numbers for all of
the remaining Type 4 D_PDUs transmitted
by computer with STANAG address
1.222.123.001 in the order that they are
transmitted in hex format.
Determine if C_PDU IDs positively Compare the results from steps 37 and 38. Y/N
39 | incremented starting from 0. Did the C_PDU IDs positively increment
starting from 0x0?
Determine if C_PDU IDs reset to 0 and | Compare the results from step 38. Did the Y/N
40 | began re-counting from 0. C_PDU ID reset to 0x0 once 0xF had been
reached?
Obtain TX FSN of first Type 4 D_PDU The TX FSN is the first 8 bits of the 14" byte | Second
from second TX sent. of the Type 4 D_DPU (not counting the sync | Type 4
41 bytes). TXFSN
Record the TX FSN for the Type 4 D_PDU.
Legend:

ARQ—Automatic Repeat-Request

bps—bits per second

C_PDU—Channel Access Sublayer Protocol Data Unit
D_PDU—Data Transfer Sublayer Protocol Data Unit
e-mail—Electronic Mail

FSN—Frame Sequence Number

hex—hexadecimal

ID—Identification

kbyte—kilobyte

LSB—Least Significant Bit
MIL-STD—Military Standard
MSB—Most Significant Bit
POP3—Post Office Protocol 3
SMTP—Simple Mail Transfer Protocol
STANAG—Standardization Agreement
sync—synchronization

TX—Transmit
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Table 8.2. Multiple Message Transfer Protocols Results

Reference STANAG . Result Finding |
Number 5066 Requirement Required | Measured | | . | Not
Paragraph Value Value Met
If further Physical Link Request (Type | Second
1) C_PDUs are received from the transmis-
550 B.3.2 1 same address after the link is made, sion
T the Channel Access Sublayer shall acknow-
again reply with a Physical Link ledged.
Accepted (Type 2) C_PDU.
As noted above, the TX FSN field in TX FSNs
the Expedited Data-Only D_PDU is are come
defined and used in the same manner | from
as that specified for the Data-Only different
D_PDU. However, the Expedited “number
735 C.3.7 Data-Only D_PDUs shall be assigned | pools” for
frame numbers from a TX FSN pool expedited
(0, 1...255) that is reserved and Non-
exclusively for the transmission of Expedited
Expedited Data-Only and Expedited ARQ
ACK-Only D_PDUs. messages.
C_PDUs requiring Expedited Delivery | Expedited
Service and the associated Expedited | service
D_PDUs shall not be queued for queued
739 C.3.7 processing within the Data Transfer before non-
Sublayer behind D_PDUs containing | expedited
non-expedited data (i.e., Data_Only service.
or Data-ACK D_PDUs).
The C_PDU ID Number space (i.e., Full
the set of ID numbers in the range C_PDUID
[0..4095]) for Non-ARQ Data (Type 7) | Numbers
D_PDUs shall be different than the come from
similarly-defined number space for different
Expedited Non-ARQ Data (Type 8) “number
775 C.3.10 D_PDUs. pools” for
Expedited
and Non-
Expedited
Non-ARQ
Data
Transfer.
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Table 8.2. Multiple Message Transfer Protocols Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required | Measured | , . | Not
Paragraph Value Value Met
The C_PDU ID Number space (i.e., Full
the set of ID numbers in the range C_PDUID
[0..4095]) for Expedited Non-ARQ Numbers
Data (Type 8) D_PDUs shall be are come
different than the similarly defined from
number space for Non-ARQ Data different
800 C.3.11 (Type 7) D_PDUs. “numt”)er
pools” for
Expedited
and Non-
Expedited
Non-ARQ
Data
Transfer.
A separate TX FSN counter shall be TX FSNs
maintained for the transmission of are come
ARQ Expedited Data, distinct from the | from
counter with the same name used for | different
regular-delivery service with D_PDU “number
888 C.6.1.3 Types 0 and 2. pools” for
Expedited
and Non-
Expedited
ARQ
messages.
A separate C_PDU ID counter shall C_PDUID
be maintained for the transmission of | Numbers
ARQ Expedited Data, distinct from the | are come
counter with the same name used for | from
regular Eand expedited Non-ARQ different
delivery services with D_PDU Types “number
7 and 8. pools”
889 C.6.1.3 between
Expedited
ARQ,
Expedited
Non-ARQ,
and non-
Expedited
Non-ARQ.
Upon entering the Expedited-Data Type 4
(Connected) state, the Expedited- D DPUTX
890 C613 Data D_PDU TX FSN counter shall FSN =
T be set to the value zero ‘0. (MSB)0O
000000
(LSB)
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Table 8.2. Multiple Message Transfer Protocols Results (continued)

Reference STANAG _ Result Finding
Number 5066 Requirement Required | Measured | , . | Not
Paragraph Value Value Met
The processing of D_PDUs
containing Expedited Data shall
el Gt proceed according to a C_PDU level
stop-and-wait protocol, as follows:
Each time a First Type
D_EXPEDITED_UNIDATA_REQUES | 4
T Primitive is accepted for service, the | TX FSN =
Expedited Data D_PDU TX FSN (MSB) 0
counter shall be reset to the value 000000
zero. 0 (LSB)
894 C6.1.3 (0x0 hex)
Second
Type 4 TX
FSN =
(MSB) 0
000000
0 (LSB)
(0x0 hex)
The C_PDU ID counter shall be Type 4
incremented (modulo16). C_PDUID
895 C6.1.3 incremen-
ted
(modulo
16).
Legend:

ACK—Acknowledgement
ARQ—Automatic Repeat-Request

C_PDU—Channel Access Sublayer Protocol Data Unit
D_PDU—Data Transfer Sublayer Protocol Data Unit

FSN—Frame Sequence Number
hex—hexadecimal

ID—Identification

LSB—Least Significant Bit
MSB—Most Significant Bit
STANAG—Standardization Agreement
TX—Transmit
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SUBTEST 9. LINK ESTABLISHMENT PROTOCOLS

9.1 Objective. To determine the extent of compliance to the requirements of
STANAG 5066 for validating Link Establishment Protocols, reference numbers 3-5, 7,
314-327, 329-330, 332-346, 348-354, 356-358, 360-365, 367-384, 386-388, 414-415,
422, 424-425, 428-429, 431-433, 440, 446-447, 467-469, 471-473, 479, 481, 487-497,
502-532, 536-537, 539-541, 543-548, 551-553, 555-561, 563-567, 575, 577, 584-586,
and 985.

9.2 Criteria

a. When all data has been transmitted to a node with which a Soft Link Data
Exchange Session has been established, the Subnetwork Interface Sublayer shall
terminate the Soft Link Data Exchange Session after a configurable and
implementation-dependent time-out period; in accordance with the protocol specified in
STANAG 5066, section A.3.2.1.2. (appendix B, reference number 3)

b. Termination of the Soft Link Data Exchange Session shall be in
accordance with the procedure specified in STANAG 5066, section A.3.2.1.3. The time-
out period may be zero. The time-out period allows for the possibility of newly arriving
User Protocol Data Units (U_PDUs) being serviced by an existing Soft Link Data
Exchange Session prior to its termination. (appendix B, reference number 4)

C. In order to provide “balanced” servicing of the queued U_PDUs, a Soft
Link Data Exchange Session shall not be maintained for a period which exceeds a
specified maximum time if U_PDUs of appropriate priorities are queued for different
node(s). (appendix B, reference number 5)

d. The second type of data exchange session is the Hard Link Data
Exchange Session. A Hard Link Data Exchange Session shall be initiated at the explicit
request of a client, in accordance with the procedures for establishing and terminating
Hard Link sessions specified in STANAG 5066, sections A.3.2.2.1 and A.3.2.2.2.
(appendix B, reference number 7)

e. Peer Subnetwork Interface Sublayers, generally in different nodes, shall
communicate with each other by the exchange S_PDUs. (appendix B, reference
number 314)

f. For the subnetwork configurations currently defined in STANAG 5066,
peer-to-peer communication shall be required for: (appendix B, reference number 315)

e Establishment and termination of Hard Link Data Exchange Sessions.
e Exchange of client data.
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g. Explicit peer-to-peer communication shall not be required for the
establishment or termination of Soft Link or Broadcast Data Exchange Session.
(appendix B, reference number 316)

h. S_PDUs and Encoding Requirements:

e The first encoded field shall be common to all S PDUs. It is called
“Type” and shall encode the type value of the S_PDU in table 9.1.
(appendix B, reference numbers 317 and 318)

e The meaning and encoding of the remaining fields, if any, inan S_PDU
shall be as specified in the subsection below corresponding to the
S_PDU Type. (appendix B, reference number 319)

Table 9.1. S_PDU Types

S_PDU TYPE

FIELD VALUE S_PDU NAME

DATA

DATA DELIVERY CONFIRM

DATA DELIVERY FAIL

HARD LINK ESTABLISHMENT REQUEST
HARD LINK ESTABLISHMENT CONFIRM
HARD LINK ESTABLISHMENT REJECTED
HARD LINK TERMINATE

HARD LINK TERMINATE CONFIRM
Legend: S_PDU—Subnetwork Interface Sublayer Protocol Data Unit

N[O WIN—~O

i The DATA S_PDU shall be transmitted by the Subnetwork Interface
Sublayer in order to send client data to a remote peer sublayer. (appendix B, reference
number 320)

j- The DATA S_PDU shall be encoded as specified in figure 9.1 and in the
paragraphs below. This S_PDU shall consist of two parts: (appendix B, reference
numbers 321-324)

e The first part shall be the Subnetwork Interface Sublayer Protocol
Control Information (S_PCI) and represents the overhead added by the
sublayer.

e The second part shall be the actual client Data U_PDU.
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Legend: |D—Identification, LSB—Leat Signficant Bit, MSB—
_ . Most Significant Bit, RQRD—Required, S_PCl—Subnetwork
E_PIHU Interface Sublayer Protocol Control Information, S_PDU—
Subnetwork Interface Sublayer Protocol Data Unit, SAP—
Subnetwork Access Point, TTD—Time To Die, U_PDU—User
Protanal Data | Init

Figure 9.1. Generic Encoding and Bit-Field Map of the Data S_PDU

k. The first field of 4 bits, the S_PCI part, shall be “Type.” Its value shall be
equal to (0) and identifies the S_PDU as being of type “Data.” (appendix B, reference
numbers 325 and 326)

I The second field of 4 bits shall be “Priority” and represents the priority of
the client’'s U_PDU. (appendix B, reference number 327)

m. The third field of 4 bits, the S_PCI part, shall be the “Source SAP ID” and
identifies the client of the transmitting peer that sent the data. (appendix B, reference
number 329)

n. The fourth field of 4 bits shall be “Destination SAP ID” and identifies the
client of the receiving peer, which must take delivery of the data. (appendix B,
reference number 330)

o. The fifth field of the S_PCI part shall be “Client Delivery Confirm Required”
and is encoded as a single bit that can take the value, “YES” (=1) or “NO” (=0). The
value of this bit shall be set according to the service type requested by the sending
client during binding (see S_BIND_REQUEST Primitive), or according to the delivery
mode requested explicitly for this U_PDU (see S_UNIDATA REQUEST Primitive).
(appendix B, reference numbers 332 and 333)

p- The sixth field shall be the “Valid Time To Die” (VTTD) field and is

encoded as a single bit that can take the value, “YES” (=1) or “NO” (=0), indicating the
presence of a VTTD within the S_PCI. (appendix B, reference number 334)
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q. The seventh field of the S_PCI shall be two “unused” bits that are
“reserved” for future use. (appendix B, reference number 335)

r. The eighth and last field of the S_PCI shall be “Time To Die” (TTD) and
represents the TTD for this U_PDU. The first 4 bits of this field shall have meaning, if
and only if the VTTD field equals “YES.” (appendix B, reference numbers 336 and 337)

S. The remaining 16 bits of the field shall be present in the S_PCI, if and only
if the VTTD field equals “YES.” The TTD field encodes the Julian date (modulo 16) and
the Greenwich Mean Time (GMT) in seconds, after which time the S_PDU must be
discarded, if it has not yet been delivered to the client. The Julian date (modulo 16) part
of the TTD shall be mapped into the first 4 bits of the TTD field (i.e., bits 0-3 of byte 2 of
the S_PDU). (appendix B, reference numbers 338 and 339)

t. The Data Delivery Confirm S_PDU shall be transmitted in response to a
successful delivery to a client of a U_PDU, which was received in a Data Type S_PDU
in which the Client Delivery Confirm Required field was set to “YES.” (appendix B,
reference number 340)

u. The Data Delivery Confirm S_PDU shall be transmitted by the Subnetwork
Interface Sublayer to the peer sublayer that originated the Data Type S_PDU.
(appendix B, reference number 341)

5 _PDU TYPE 1 (DATA DELIVERY CONFIRM)
8_PC1 ‘ U_PDU (OR PART OF IT)
TYFPE SOURCE DEST.
{=1) SAPID SAPID
M E LsB
[ P I ' T
" S i NOT USED
3 " * TYPE=1
SOURCE SAP ID DESTINATION SAF ID ""—P{ !
1 ’ ’ ’ o (DATA DELIVERY CONFIRM §_FDU)
M=R - - L5k M=R - - L5k
Legend: ID—Identification, LSB—Leat Signficant Bit,
LU_PDU (OR PART OF IT) MSB—Most Significant Bit, S_PCl—Subnetwork Interface
Sublayer Protocol Control Information, S_PDU—Subnetwork
Interface Sublayer Protocol Data Unit, SAP—Subnetwork
Access Point. U PDU—User Protocol Data Unit

Figure 9.2. Generic Encoding and Bit-Field Maps of the Data Delivery
Confirmation S_PDU

V. The first part of the Data Delivery Confirm S_PDU shall be the S_PCl,

while the second part shall be a full or partial copy of the U_PDU that was received and
delivered to the destination client. (appendix B, reference numbers 342 and 343)
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w. The first field of the S_PCI part shall be “Type.” (appendix B, reference
number 344)

X. Its value shall be equal to (1) and identifies the S_PDU as being of Type
Data Delivery Confirm. (appendix B, reference number 345)

y. The remaining fields and their values for the S_PCI part of the Data
Delivery Confirm S_PDU shall be equal in value to the corresponding fields of the Data
S_PDU, for which this Data Delivery Confirm S_PDU is a response. (appendix B,
reference number 346)

z. The Data Delivery Fail S_PDU shall be transmitted in response to a failed
delivery to a client of a U_PDU that was received in a Data Type S_PDU with the Client
Delivery Confirm Required field set to “YES.” (appendix B, reference number 348)

aa. The first part of this S_PDU shall be the S_PCI. (appendix B, reference
number 349)

ab. The second part shall be a full or partial copy of the U_PDU that was
received but not delivered to the destination client. (appendix B, reference number 350)

ac. Thefirst field of the S_PCI shall be “Type.” Its value shall be equal to (2)
and identifies the S_PDU as being of Type Data Delivery Fail as shown in figure 9.3.
(appendix B, reference numbers 351 and 352)

ad. The second field shall be “Reason” and explains why the U_PDU failed to
be delivered. It can take a value in the range 0 to 15 and valid reasons are defined in
STANAG 5066 section A.3.1.3. (appendix B, reference number 353)

ae. The Source SAP ID and Destination SAP ID fields of the S_PCI shall be
equal in value to the corresponding fields of the Data S_PDU for which the Data
Delivery Fail S_PDU is a response. (appendix B, reference number 354)

af. The Hard Link Establishment Request S_PDU shall be transmitted, by a

peer, in response to a client’s request for a Hard Link. (appendix B, reference number
356)
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Legend: ID—Identification, LSB—Leat
Signficant Bit, MSB—Most Significant Bit,

]
lI_PDI, [nR PART OF lT} S_PCl—Subnetwork Interface Sublayer
Protocol Control Information, S_PDU—
Subnetwork Interface Sublaver Protocol Data

Figure 9.3. Generic Encoding and Bit-Field Map of the Data Delivery Fail S_PDU

ag. Thefirstfield of the S_PDU shall be “Type.” (appendix B, reference

number 357)

ah. It shall be equal to (3) and identifies the S_PDU as being of Type Hard
Link Establishment Request as shown in figure 9.4. (appendix B, reference number

358)

TYPE LINK LINK REQUESTING| REMOTE ;egind:‘|gt—:\j§gﬁficﬁﬁo{léLSE;—Leaé
- . T . ignficant Bit, —Most Significant Bit,
(=3) I'YPE PRIORITY SAP 1D SAPID S_PDU—Subnetwork Interface Sublayer
Protocol Data Unit, SAP—Subnetwork Access
Point
MSB LSH
s s ] s ] 4 ' E T
TYPE * LINK LINK *TYPE=3
u 0 o 1 1| TYPE PRIORITY (HARD LINK ESTABLISHMENT REQUEST 5_PDL)
REQUESTING SAP ID REMOTE SAP ID**
i ** VALID ONLY IF LINK TYPE = 2
AISE = 5 L1 MEH &I

Figure 9.4. Generic Encoding and Bit-Field Map of the Hard Link Establishment
Request S_PDU

ai. The Requesting SAP ID field shall be the SAP ID of the client that
requested the Hard Link Establishment. (appendix B, reference number 360)
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aj. The Remote SAP ID field shall be valid, if and only if the Link Type field
has a value of (2), denoting a Type 2 Hard Link w/ Full-Bandwidth Reservation.
(appendix B, reference number 361)

ak. The Remote SAP ID field shall identify the single client connected to the
remote node to and from which traffic is allowed for Hard Links w/ Full-Bandwidth
Reservation. The Remote SAP ID field may take any implementation-dependent default
value for Hard Links without Full-Bandwidth Reservation. (appendix B, reference
number 362)

al. The Hard Link Establishment Confirm S_PDU shall be transmitted as a
positive response to the reception of a Hard Link Establishment Request S_PDU. lts
only field shall be “Type”, which value shall be equal to (4) and identifies the S_PDU as
being of Type Hard Link Establishment Confirm as shown in figure 9.5. (appendix B,
reference numbers 363-365)

. - Legend: LSB—Leat Signficant Bit, MSB—Most Significant
I'YPLE Bit, S_PDU—Subnetwork Interface Sublayer Protocol Data

{24] Linit

MSB LSB
sl &l sl 4l s 1201 o
Tlll.'PE # *TYPE=4
[1] NOT USED (HARD LINK ESTABLISHMENT CONFIRM S_PDU)

Figure 9.5. Generic Encoding and Bit-Field Map of the Hard Link Establishment
Confirm S_PDU

am. The S_PDU in figure 9.6 shall be transmitted as a negative response to
the reception of a Hard Link Establishment Request S_PDU. (appendix B, reference
number 367)

an. The first field shall be “Type” and its value shall be equal to (5) and
identifies the S_PDU as being of Type Hard Link Establishment Rejected. (appendix B,
reference numbers 368 and 369)
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. , : Legend: LSB—Least Significant Bit, MSB—Most Significant
REASON Bit, S_PDU—Subnetwork Interface Sublayer Protocol Data
Unit

LSE
7 i 5 4 3 F 1 lJ
[T 11 T I [
TYPE REASON .
0 P ysp | (HARD LINK ESTABLISHMENT REJECTED S_PDU)

Figure 9.6. Generic Encoding and Bit-Field Map of the Hard Link Establishment
Rejected S_PDU

ao. The second field shall be “Reason” and explains why the Hard Link
request was rejected. (appendix B, reference number 370)

ap. The Reason field shall take a value in the range 0 to 15. (appendix B,
reference number 371)

aq. Hard Link reject reasons and their corresponding values shall be defined
in table 9.2. (appendix B, reference number 372)

Table 9.2. Reason Codes for Type 5 S_PDU

Reason Field Value
Unassigned

0

Remote Node Busy 1
Higher Priority Link Existing 2
3

4

Remote Node Not Responding
Destination SAP ID Not Bound
Reserved for Future Use 5-15

Legend: ID - Identification, SAP - Subnetwork Access Point

ar. Either of the two-peer sublayers involved in a Hard Link session that wish
to terminate the Hard Link shall transmit a Hard Link Terminate S_PDU to request
termination of the Hard Link. (appendix B, reference number 373)
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T " Legend: LSB—Leat Signficant Bit, MSB—Most Significant
] ‘[ Ij ] Bit, S_PDU—Subnetwork Interface Sublayer Protocol Data
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. *TYPE=14
TYPE * REASON
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Figure 9.7. Generic Encoding and Bit-Field Map of the Hard Link Terminate
S_PDU

as. The first 4-bit field shall be “Type” and its value shall be equal to (6) and
identifies the S_PDU as being of Type Hard Link Terminate. (appendix B, reference
numbers 374 and 375)

at. The second 4-bit field shall be “Reason” and explains why the Hard Link is
being terminated. (appendix B, reference number 376)

au. Hard Link termination reasons and their corresponding values shall be
defined in table 9.3. (appendix B, reference number 377)

Table 9.3. Reason Codes for Type 6 S_PDU

Reason Field Value
Unassigned 0
Client Request 1
Higher Priority Link Existing 2
Reserved 3
Destination SAP ID Not Bound 4
Reserved For Future Use 5-15
Legend: ID - Identification, SAP - Subnetwork Access Point

av. Inorder to ensure a graceful termination of the Hard Link, the peer which
sent the Hard Link Terminate must await a time-out period for confirmation of its peer
before it declares the link as terminated. This time-out period shall be configurable by
the protocol implementation. (appendix B, reference number 378)

aw. The Hard Link Terminate Confirm S_PDU shall be transmitted in response
to the reception of a Hard Link Terminate S_PDU. (appendix B, reference number 379)
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Figure 9.8. Generic Encoding and Bit-Field Map of the Hard Link Terminate
Confirm S_PDU

ax. The first 4-bit field of this S_PDU shall be “Type.” (appendix B, reference
number 380)

ay. The value shall be equal to (7) and identifies the S_PDU as being of Type
Hard Link Terminate Confirm. (appendix B, reference number 381)

az. The second 4-bit field of the S_PDU shall not be used in this
implementation of the protocol. The values of these bits may be implementation
dependent. (appendix B, reference number 382)

ba. In contrast with the establishment of a Hard Link session, the
establishment of Soft Link Data Exchange Sessions shall not require explicit peer-to-
peer handshaking within the Subnetwork Interface Sublayer. (appendix B, reference
number 383)

bb. The calling peer shall implicitly establish a Soft Link Data Exchange
Session by requesting its Channel Access Sublayer to make a physical link to the
required remote node, using the procedure for making physical links specified in
STANAG 5066, annex B (appendix B, reference number 384)

bc. No peer-to-peer communication by the Subnetwork Interface Sublayer
shall be required to terminate a Soft Link Data Exchange Session. (appendix B,
reference number 386)

bd. A Soft Link Data Exchange Session shall be terminated by either of the
two peers by a request to its respective Channel Access Sublayer to break the physical
link in accordance with the procedure specified in STANAG 5066, annex B. (appendix
B, reference number 387)

be. Since a called peer can terminate a Soft Link Data Exchange Session if it
has higher priority data destined for a different node, called peers shall wait a
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configurable minimum time before unilaterally terminating sessions, to prevent unstable
operation of the protocol. (appendix B, reference number 388)

bf.  After the physical link has been made, the caller's Subnetwork Interface
Sublayer shall send a Hard Link Establishment Request (Type 3) S_PDU to its called
peer at the remote node. (appendix B, reference number 414)

bg. To ensure that the S_PDU will overtake all routine Data S_PDUs which
may be queued and in various stages of processing by the lower sublayers, the Hard
Link Establishment Request S_PDU shall be sent to the Channel Access Sublayer
using a C_EXPEDITED_UNIDATA_REQUEST primitive and use the subnetwork’s
expedited data service. (appendix B, reference number 415)

bh. If noclient is bound to the called SAP ID and the caller’s request is for a
Type 2 Hard Link, then the called sublayer shall reject the request, send a Hard Link
Establishment Rejected (Type 5) S_PDU with REASON = “Destination SAP ID not
bound” to the caller, and terminate the establishment protocol. (appendix B, reference
number 422)

bi. If the caller’s request cannot be accepted by the called peer, a Hard Link
Establishment Rejected (Type 5) S_PDU shall be sent to the calling peer, with the
Reason field set as follows: (appendix B, reference number 424)

e REASON = “Remote-Node-Busy” if the reason for rejection was the
existence of an existing Hard Link of equal rank and priority, or

o REASON= “Higher-Priority Link Existing” if the reason for rejection was
the existing of a Hard Link with higher priority or rank.

bj. If the caller’s Hard Link request can be accepted and the request is not a
Type 2 Hard Link request, the called sublayer shall send a Hard Link Establishment
Confirm (Type 4) S_PDU to the caller sublayer and terminate the protocol. (appendix B,
reference number 425)

bk. Otherwise, the called sublayer shall send a Hard Link Establishment
Rejected (Type 5) S_PDU to the caller sublayer and terminate the protocol. (appendix
B, reference number 428)

bl. Whenever sent, either the Type 4 Hard Link Establishment Confirm
S_PDU or the Type 5 Hard Link Establishment Rejected S_PDU shall be sent to the
calling sublayer using the Expedited Data Service provided by lower sublayers in the
profile. (appendix B, reference number 429)

bm. Any sublayer that must terminate a Hard Link for any of the specified

conditions shall send a Hard Link Terminate (Type 6) S_PDU to its peer sublayer.
(appendix B, reference number 431)
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bn. A sublayer that receives a Hard Link Terminate (Type 6) S_PDU from its
peer shall immediately respond with a Hard Link Terminate Confirm (Type 7) S_PDU,
declare the Hard Link as terminated, and send a S_ HARD LINK_TERMINATED
primitive to all clients using the Hard Link. (appendix B, reference number 432)

bo. After sending the “Hard Link Terminate” (Type 6) S_PDU, the initiating
sublayer shall wait for a response for a configurable maximum time-out and proceed.
(appendix B, reference number 433)

bp. After a data exchange session of any type has been established;
sublayers with client data to exchange shall exchange Data (Type 0) S_PDUs using the
protocol specified below and in accordance with the service characteristics of the
respective session. (appendix B, reference number 440)

bgq. For U_PDUs that have been accepted for transmission, the sending
sublayer retrieves client U_PDUs and their associated implementation-dependent
service attributes (such as the S_Primitive that encapsulated the U_PDU) from its
queues (according to Priority and other implementation-dependent criteria) and
proceeds as follows:

¢ The sending sublayer shall encode the retrieved U_PDU into a Data
(Type 0) S_PDU, transferring any service attributes associated with
U_PDU to the S_PDU as required. (appendix B, reference number
446 and 447)

br. If the received S_PDU has the Client Delivery Confirm Required field set
equal to “YES,” then the sublayer shall provide delivery confirmation as follows:
(appendix B, reference numbers 467-469)

e |If a client was bound to the Destination SAP_ID, the sublayer shall
encode as required and send a Data Delivery Confirm (Type 1) S_PDU
to the sending sublayer.

e If a client was not bound to the Destination SAP_ID, the sublayer shall
encode as required and send a Data Delivery Fail (Type 2) S_PDU to
the sending sublayer: On completion of these actions by the receiving
sublayer the Client Data Delivery Protocol terminates for the given
Data (Type 0) S_PDU.

bs. In particular, the Subnetwork Interface Sublayer shall be capable of
sending a U_PDU, encapsulated in a Data (Type 0) S_PDU and C_Primitive as
required, to the Channel Access Sublayer prior to receipt of the data delivery confirm
response for a U_PDU sent earlier. (appendix B, reference number 471)

bt.  The interface must support the service-definition for the Channel Access
Sublayer, i.e.: (appendix B, reference numbers 472 and 473)
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e The interface shall enable the Subnetwork Interface Sublayer to submit
requests to change the state of a physical link, i.e., to make or break a
physical link of a specified type (i.e., Exclusive or Nonexclusive, as
specified in STANAG 5066, annex B) with a specified node address.

bu. The Type 1 Channel Access Protocol shall support the following
subnetwork configuration: (appendix B, reference numbers 479 and 481)

e The co-ordination of the making and breaking of physical links between
two nodes (after a common frequency has already been selected by an

external process) shall be performed solely by the Channel Access
Sublayer.

bv. The Type 1 Channel Access Sublayer shall communicate with peer

sublayers in other nodes using the protocols defined below in order to: (appendix B,
reference number 487)

e Make and break Physical Links

e Deliver S_PDUs between Subnetwork Interface Sublayers at the local
node and remote node(s).

bw. The C_PDUs in table 9.4 shall be used for peer-to-peer communication
between Channel Access Sublayers in the local and remote node(s). (appendix B,
reference number 488)

Table 9.4. C_PDU Types

C_PDU Name Type Code
Data C PDU Type 0
Physical Link Request Type 1
Physical Link Accepted Type 2
Physical Link Rejected Type 3
Physical Link Break Type 4
Physical Link Break Confirm Type 5
Legend: C_PDU - Channel Access Sublayer Protocol Data Unit

bx. The first argument and encoded field of all C_PDUs shall be the C_PDU
Type, the remaining format and content of these C_PDUs shall be as specified in the
subsections that follow. (appendix B, reference numbers 489 and 490)

by. Unless noted otherwise, argument values encoded in the C_PDU bit fields
shall be mapped into the fields, in accordance with Consultative Committee for

International Telephone and Telegraph (CCITT) V.42, 8.1.2.3. (appendix B, reference
numbers 491-493)

e When a field is contained within a single octet, the lowest bit number of
the field shall represent the lowest-order (i.e., LSB) value.
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e When a field spans more than one octet, the order of bit values within

each octet shall decrease progressively as the octet number increases
bz.

Unless noted otherwise, bit fields specified as NOT USED shall be
encoded with the value (0). (appendix B, reference number 494)
ca. The Data (Type 0) C_PDU shall be used to send an encapsulated S_PDU
from the local node to a remote node. (appendix B, reference number 495)
cb.

The Type argument shall be encoded in the first 4-bit field of the Data
C_PDU as shown in figure 9.9. (appendix B, reference number 496)

C_PBE FYPE ) (DATA)
C_PCT S_PDE
L 1
L] 1
LY L]
LY Ll
TYPE
=1
{2} Generic Encoding
MR LSRR
| =1 el =l = s | 2 x| =
¢ TYPE *

™OT USED P
LE| 11 fi i

*TYTIE =0 (DATA LC_PI¥)

S _PEMC

Legend: C_PCl—Channel Access
Sublayer Protocol Control Information,
C_PDU—Channel Access Sublayer
Protocol Data Unit, LSB—Leat Signficant
Bit, MSB—Most Significant Bit, S_PDU—
Subnetwork Interface Sublayer Protocol Data

= o . Unit

(b Bit-Field Map

Figure 9.9. Generic Encoding and Bit-Field Map of the Data C_PDU
cc. The remaining octets of the Data C_PDU shall contain only the
encapsulated S_PDU. (appendix B, reference number 497)

cd. The Physical Link Request C_PDU shall be transmitted by a Channel
Access Sublayer to request the making of the physical link. (appendix B, reference
number 502)

ce.

The Physical Link Request C_PDU shall consist of the arguments Type
and Link. (appendix B, reference number 503)
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cf. The value of the Type argument for the Physical Link Request C_PDU
shall be (1), encoded as a 4-bit field as shown in figure 9.10. (appendix B, reference

number 504)

Legend: C_PDU—Channel Access Sublayer Protocol Data
Unit, LSB—Leat Signficant Bit, MSB—Most Significant Bit

=1)

1.58

AR ER ERE

| =

TYPE ™ NOTUSED

LINK

(b) Bit-Field Map

(a3} Generic Bncoding

*TYPE=1
(PHYSHIAL LINK REQUEST C_PBE)

Figure 9.10. Generic Encoding and Bit-Field Map of the Physical Link Request

C_PDU

cg. The 3 bits not used in the encoding of the Physical Link Request C_PDU
shall be reserved for future use and not used by any implementation. (appendix B,

reference number 505)

ch.  The value of the Link argument for the Physical Link Request C_PDU
shall be encoded as a one-bit field as shown in figure 9.10, with values as follows:

(appendix B, reference numbers 506-508)

e A request for a Nonexclusive Physical Link shall be encoded with the

value (0).

e Arequest for an Exclusive Physical Link shall be encoded with the

value (1).

Ci. The Physical Link Request C_PDU shall be sent by the Channel Access
Sublayer, requesting the lower layer Expedited Non-ARQ Data Service (i.e.,
transmission using Type 8 D_PDUs), in accordance with the STANAG 5066, annex C,
specification of the Data Transfer Sublayer. (appendix B, reference number 509)

Cj. A Channel Access Sublayer that receives a Physical Link Request C_PDU

shall respond with either a Physical Link Accepted (Type 2) C_PDU or a Physical Link
Rejected (Type 3) C_PDU, as appropriate. (appendix B, reference number 510)

273




ck. The Physical Link Accepted (Type 2) C_PDU shall be transmitted by a
peer sublayer as a positive response to the reception of a Type 1 C_PDU (Physical Link
Request). (appendix B, reference number 511)

cl. Physical Link Accepted (Type 2) C_PDU shall consist only of the Type
argument. The Type argument shall be encoded as a 4-bit field containing the binary
value (2) as shown in figure 9.11. (appendix B, reference numbers 512 and 513)

Legend: LSB—Leat Signficant Bit, MSB—Most Significant T“TPE
Bit, S_PDU—Subnetwork Interface Sublayer Protocol Data {‘:2}
Unit

(a) Generic Encoding

MEE LEBR
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; *ETYPE =2
" FYFPE ¥ 0T LISER (PFIIYSICAL LINK ACCEPTEDR C_PDIY

(b} Bit-Ficld Map

Figure 9.11. Generic Encoding and Bit-Field Map of the Physical Link Accepted
C_PDU

cm. The Physical Link Accepted C_PDU shall be sent by the Channel Access
Sublayer, requesting the lower layer's Expedited Non-ARQ Data Service (i.e.,
transmission using Type 8 D_PDUSs), in accordance with the STANAG 5066, annex C,
specification of the Data Transfer Sublayer. (appendix B, reference number 514)

cn. The Physical Link Rejected (Type 3) C_PDU shall be transmitted by a
peer sublayer as a negative response to the reception of a Type 1 C_PDU (Physical
Link Request). (appendix B, reference number 515)

co. The Physical Link Rejected (Type 3) C_PDU shall consist of two
arguments: Type and Reason. (appendix B, reference number 516)

cp. The Type argument shall be encoded as a 4-bit field containing the binary
value (3) as shown in figure 9.12. (appendix B, reference number 517)
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Legend: LSB—Leat Signficant Bit, MSB—Most
Significant Bit, C_PDU—Channel Access 7
Sublayer Protocol Data Unit T‘ PE
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Figure 9.12. Generic Encoding and Bit-Field Map of the Physical Link Rejected
C_PDU

cq. The Reason argument shall be encoded in accordance with figure 9.12
and table 9.5. (appendix B, reference number 518)

Table 9.5. Reason Codes for Physical Link Rejected C_PDU

Reason Value
Reason Unknown 0
Broadca